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LOI GIOI THIEU

Trong nhitng ndm gan ddy, su phat trién cia mang thong tin toan cau da co
anh huong sau sic t6i moi mit ctia doi sdng kinh té, xa hoi. Internet tré thanh
mang truyén dit liéu dugc sir dung phd bién trén toan thé giéi. N6 dugce ding
dé truyén thu dién tir, truy nhap cac Website, két n6i t6i cac cong sé ¢ xa, giam
sat hé thong tir xa, truyén tép, lam viéc tai nha, lién lac véi khach hang va st
dung cac dich vy ngan hang...Tuy nhién, diéu nay cling dit ra mot thach thuc
16n @6 1a van dé& dam bao an toan cho cac thong tin duoc trao ddi qua mang.

Cung v6i su hinh thanh va phat trién cua Internet, giao dich thuong mai da
va dang c6 nhiéu thay doi 16m. Hién nay, trong dich vu hanh chinh dién tir, dac
biét trong béi canh dai dich Covid-19 chua c6 dau hiu giam nhiét, cac hoat
dong trao d6i dit liéu dién tir, cac dich vu thyc hién tir xa cho phép thuc hién
cac thu tuc hanh chinh mdt cach nhanh chéng, hi¢u qua, dam bao an toan phong
chéng dich. Dich vy hanh chinh dién tir gitip thuc hién cac giao dich, dang ky
thu tuc, truyén nhiing co so dit liéu lién quan dén céc thong tin nhay cam, can
phai bao mat cua khach hang.

Mot trong nhimng van dé nguoi dung quan tim hang dau khi thuc hién giao
dich thuong mai qua Internet do6 1a tinh bi mdt va tinh toan toan ven cua céc
thong tin nhay cam nhu thong tin tai khoa n, théng tin c& nhan, tinh xdc thuc
ctia doi tac giao dich. S& di 1 vi viéc truyén thong tin qua mang Internet hién
nay chil yéu st dung giao thic TCP/IP [8]. TCP/IP cho phép cac thong tin
dugc gui tir mot may tinh nay té61 mgot may tinh khac di qua mdt loat cac may
trung gian hoic cac mang riéng biét trude khi né c6 thé di téi duge dich. Chinh
vi diém nay, giao thirc TCP/IP da tao co hoi cho “bén thir ba” c6 thé thuc hién
cac hanh dong gdy mat an toan thong tin trong giao dich, d& dang can thiép,
theo ddi va gia mao cac birc dién trén Internet. Ly do nay khién nhiéu ngudi
dang din do trong viéc st dung mang Internet cho cic img dung vé tai chinh

va cac sO liéu nhay cam vé tinh phap 1y...
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Trong cac hé¢ théng xac thuc, bao mat trén website ndéi chung va dich vu
hanh chinh dién tr ndi riéng, hién nay, nhiéu giai phap cong nghé dugc dua ra
dé dam bao an toan cho céc giao dich. Ky thudt ma héa théng tin, Chir ky dién

tir VA chitng thuee dién tir dugc sir dung dé dap tmg yéu cau trén.

M4& hod 1 qué trinh chuyén d6i thong tin tir dang c6 thé doc duoc sang dang
khong thé doc duoc d6i véi nhimg ngudi khong duoc nhan thong tin d6. Gidi
ma 1a qua trinh chuyén dbi thong tin tir dang khong doc dugc sang dang c6 thé
doc duoc. Cac thuat toan ma hoa la cac ham toan hoc dac biét. Ma hoda la mot

ky thuat kha pho bién, c6 kha nang dam bao cac yéu cau sau:

= Pam bao tinh toan ven ctia thong di¢p

Chéng phu dinh

Pam bao tinh xac thuc
= Dam bdo tinh bi mat cta thong tin

Qua trinh ma hoa thong tin dugc thuc hién trén co sé s dung mot khoa
chinh 13 phuong phap dé chuyén vin ban gbc thanh vin ban ma hoa. C6 hai k¥
thuat co ban thuong dugc dung dé ma hoa thong tin trén Internet 13 “M3 hoa

khéa bi mat” va “Ma hoa khoa cong khai”.

Chit ky dién tir thyc hién chire ning giéng chit ky viét thong thuong: 1a
diéu kién can va du dé quy dinh tinh duy nhit ctia van ban dién ttr cu thé, xac
dinh rd ai 1a nguoi chiu trach nhiém trong viéc tao ra van ban do; va bat ky
thay d6i nao (vé ndi dung, hinh thirc...) ciia van ban trong qua trinh luu chuyén

déu 1am thay d6i twong quan giita phan bi thay d6i va chir ky.

Vé mat cong nghé, chit ky dién tur 1a mot dang cuia ma hoa khoa cong khai,
1a két qua cua viéc ap dung qua trinh ma héa 1én mot thong tin cu thé. Chir ky
dién tir cuia mot ban tin 1a mot sb phu thudc vao thong tin bi mat (khoa bi mat)
ma chi ngudi ky biét va phu thude vao ndi dung cua ban tin duoc ky. Chir ky

dién tir ddm bdo dugc céc yéu cau an toan thong tin sau:
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* Tinh toan ven dir liéu
=  Xac thuc géc dir liéu
= Chéng phu dinh
Khi mot ca nhan st dung chir ky dién t dé ky cho mdt tai li€u va g di thi
khong thé chdi cai 14 da khong giri tai liéu d6. Ngudi nhan sé kiém tra duoc
tinh toan ven cta dit liéu va bat ky mot su thay doi nao, hay thong tin vé ngudi
gui khong chinh xac. Piéu nay gitp cic co quan chiic ning thim tra 1 moi

van dé khi co tranh chép xay ra trong giao dich dién tu.

Pé xac minh mot chit ky dién tir, nguoi nhan phai truy nhép téi khoa cong
khai ctia nguoi ky va dam bao rang né twong Gng voi khoa bi mat cta ngudi
d6. Can c6 chién lugc dé két hop mot cach tin cady mdt ngudoi hay mot thuc thé
cu thé véi cap khoa ndy nhim dam bao tinh xac thuc cia mdi bén tham gia
giao dich. Giai phap cho van dé nay duoc dua ra 1a st dung mét bén chimg
thuc thir ba dé két hop nhan dang cta ngudi ky v6i mot khoa cong khai. Bén
chtng thuc thtr ba duoc biét dén nhu 14 t6 chtrc cap ching thuc (Certification

Authority - CA) trong hau hét cac chuan ki thuat duoc dung.

Dé két hop mot cdp khda voi mot nguoi ky, t6 churc cép ching thuc dua ra
mot Chung thuc dién tir, 1a mot ban ghi dién tor ghi lai mot khoa cong khai,
nhan dang cta ngudi so hitu khoa va cac thong tin vé ching chi nhu han st
dung, sb tuan tu. Chung thuc dién tir do co quan chung nhan CA cép la can ctr
dé xac thuc cac bén tham gia giao dich, l1a co s& dam bao tin cay ddi véi cac

giao dich thuong mai dién tu.

Muc dich ctia dd an 13 nghién ctru cac k¥ thuat mé hoéa, chir ky dién tir nham
dam bdo an toan thong tin trong cac giao dich hanh chinh dién tir; va ing dung
vao xay dung mo6 phong mot h¢ thanh todn dién tir an toan.

Noi dung nghién ctru ctia dd 4n bao gém:

e Nghién ciru hai k§ thuat ma hoa phd bién 1a Ma héa khoa bi mat va Ma

héa khoa cong khai, cac thuat toan ma hoa duoc dung trong mdi phuong
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phap bao gdm thuat toan ma hoa khoa bi mat theo chuan DES va thuét

toan méa hoa khoa cong khai RSA.

e Nghién ctru céc thao tac trong qua trinh tao va xac minh chir ky dién tur,
hai loai chir ky dién tir 1a chit ky véi phu luc va chir ky khoi phuc ban
tin, thudt toan chir ky dién tir DSA va thuat toan bam dugc dung SHA.

e Nghién ctru vai trd cua chir ky s6 trong Chinh phu dién tir va Hanh chinh
dién tu.
e Xay dung thuat toan ma hoa cong khai RSA trong thyc hién thu tuc hanh

chinh dién ti.
Vé6i hé thong thyuc hién hanh chinh dién tr, mot giao dich bat dau khi nguoi
ding dang ky tai khoan voi cac thong tin chii yéu nhu: SO chirng minh nhan
dan / Can cudc cong dan, ho tén ... Khi dang ky thanh cong, nguoi dung sé
dugc tu dong tao ra cac thanh phﬁn can c¢6 dé tao chit ky s6. Sau khi dang ky
va dang nhap thanh cong, nguoi dung sé& lya chon thi tuc can lam. O day, do
trong khudn kho @6 an tot nghiép nén chi thuc hién 3 tha tuc hanh chinh don
gian: Pang ky tam tr, thong béao luu tra, thuong tra. Sau khi lya chon thu tuc,
nguoi dung dién cc thong tin can thiét va guri thong tin vé server. Trong qué
trinh giri dir liéu vé server 1a qué trinh x4c thuc bang chit ky s6, dam bao tinh
chinh xac, toan ven dir liéu tur luc ngudi dung nhap téi khi luu trong server.
Giao dich két thiic. Ngudi dung s& chd co quan chic nang c¢6 tham quyén xét
duyét va thong bao dén ky, nhan hd so.
Do an dugce t chirc thanh 3 chuwong nhu sau:
Chuwong 1: Chix ky s6 va vai tro ciaa né trong chinh pha dién tir

Chuong nay trinh bay khai quat vé chit Ky dién tir va cac khai niém lién
quan, viéc st dung chir ky dién ttr dé giai quyét van dé xéac thuc, qua trinh tao
va xac minh chir ky dién tir, hai phan loai chir ky dién tir. Ung dung chit ky
dién tir trong xu 1y cac thu tuc hanh chinh, nhiing thyc té, rao can, khé khan

trong viéc s6 hoa tha tuc hanh chinh.
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Chuwong 2: Tim hiéu vé hanh chinh dién tir va mat ma khda cong khai

Chuong nay trinh bay cac khai niém vé chinh phu dién tir va hanh chinh
dién tir, nhitng wu diém, kho khan, ton tai va han ché dé thyc hién chinh phu
dién tt, khai niém hd so dién ti do cép c6 thadm quyén dinh nghia; van dé vé
mat ma hoc, khai niém ma hoa va giai ma, cdc phuong phdp ma hoa va giai
ma thdng tin, Iy thuyét ma khoa bi mat, ma hoéa khoa cong khai, cac giai thuét
duoc st dung dé xay dyng cac tmg dung bao mait nhu DES, RSA ... tom tat
qué trinh phan tich, s6 héa tha tuc hanh chinh.

Chwong 3: Xay dung wng dung Cong dich vu cong quéc gia

Chuong nay xay dung tmg dung hanh chinh céng qudc gia v6i 3 tha tuc
hanh chinh duoc s6 hoa: Pang ky tam tr(, thong bao luu tra, thudng tra. Mot

s6 hinh anh cua Gmg dung.
Két luan

Phan cudi cung l1a két luan va mét s6 van d€ can quan tdm nghién ctru hon

nita trong phét trién cac ung dung.

Nhin chung, toan bg dd 4n cta em la dua ra mot cach khai quat vé viéc
nghién ctru, tim hiéu k¥ thuat mat ma dugc dung trong an toan cac giao dich,
thue hién tha tuc hanh chinh cong qua hé thong mang. Song do thoi gian thuc
hién con han hep, céac kién thirc chuyén mon con han ché, nén dd an chéc chin
con nhiéu han ché, thiéu sot. R4t mong duoc su gop ¥, gitp dd cta cac thay co
trong khoa cong nghé thong tin, cac chuyén gia vé linh vuc ndy va tat ca cac
ban quan tdm dén van dé an toan bao mat trén mang Internet dé dd 4an cua toi

duoc hoan thién hon.
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Chwong 1

CHU KY SO VA VAI TRO CUA NO TRONG CHINH PHU PIEN TU
VA MAT MA HOA CONG KHAI

e Khai niém chir ky dién tu
e Chir ky dién tir va van dé xac thuc

e Vai tro cua chir ky dién tir trong Chinh phu dién tr va hanh

chinh dién tur.
e Hoat dong cia mot hé théng chix ky dién tir
e Phan loai cac hé thong chir ky dién tu
e Giai thuat chi ky dién tor DSA
e Giai thuat ham bam bao mat SHA
e Ky thuat mé hoa khoa céng khai

e Ma hda khoa cong khai RSA
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1.1 Giéi thiéu

Trong méi trudong thuong mai hién nay, dé thiét 1ap mot co cAu cho viéc
xéc thyc thong tin dua trén mdy tinh doi hoi nhimg hiéu biét vé cac khai niém
va cac ky nang chuyén nganh trong ca hai linh vuc an toan may tinh va luat
phap. Mét trong nhitng Ky thuat duoc st dung rong rai hién nay d6 1a sir dung
chir ky sé (Digital Signature) va cac co ché ma hoa. Chir Ky s6 (dién tir) co day
du chtrc nang va dong vai tro nhu chit ky viét tay cting véi dau xéac thuc ngudi

ky trong cac giao dich truyén théng qua mang.

Xét trén quan diém an toan thong tin, chir ky dién tir 1a két qua ciia viéc ap
dung qua trinh ma hoa 1én mot thong tin cu thé. Chir ky dién tir ciia mot ban
tin 1a mot s6 phu thudc vao thong tin bi mat (khoa bi mat) ma chi ngudi ky biét
va phu thudc vao ndi dung cua ban tin dugc Ky. Cac chir Ky phai xac minh
duoc, néu xay ra tranh cai nhu viéc xac dinh xem c6 dung mét nguoi da ky
vao tai liéu hay khong (van dé chéi bo ngudn gbe), mot bén thit ba tin ciy cé
thé giai quyét van dé nay ma khong truy nhap dén thong tin bi mat ctia ngudi

Ve

Ky.

Chir ky dién tir c6 nhiéu Gmg dung trong an toan thong tin, bao gdm xéc
thie (authentication), toan ven dir liéu (data integrity), khéng chdi bo ngudn
gbc (non-repudiation). Mot trong nhimg tmg dung quan trong nhat cua chit ky
dién tur 1a chung chi khoa cong khai trong cac mang 16n. Chirng chi 1a mdt
phuong tién cho bén thir ba tin cdy (Trusted Third Party - TTP) két hop nhan
dang cua ngudi ding véi mot khda cong khai, vi vy tai mot thoi diém sau do
cac thue thé khac co thé xac thuc khda cong khai ma khong can su hd tro cia

bén thu ba.

Trong hanh chinh dién tr, lién quan nhiéu dén tha tuc hanh chinh, phap
luat, doi hoi thong tin phai chinh xac va xac thuc dung ngudi c6 nhu cau lam
thi tyc. Chinh vi vay s& khong tranh khoi nhitng tac nhan bén ngoai chéng pha,
dic biét 1a cac thé lyc thu dich thay dbi thong tin, pha hoai hé thong, nham ha
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uy tin co quan chirc nang, lam cham tién dd cai cach hanh chinh ma Pang va

Nha nudc deé ra.

1.2 Mt s6 khai niém co ban
e Chir ky s6 (Digital Signature)

Chir ky s6 1a sy bién d6i ctia mot ban tin sir dung mot hé thong ma hoa khoa
bt dbi ximg (asymmetric cryptosystem) va mot ham bam ma mot ngudi co
ban tin ban dau va khda cong khai ctia ngudi Ky co thé xac dinh chinh xéac

duoc:

1. Su bién d6i c6 duogc tao ra bang cach sir dung khda bi mat tuong

ung voi khoda cong khai cua nguoi ky hay khong.
2. Ban tin ban dau c6 bi thay d6i do su bién d6i ctia n6 gy ra hay khong.
Chir ky s6 (hay chit Ky dién tir) 1a img dung quan trong nhét ciia mi hoa

khoa cong khai. Chir ky dién tir 13 mot hinh thirc dé dam bao tinh phap 1y cua
cac cam két. Nguoi giri ma hoa doan tin (ky) bang khda bi mat cia minh, ngudi
nhan giai mi bang khda cdng khai ctia nguoi gui. Chit ky duoc ap dung dbi
v6i thong diép hay voi mot khdi dit liéu nho twong Gng véi thong diép. No
phai dap tmg duoc cic yéu cau sau:

- Phai tuong ddi dé dang dé tao ra chir ky dién tur.

- Phai tuong d6i dé dang dé x4c dinh va kiém tra chir ky dién tu.

- Phai khong c6 kha ning tinh toan dé gia mao mot chit ky dién ti,
hoic tao mot doan tin m&i cho mét chir ky dién tir ¢ san.

- Nguoi nhén ¢cé thé xac thue dugce dic diém nhan dang ctia nguoi gui,
no6i cach khéc, chit ky phai sir dung mot s6 thong tin duy nhat dbi véi
nguoi giri dé chdng ca gia mao va phi nhan. Vi vy, ngudi gui sau
nay khong thé chdi bo dugc ndi dung cta ban tin ma minh da guri.

- Nguoi nhan khong thé bia dit hay thay d6i ban tin nhan duoc.
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e Chirng chi (Certificate)
Chung chi 1a mdt ban tin thuc hién cac chirc nang sau:

1. Xac dinh to chirc cap chimg chi (Certification authority - CA) phéat hanh
ching chi do.

2. Goi tén hoac nhan dang nguodi sir dung chirng chi (subscriber).
3. Chura khoa cong khai cua nguoi st dung chung chi

4. Xac dinh thot han hop 1€ (operational period) ctia chung chi (tirc khoa

ng thot gian ma thong tin trong ching chi con hiéu luc).

5. X&c dinh chung chi da dugc ky mot cach s6 hoa bdi to chirc cip ching

chi phat hanh no.

Mot ngudi mudn xac minh mot chit ky dién tir thi it nhat can phai co: (1)
khoa cong khai tuong tng véi khoa bi mat duoc dung dé tao chir ky, va (2)
chtng ctr chic chin rang khoa cong khai (va do d6 ca khoa bi mat twong tmg
cua cap khoa ) 1a cua ngudi ky. Muc dich co ban ctua chung chi 1a dap tng ca

hai yéu cau nay theo cach thuc tin cy.

Mot ching chi thong thuong sé & dang cac ban ghi nhi phan (binary record)
nam trong qua trinh trao doi dir liéu dién tir (Electric Data Interchange - EDI)
hién thoi. Viée st dung cac truong bd sung hay cidc mé rong nham cung cap
thém thong tin hay cac thudc tinh bo sung (vi du nhu sy xac nhan nguoi su
dung chung chi (subscriber) nhu mot tdc nhan, hay tham chiéu chéo dén cac

co s dit liéu khac cung cép thong tin vé nguoi st dung) 13 khong bt budc.

T6 chue cp chimg chi (CA) can phai ky mot cach s hoa 1én ching chi,
nham hai muc dich: (1) Béo vé tinh toan ven thong tin cta chimg chi, va (2)
cho phép xac nhan chit ky dién tir cta td chirc cAp ching chi.

Chir ky dién tir ctia to chirc cap ching chi (CA) ciing nhu chir ky dién tir
ctia ngudi str dung chimg chi (subscriber) can c6 mot ddu thoi gian (time -

stamp) dé thuan tién cho viéc chtirng minh rang chir ky dién tir (cua to chirc cip
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ching chi hay cia nguoi str dung chung chi) dugc tao ra trong thoi gian hiéu
luc cua mgt chig chi hop 1€, do do6 chit ky dién tir c6 kha nang kiém dinh mét

chung chi.
e Xac nhan hep 1€ (Validation)

Thong tin trong mdt ching chi c6 thé thay doi theo thoi gian. Mot ngudi str
dung chimg chi (certificate user) can phai dam bao 1a dit liéu trong chimg chi
1a dung (goi 12 xdc nhdn hop 1é chitng chi). Co hai phuong phap co ban dé xac
nhan hop lé chung chi:

— Nguoi st dung c6 thé truc tiép hoi CA vé tinh hop 18 ciia chtng chi mdi 1an

str dung no. Pay 13 yéu té xac nhan tinh hop 1¢ truc tuyén (online validation)

— CA c6 thé chtra thém thoi han hop 1€ vao trong mdi chimg chi - mot bo thoi
gian s€ dinh nghia khéa ng thoi gian ma céc thong tin chira trong chig chi
dugc cho 13 hop 18 (con hiéu lyc). Pay 1a xac nhan hop 1é khong truc tuyén

(offline validation).
e Thu hai chieng chi

Thu hdi chtng chi 1a két thuc vinh vién thoi han hop 1& (operational period)
ctia mot chimg chi xét tir mot thoi diém xac dinh trd di. Sy thu hoi chitng chi
1a qua trinh bao cho ngudi sir dung biét khi thong tin trong mot chimg chi bat
ngo mat hiéu luc. Viéc nay co thé xay ra khi mgt chu thé cua khoa riéng bi 10,
hay khi thong tin dinh danh ctia mot ching chi thay d6i (thi du nhu chit thé co
mot sb dién thoai moi).

e Xac thuc (Authentication)

Xac thyc 1a mot qua trinh dugc dung dé xéac dinh nhan dang cua mot nguoi
hoac tinh toan ven ciia mgt thong tin cu thé. Pbi v&i mot ban tin, sy xac thue
bao g@)m viéc xac dinh nguén géc ban tin va xac dinh n6 chua bi sira ddi hodc

thay thé trong qua trinh truyén thong.
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Khi mét CA ching thuc mot thuc thé va nguoi st dung xac nhan sy hop 1€
cua ching thuc do, thuc thé duoc goi 1a xdc thuc. Mirc d0 ma nguoi st dung
tin tudng vao cc thong tin ctia chtng chi va su hop 1¢ ciia n6 1a cach dé danh
gia 46 manh (strength of Authentication) cua su xdc thire. Vi du, néu ban nhin
Alice va théy mét ¢b ta mau xanh, khi d6 ban c6 mét sy xac thuc manh mé vé
mau mit cia Alice, mat khac néu ban nghe ai d6 noi vé diéu do thi su xac thuc
13 yéu va ban chua hoan toan tin tudng vao diéu do.

e Ham bim

Ham bam 13 mot thuat toan 4nh xa hay chuyén doi mot chudi bit c6 d6 dai
tly y thanh mot chudi bit khac thuong cé kich thude ¢b dinh (thuong 1a bé
hon) (goi 1a két qua bam). Ham bam c6 cac dic tinh sau:

(1)Po dai két qua bam la nhu nhau tai moi thoi diém khi thuat toan duoc

thuc thi str dung d6i véi moi ban tin dau vao.

(2) Vé mit tinh toan, khong thé khoi phuc duoc ban tin tir két qua bam nhan

duoc va tir thut toan bam.

(3) Vé mait tinh toan, khong thé tim duoc hai ban tin khac nhau cho cling

mot két qua bam tu thuat todn bam.

Ham bam d6i khi duoc goi 1a “ham mdt chiéu” (one — way function) hay
“Thuat toan rat gon ban tin” (message digest algorithm).

Ham bam thuong dugc két hop dé xay dung chit ky dién tir vira dam bao
an toan (khong thé cét dan), dinh danh dugc ngudi gui, mat khac lai vira c6 thé
dung dé kiém tra tinh toan ven ctia thong diép. Véi viée str dung ham bdam ta
c6 thé co duge mot phuong phap xac thye ma khong can phai ma hod toan b
ban tin.

o Két qua bim

Két qua bam la dau ra cua thuat toan bam khi x& 1i mot ban tin.
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1.3 Vin dé xac thuc va chir ky di¢n tir

Xac thie (Athentication) 1a mot k¥ thuat dé xac minh xem ngudi tham gia
héi thoai 14 dung ngudi can hoi thoai hay 1a ké mao danh. Viéc xdc thuec 1a dé
dam béao thong tin trao doi giita hai nguoi A va B khong bi mot ké dot nhap
(intruder) nao d6 can thiép, xem trom hay stra chita ni dung. Vi vay co thé
noi xdc thire 1a mot thanh phan rat can thiét cuia mot hé théng bao mat ddi véi
bat cir mot doanh nghiép nao quan tim dén viéc bao vé tai san thong tin va
mudn biét ai dang cd ging truy nhap vao mang ctia ho. Viée xdc thuc tré nén
dic biét quan trong khi mot sb nhitng phuong thirc truyén thong phire tap dugc
st dung.

Ngoai viéc ching minh ngudi stir dung, cac hé théng xac thuc ciing dugc
str dung dé xac dinh nhimg thong tin dugc yéu cau nao co thé truy nhap — vi
du, mot co s& dit li¢u tai nguyén hodc co s¢ dir liéu tai chinh cia mot td chire.
Mot hé théng xac thuc ding dan thudng 1a sy két hop cia 2 hodc 3 thanh phan
Sau.

v Nguoi ding c6 gi (smart card, gidy chimg nhan - certificate)

' Nguoi dung biét gi (mat khau - password)

v/ Mot thude tinh vat 1y (van tay hodc nhirng théng tin sinh hoc khac).

Viéc xdc thwe thuong dat dugc théng qua yéu cau va phan hoi (Challenge
and response), chimg chi sé (Digital Certificate), hoic thong diép dugc bam
(Message digest - MD) va chir ky dién tir (Digital Signature).

Xac thuc dung chir ky dién tr dugc mo ta nhu trong hinh sau:
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'o Llser enters
private-ley password.
Wehb
Server
| 'B Client sends - 9 Server
certificate and auth orizes
9 Client digital sighature 0 SErYEr USes access for
) across netwarl certificate and authenticated
Fetrieves o . .
et e digital signature to identity.
P - authenticate
and uses it to . .
L the user's identity.
create digital sighature

Hinh 1.0.1 So' @6 minh hoa viéc xdc thuc sir dung chung chi s6 va chiv ky
dién tu
Truée tién, User dua vao mat khau truy nhap khoa riéng ctia minh cho
Client
Sau d6, Client truy luc khoa riéng va st dung né dé tao chir ky dién tir
cho User
Tiép theo, Client giri chimg chi va chit ky dién tir ciia User t6i Server
qua mang
Server str dung chimg chi va chit ky nhan duoc dé xac thuc dinh danh
cua User
Néu dung, Server x4c thuc quyén truy nhap cho User va cho phép User
bét dau phién 1am viéc gitra Client va Server.
Qua trinh ky s6 dién ra nhu sau:

- Gia str, anh A muén giri qua mang mot thong bao X c¢6 do dai tuy y cho
mot ddi tac B nao do, va gia str ta st dung luge do ky RSA voi tham sb
n c6 do dai 1024 bit. Khi d6, néu d6 dai thong bao X ( sau khi di s6 hoa
) bé hon hodc bang 1024 bit thi ta thyc hién ky nhu sau: M& hod thong
diép X bang khoa riéng (private key) cia minh dé tao ra chit ky dién tir
duoc ky hi¢u 1a S.

- Gin chir ky nay vao thong diép X can giri cip (X,S) dén ngudi nhan B.

Sau khi B nhan dugc cdp (X,S), ngudi nhan B s kiém tra chir ky va tinh
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toan ven cua thong bao X bang cach dung khoa cong khai ctia ngudi g
A dé ma hoa chit ky S trén thong diép X. Néu két qua trung vé6i X thi
chit ky 1a hop I¢ va ban thong bao coi nhu dugc xac thuc, con néu trai
lai thi hodc chir ky bi gia mao hoac thong bao X bi stra doi. — Truong
hop d¢ dai ban thong bao X 16n hon 1024 bit (Ttrc 1a 16n hon 128 ky tu)
thi nguoi ky ban thong bao X phai sir dung ham bam dé rat gon X thanh
h(X) =Y. Lacnay Y s€ c6 do dai khong vuot qua 1024 bit va ngudi gui
A s€ ky trén Y thay vi ky trén X. Hién tai c6 hai loai ham bam la MD5
va SHA. Néu dung ham bam MD5 thi d6 dai Y s& la 128 bit con néu
dunhf SHA thi tuy theo phién ban ma Y sé€ c6 dg dai 128, 192 hodc 256
bit.

1.4 Hoat ddng ciaia mot hé thong chir ky dién tir

Chir ky s6 hay chir ky dién tir (Digital Signature) duoc tao ra va xac minh
dua trén ma hoa khoa cong khai, sir dung mot thuat toan dung hai khéa khac

nhau nhung c6 quan h¢ toan hoc v41 nhau

Céc khoa ciia mot hé thong ma hoa bat ddi ximg dung cho chit ky dién tir
bao gom mdt khoa bi mat (private key) duoc dung dé tao chir ky va chi nguoi
ky biét duoc khoa nay, va mot khoa cong khai (public key) duoc cong khai cho
tat ca moi ngudi can biét va do mot bén tin ty dung dé xac minh chit ky dién
tir. Néu c6 nhidu nguoi cing mudn xac minh mot chir ky, khéa cong khai can
dugc phan phéi t&i tht ca moi nguoi. Khi do, khoa cong khai co thé duoc dat
trong mot thu muc hay mot kho chira tryc tuyén. Mic du cac khoa c6 quan hé
vé mit toan hoc v&i nhau nhung xé&t vé mit tinh toan, khong thé khoi phuc
dugc khoa bi mat tir khdéa cong khai. Do d6, mac du nhiéu nguoi cung biét
khoa cong khai clia ngudi ky va ding né dé xac minh chir ky, nhung khong
thé tim ra dugc khoéa bi mat va dung khoa bi mat nay dé gia mao chit ky.

Nguyén li nay dugc goi 1a nguyén 1i khong thé dao nguoc.



24

Mot phuong phéap co ban 1a sir dung mot ham bam dé tao va xac minh chit
ky. Mot ham bam 1a mét thudt toan tao ra mot biéu dién sb dudi dang mot gia
tri bam c6 chiéu dai khong doi va thuong nho hon ban tin va 1a duy nhat dbi
v&i moi ban tin. Bat cir thay ddi nao d6i v4i ban tin déu tao nén mot gia tri bam
khac khi st dung cung mét ham bam. V&i mot ham bam bao mat, thi khong
thé khéi phuc dugc ban tin nguyén gdc tir gia tri bam ctia nd. Do d6, mot ham
bam cho phép tao chir ky dién tir trén dit liéu nho hon, ¢é kich thude xac dinh
va lién quan chit ch& v6i ndi dung ban tin. Bang cach d6, dam bao duoc rang

khong co6 sy stra @61 ban tin khi n6 dugc ky so.

Viéc str dung chir ky dién tir bao gém hai tién trinh, mot duge tién hanh boi
ngudi ky va mot boi ngudi nhan chir ky.

e Tao chir ky dién tir (Digital signature creation). Viéc sir dung gia tri

bam duy nhat nhan duoc tir ban tin duoc ky va khoa bi mat cho trudce.

Vi gia tri khoéa bi mat dugc bao mat, do do vé thuc hanh, khong co6 kha

nang tao ra chir ky S* =S, ttrc 1a hai ngudi khic nhau khong thé cho

cung mot chir ky.

e Xac minh chir ky dién tir (Digital signature verification) la qua trinh
kiém tra chit ky dién ttr str dung ban tin nguyén gbc va mot khoa cong
khai cho trudc, bang cach nay xac dinh duoc chit ky dién tir c6 phai
dugc tao ra tir ban tin d6 sur dung khoéa bi mat tuong ting v6i khoda cong

khai hay khéng.
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Hinh 1.0.2 So' @6 minh hoa qud trinh truyén thong diép sir dung chir ky dién
tw
1.4.1 Qua trinh tao chir ky.

Xét trén quan diém ky thuat, qua trinh ky s6 mot ban tin dugc tién hanh

gom hai budc:

»  Message
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Hinh 1.0.3 Qud trinh tao chit ky sé cho mét ban tin

Buwdc 1: Tinh toan gia tri bam caa ban tin (Caculate the Message Digest)
Trong budc dau tién cua qua trinh, gia tri bam cia ban tin (thuong goi la
ban tin thu gon — message digest) dugc tinh bang cach ap dung cac thuat toan

bam (hashing algorithm) nhu MD2, MD4, MDS5, SHAL... Gia ti bam tim dugc
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ctia ban tin 1a mot chudi bit, thuong co do dai c¢d dinh, duoc tach ra tir ban tin
theo mot cach thire nao do.

TAt ca cac thuét toan tinh gia tri bam tin cay su dung céc chuyén ddi toan
hoc thoa man khi mot bit tir ban tin dau vao bi thay doi s& dan dén thay d6i
toan bg gia tri bam. Nho dac tinh nay, cac thuat toan nay rat kho bi tn cong,
no6i cach khac, khong thé tim dugc ban tin ban dau tur gia tri bam cho trudc cua
ban tin d6. Gia tri bam ctia mdt ban tin c6 kych thuéc nhé hon hang trim lan
so v6i ban tin dau vao. Cac tai nguyén tinh todn can dung cho tim ban tin tir
gia tri bam cua no6 16n dén muc trén thuc té 1a khong thé thuc hién duoc.

Xét trén 1i thuyét, c6 thé c6 hai ban tin khic nhau c¢6 cting mot gia tri bam
duogc tinh bai cing mot thudt toan, nhung kha ning xay ra truong hop ndy rat
nhé ma trén thue té c6 thé bo qua.

Bwéc 2: Tinh toan chir ky sé (Caculate the Digital Signature)

Trong budc hai cua qué trinh ky s6 mot ban tin, thong tin nhan dugc tir
budc thir nhat — gia tri bdm cta ban tin (Ban tin thu gon — message digest)
dugc ma hoa véi khoa bi mat cia nguoi ky, thu dugce gia tri bam da ma hoa,
goi 1a chir ky sé (digital signature). Dé thuc hién viéc ndy, cac thudt toan ma
hoa tinh toan chir ky dién tir tir ban tin thu gon cho trudc dugce dung. Cac thuat
toan phd dung nhat 1a RSA (dua trén Iy thuyét s6), DSA (dwa trén 1y thuyét
logarit ri rac), va ECDSA (duya trén 1y thuyét duong elip). Sau do, chir ky s6
thu dugc s€ dugc dinh kém vao ban tin theo mdt dinh dang x4c dinh va dugc

g1 di cung véi ban tin.

1.4.2 Qua trinh xac minh chir ky

Cong nghé chit ky dién tir cho phép ngudi nhan ban tin d ky sé xac minh
nguodn gde thuc va tinh toan ven cta ban tin d6. Qua trinh xac minh chit ky
dién t&r nhim muc dich x4c dinh xem mot ban tin c6 duge ky béi khoa bi mat
tuong ung véi khoa cong khai dd cho hay khong. Néu ta can kiém tra ngudi
ky, ta can ¢6 duoc khoa cong khai thuc sy ctia nguoi do theo mdt cach thuc

nao do6 (thudng 1a do mot CA cung cap). Néu khong nhan dugc khoa cong khai
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ctia ngudi ky, ta khong thé kiém tra dugc ban tin c6 thuc sy do nguoi d6 ky

hay khéng.

Qua trinh xac minh chit ky dién tir duoc tién hanh gém ba budc:

Buwéc 1: Tinh toan gia tri bam hién thoi (Caculate the Curent Hash - Value)
Trong budc mdt, thuc hién tinh gia tri bam cia ban tin da ky. Khi tinh toan

str dung cing mot thuat todn bam nhu trong qua trinh ky s6 ban tin. Gia trj bam

nhan duoc goi la gia tri bam hién tho1 vi nd duoc tinh tir trang thai hién thoi

cua ban tin.

Bwéc 2: Tinh gia tri bim ban dau (Caculate the Original Hash - Value)
Trong budc thi hai ciia qua trinh xac minh chi ky, chit ky s dugc giai ma

v6i ciing mot thuat toan ding trong qua trinh ky s6 ban tin. Viéc giai ma duoc

thuc hién boi khoa cong khai tuong tng vé1 khoa bi mat dung trong qua trinh

ky. Két qua chiing ta nhan dugc gia trj bam ban dau (Original Hash - Value)

dugc tinh tir ban tin nguyén gbc dung trong budc dau ciia qua trinh ky sd (the

original message digests).

lgghing
- Alganthm
(MUA, SHAT, )
Cutenl

(RTTARE
Sigred hash valla >
M&=s AR >
Dacrypuon =ur#
[—’ LA, RSA, -
& Origined

R W Fonle nashn valie
signatira ;ﬂ ey
I

Hinh 1.0.4 Qud trinh xdc minh mét chir ky s6

Bwéc 3: So sanh gia tri bam hién thoi va gia tri bam ban diu (The current

and the Original Hash - Values).
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Trong budc thir ba, chung ta so sanh gia tri bam hién thoi1 nhan dugce trong
budc mdt voi gia tri bam ban dau nhan dugc trong budc hai. Néu hai gia tri
bam gidéng nhau, viéc xac minh da thanh cong va chimg minh dugc ban tin da
dugc ky bang khoa bi mat tuong Gng véi khoa cong khai dung trong qua trinh
xac minh. Néu hai gia tri bam khac nhau, thi chit ky s6 1a khong hop 18 va viée

xac minh chir ky 1a tht bai.

Nguyén nhan ddn dén chir ky khong hep 1¢:

Mot chir ky s6 1a khong hop 18 ¢6 thé c6 ba nguyén nhan sau:

e Néu chir ky s6 bi gia mao (khong thuc) va né duoc giai mi véi khoa
cong khai, gia tr1 bam nhan dugc khong phai 1a gia tri bam cua ban tin
nguyén goc.

e Néu ban tin bi thay d6i (bi gid mao) sau khi ky, gia tri bam hién thoi
nhan duoc tu ban tin gia s€ khac véi gia tr1 bam ban dau vi hai ban tin
khac nhau twong ing véi hai gia tri bam khac nhau.

e Néu khoa cong khai khong tuong tmg voi khoa bi mat dd dung trong
qua trinh ky sd, gia tri bam ban dau nhan duoc khi giai ma chir ky s& 1a

mot gia tri sai.

1.4.3 Céc chirng chi khoa cong khai

Pé xac minh mot chit ky sb, bén xac minh phai truy nhap téi khoa cong
khai ctia nguoi ky va dam bao rang né twong ung véi khoa bi mat ciia ngudi
ky. Tuy nhién, mot cap khoa bi mat va khoa cong khai vé ban chat khong gan
voi bat ctr nguoi nao, n6 don gidn chi 1a mot cap s6. Can c6 chién lugc dé két
hop mot cach tin cdy mot ngudi hay mot thuc thé cu thé véi cap khoa nay [9].

Trong mot giao dich chi ¢ hai bén tham gia, mdi bén c6 thé truyén khoa
cong khai cua cdp khoa ma bén kya s€ dung. Phuong phép nhan dang nay kho
thuc hién nhat 13 khi giita hai bén c6 khoa ng cach dia 1i, thuong kiém soat

truyén théng nhd mot kénh khong an toan nhu Internet; cac bén tham gia khong
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phai 13 con ngudi ma 13 cic cong ty hay céac thyuc thé nhan tao hoat dong thong
qua cac agent. Khi thuong mai dién tr dang dan chuyén tir moi trudng song
phuong sang kién trac nhiéu — nhiéu cia World Wide Web trén Internet, cac
giao dich quan trong (significant transaction) dién ra gitta nhitng nguoi khong
quen biét, khong c6 lién hé bang hop ddng va khong bao gio gip lai nhau, van
dé xac thuc / khong chdi bo trd thanh mot yéu t cua tinh hiéu qua va tinh tin
cay. Mgt hé théng truyén thong md nhu Internet can c6 mot hé théng xac thuc
nhan dang dé quan 1y tinh hudng nay.

Giai phap cho van dé nay duoc dua ra 13 sir dung mot bén chtng thuc thir
ba dé két hop nhan dang ciia ngudi ky véi mot khoa cong khai. Bén ching
thue thr ba duoc biét dén nhu 14 t6 chire cp chimg chi (Certification Authority
- CA) trong hau hét cac chuan ky thuat duoc dung.

Pé két hop mot cap khoa voi mot ngudi ky, t6 chie cap chimg thuc dua ra
mot ching chi, 1a mgt ban ghi dién tir ghi lai mot khoa cong khai, nhan dang
ctia nguoi s hitu khoa va cac thong tin vé chimg chi nhu han st dung, s6 tuan
tu. Mot nguoi nhan dugc ching chi co thé dung khoa cong khai duoc luu trong
ching chi dé xac minh chir ky dién tir c6 duoc tao ra tir khoa bi mat tuong tng

hay khong.

Bob Info:

Matme
Department
Cubical Number Sign Detz

Certificate Info:
Expiration Date
senal Mumber

Bob's Pubhic Key: E'.:-'

=

Hinh 1.0.5 Mot chitng chi khéa cong khai
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Pé dam bao tinh xac thuc cho ca ban tin va chimg chi, to chic cip ching
chi thyc hién ky s6 1én chimg chi. Chir ky s6 can c6 mot dau thoi gian tin ciy
cho phép ngudi xac minh xac dinh duge chit ky sé ¢6 dugce tao ra trong thoi

han hop I¢ ghi trong chirng chi hay khong.

Pé mét khoa cong khai va nhan dang ctia mot nguoi dung cu thé 1a sén
dung cho qua trinh xac minh, chimg chi can duogc dit trong mot kho chira sén
dung. Kho chira nay 13 cac co so dir lidu truc tuyén chira cac chimg chi va céc
thong tin khac sin sang dé 1dy ra va dung trong xac minh chit ky sb. Viéc lay
thong tin c6 thé thuc hién tu dong nho mot chuong trinh xdc minh thuc hién

truy van tryc ti€p co s¢ dit licu dé nhan dugc cac chung chi khi can.

1.5 Phan loai cac h¢ théng chir ky dién tir
Céc hé thong chir ky dién tir bao gdm hai phan 1p tong quat nhat, c6 thé
mo ta tom lugc nhu sau [1]:

1. Céc hé thng chit ky s6 voi phu luc (Digital Signature Schemes with
appendix) yéu cau dau vao cta thuat toan xac minh 1a ban tin nguyén
gbc

2. Cac hé théng chit ky s6 v6i hdi phuc ban tin (Digital Signature Schemes
with message recovery) khong yéu cau dau vao cta thuat toan xac minh

1a ban tin nguyén goc. Trong truong hop ndy, ban tin gbc duoc khoi

phuc tu chir ky.
Khéi phuc
ban tin
Hé théng
chi ky
sO
Phu luc

1.5.1 Chir ky dién tix voi phu luc
Cac hé théng chir ky s6 véi phu luc dugc stir dung rong rai trong thuc té.

Chung dwa vao cac ham bam ma hoa (cryptographic) va it bi tan cong [1].
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1. Dinh nghia:

Céc hé thdng chit ky s6 yéu cau dau vao ctia thuat todn xac minh 14 ban tin
nguyén géc duoc goi 1a h¢ théng chir ky sb vai phu luc.

Céc vi du cta co ché chir ky dién tir véi phu luc 1a cac hé théng chir ky $b

DSA, ElGamal, Schnorr. Cac ky hi¢u dugc dung cho boi bang 3.1 sau:

Ky hiéu Y nghia

M Tap cac phan tir duoc goi la khdng gian ban tin (message space)

Ms Tap cac phan tir dugc goi 1a khdng gian ky sé (sigining space)
Tap céac phan tir duoc goi 1a khéng gian chit ky (signature space)

R Anh xa 1 - 1 tir M dén Msgoi 1a ham du thira (redundancy
function)

Mg Anh cia R ( Mg = Im(R))

Rl Ham nguoc cua R (R : Mg — M)

R Tap céc phan tr dugc goi 1a tap chi sé (indexing set of signing)

h Ham mot chiéu trén mién M

Mh Anh caa h (h: M — M 1); My € Ms duoc goi 1a khdng gian gia

tri

Bam

Bang 1.1 Cac ky hiéu todn hoc
2. Thugdt toan tgo khoa
M3i thyc thé tao mot khoa bi mat dung dé ky céac ban tin, va mot khoda cong
khai twong tmg cho cac thuc thé khac dung dé xac minh chir ky.
1. Mai thuc thé A can chon mot khoa bi mat dinh nghia mot tap
Sa={Sax: kER } cac phép bién doi. Mdi Sax 1a mot anh xa 1 — 1 tir My,
téi

S va duoc goi 1a mot phép bién ddi ky (signing transformation).
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2. Sa dinh nghia mdt anh xa tuong ing Va tor My, X S té1 tap {true, false}
thoa man:
v (;I:S) _ { true  khiS,, (nua_j =5
false  #
Véithtca meMy,s €S: m = h(m) véi meM. Va duoc goi 1a phép bién
d6i xac minh (verification transformation) va dugc xay dung bang cac
tinh
toan ma khong can biét khoa bi mat cia ngudi ky.
3. khoéa cong khai ciia A 1a Va ; khoa bi mat ctia A 1a tap Sa
3. Thugdt toan tgo ché ky va xac minh chiz ky
Thuc thé A tao mot chit ky s €S cho ban tin meM , ma sau do thuc thé B
c6 thé xac minh.
1. Tao chizky. Thuc thé A thuc hién cac cong viéc sau:
(@)  Chon mot phan tir KeR.
(b)  Tinh M= h(m)va s'= Sau(")
(c)  Chirky cua A cho ban tin m las™. Ca mvas”1a sin ding cho
cac
thuc thé mudn xac minh chit ky.
2. Xac minh ché ky. Thuc thé B thuc hién céc cong viéc sau:
(@) Nhan khoa cong khai da xac thyc cia A 1a Va
(b) Tinh m = h(m)vau=Va(m,s").
(c)  Chip nhan chit ky néu va chi néu u = true
Hinh sau cho thay cai nhin tong quan vé mat ngit nghia cia mot hé théng
chit ky s6 voi phu luc. Cac phép bién d6i ky sd va xac minh chit ky yéu cau
cac dac tinh sau:
(i) Véimdi kKER |, Sax phai tinh duge.
(i1) Va phai tinh duoc
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(iii) V& mit tinh toan, khéng mdt thuc thé nao ngoai A cé thé tim

L1 (N
dugc mot gia tri meEM vamots” €Sma Va (™M, S7) = true voi ™
= h(m)

(b). Qué trinh xac minh chix ky.
Hinh 1.0.6 Tong quan vé hé thong chit ky sé véi phu luc

4. Chay

Hau hét cac hé thong chit ky s6 voi hoi phuc ban tin duoc ap dung véi cac

ban tin c6 do dai ¢b dinh, trong khi cac hé théng chir ky sb v6i phu luc duoc

ap dung cho cac ban tin c6 d6 dai tuy bién. Him mét chiéu h trong thuat toan

tao va xac minh chitr ky thuong dugc lga chon 1a mdt ham bam khong xung

dot (collision — free function). Mot phuong phap bam khac la chia nho ban tin

thanh cac khoi co6 chi€u dai ¢6 dinh, cac khoi nay dugce ky riéng 1€ stit dung hé

thong chir ky sb v6i hoi phuc ban tin.



34

1.5.2 Chir ky dién tir véi khoi phuc ban tin
1. Dinh nghia

Mot hé thdng chir ky sb voi khoi phuc ban tin 1a mot hé thong chir ky sb

trong d6 thuat toan xac minh chit ky khong yéu cau st dung ban tin ban dau[1].

Céc hé thong chir ky s6 loai ndy c¢6 dic tinh 1 ban tin dugc ky c6 thé khoi

phuc dugc tur chir ky. Pac tinh ndy c¢6 dugc 1a do viéc st dung céc ban tin ngén.

Céc vi du cua co ché chit ky dién tir v6i hdi phuc ban tin 1a cac hé théng

chit ky s6 RSA, Rabin, Nyberg — Rueppel [1].
2. Thudgt toan tao khda (Key generation Algorithm)

MG&i thure thé tao mot khoa bi mat dung dé ky cac ban tin, va mot khoa cong

khai tuong tng cho cac thuc thé khac dung dé xac minh chit ky.

1. MGdi thyc thé A Iua chon mot tap Sa = {Sax: KER } cac phép bién doi.
MOi Sax 12 mot anh xa 1 — 1 tir Ms toi S va duoc goi la mdt phép bién
d6i ky (signing transformation).

2. Sadinh nghia mot anh xa Vaco dic tinh 1a: Va [ Sax 13 4nh xa dong nhat
trén Ms (identity map) véi tit ca k€ R . Vaduoc goi 1a phép bién xac
minh chit ky dugc xdy dung bang cac tinh todn ma khong can biét khoa
bi mat cua nguoi ky.

3. khoa bi mat cua A la Va; khoa cong khai cua A 1a tap SA.

3. Thugt toan tao chér ky va xac minh chi ky
Thuc thé A tao mot chit ky s €S cho ban tin me M, ma sau do thuc thé B
6 thé xac minh. Ban tin m duoc hdi phuc tur s.
1. Tao chi ky (Signature Generation Algorithm)
Thuc thé A thuc hién cac cong viéc sau:
(@) Chon mét phan tir KER
(b) Tinh m= R(m)vas'= Sax("). (R la mét ham dur thira)
(c)  Chirky ciia A cho ban tin m 13 s™; s™ 1a sdn dung cho céc thuc
thé mudn xac minh chit ky va ban tin m duoc khéi phuc tir s*

2. Xac minh chaz ky (Verification Algorithm)
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Thuc thé B thuc hién céc cong viéc sau:
(@ Nhan khoa cong khai da xac thuc cia A 1a Va
(b) Tinh M = Vi (s).
(© kiémtra ™ €Mg.Néu M &Mg, loai bé chit k§

\ \ L
(d) Hoi phuc m tir bang cach tinh R™*(™)

f \ H Mr | Sax | \
| & I I | -.__ | ._l____'_ _______ - i
\ .- .M | |
\ m T — "'& x"‘jz— "\ s = Sax(i)
e — N e L
T'M,S / \

Hinh 1.0.7 Téng quan vé hé thong chit ky sé héi phuc ban tin

Hinh 1.7 cho thiy cai nhin téng quan vé mit ngit nghia ciia mot hé thong
chir ky s6 hoi phuc ban tin. Cac phép bién d6i ky sd va xac minh chit ky yéu
cau cac dic tinh sau:

(i)  Voimdi keR, Sax phai tinh dugc.

(i)  Vaphai tinh dugc

(iii) V& mat tinh toan, khong mot thuc thé nao ngoai A c¢6 thé tim
duoc

mot giatri ST €SmaVa(s) Mg

4. Chuy
Ham du thira R va ham nguoc caa né R duoc phd bién cong khai. Lua
chon mot ham R phu hop 1a hét stic quan trong ddi véi tinh bao mat cta hé

théng.
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Gia sir Mg = Ms. Gia str R va Sax tuong g 1a cac song anh tir M tGi Mg va
tir Mst6i S. Piéu ndy suy ra M va S ¢6 cung sd phan tir. Vi s €S, Va(s") € Mg,
ta dé dang tim dugc ban tin m va chit ky twong tng s* theo thut toan x4c minh
chir ky sau:

1.  Chonngiunhién k ERvas" €S.
2. Tinh m = Va(s*).
3. Tinhm=RY(m)

Phan tir s 1a chit ky hop 1€ cho ban tin m va dugc tao ra ma khong can sir
dung tap cac phép bién d6i ky s6 S.

5. Chuay (Céc chir ky sb véi phu luc tir cac hé thong chir ky hoi phuc ban tin)

Bat ctr mot hé théng chir ky s6 voi hdi phuc ban tin nao déu c6 thé chuyén
thanh hé thong chit ky sd v&i phu luc bang cach bam bén tin va sau d6 ky sd
1én gi4 tri bam. Lac ndy thudt toan bam yéu cau dau vao 1 ban tin. Hinh 3.5
minh hoa vé mit ngit nghia cho tinh hudng nay. Ham du thira R khdng con
quan trong dbi vé6i tinh bao mat ctia hé théng nita, va c6 thé 13 mot ham anh xa

1- 1 to My, t61 Ms:

Hinh 1.0.8 H¢ théng chit ky $6 VGi phu luc nhan dwoc tir mot hé théng hoi
phuc ban tin
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1.6 Vai tro caa chir ky dién tir trong Chinh pha dién tir va hanh chinh
dién tir

V& gia tri phap 1y cua chir ky dién tir, theo khoan 1, Piéu 21, Luat Giao
dich dién tir nam 2005, chit ky dién tir dugc tao 1ap dudi dang tur, chir, 30, ky
hiéu, 4m thanh hodc cac hinh thirc khic bang phuong tién dién tir, gan lién
hodc két hop mot cach 16-gic véi thong di¢p dir liéu, cd kha nang xac nhan
nguoi ky thong diép dit liéu va xac nhan su chip thuan cua ngudi d6 d6i véi
noi dung thong diép dir li¢u dugc ky. Nhu vay, chit ky dién tir 1a dang thong
tin di kém dit liéu nham muc dich xac dinh nguoi ky cua dir liéu d6 va xac
nhan su chip thuan ctia ngudi d6 dbi voi ndi dung thong diép dir liéu duoc ky.

Trong hanh chinh dién tir, vi¢c thyc hién cac thu tuc hanh chinh can céac
thong tin ¢4 nhan cua ngudi ding nhu: S6 CMND/CCCD, ho tén, dia chi
thuong tra,... hau hét 1a cac thong tin nhay cam, can dugc bao mat. Pic biét 1a
s6 CMND/ CCCD, cac thi1 tuc hanh chinh nao trong thuc té cling déu lién quan
dén so nay. Hién tai, viéc tich hop nhiéu théng tin ca nhan trong CCCD ciing
tiém an rai ro 16 lot nhiéu thong tin hon ra bén ngoai. Sir dung méi trudng
mang dé thuc hién tha tuc hanh chinh tir xa doi hoi tinh bao mat rat cao, dic
biét trong qué trinh truyén dan thong tin dén noi can xt 1y. Trong hoat dong
thue tién, chir ky dién tir cling co6 vai tro bado mat nhitng thong tin nhay cam
nay, ddm bao qua trinh nhan gui thong tin, xac thyc toan ven dir liu cua thu

tuc hanh chinh dién tir.

Viéc trién khai timg dung chit ky sb trong hoat dong ctia hanh chinh dién tir
nham dap trng nhu cau trao doi, glri nhan van ban dién tr, ho so, tai liéu dién
tr trong cac co quan nha nudc. Pay dugc xem la giai phap hién dai, thuan tién,
nhanh, an toan, hiéu qua tich cuc trong xay dyung chinh quyén dién tir, nang
cao hiéu qua cai cach hanh chinh cta tinh. Ung dung chi ky s6 mang lai nhiéu
hiéu qua nhu giam chi phi gidy, myc, giri vin ban qua dudng buu dién; giam
cong lao dong, bdo mat dir li¢u cad nhan, dir li¢u chuyén mon. Viéc trién khai

ung dung chit ky s6 trong viéc guri, nhan van ban dién tur trong co quan nha
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nudc mang lai hiéu qua thiét thuc trong cong tic quan 1y, diéu hanh. Ching
thuc dién tu, chir ky $6 chuyén dung duoc img dung hi¢u qua vao hoat dong
tdc nghiép hanh chinh ctia can bg, cong chirc; nang cao mirc d6 an toan, bao
mat cho giao dich dién tir gifta cac co quan quan 1y hanh chinh nha nudc trén
moi truong mang. Viéc tmg dung hiéu qua chit ky sé gop phan hién dai hoa
nén hanh chinh, thiic ddy kinh té - xa hoi phat trién. Diéu nay gitp giam chi
phi, thoi gian luu tri, tra ctru, giri, nhin vin ban gidy gitra cac don vi; thay ddi
tac phong, 18 16i 1am viéc, chuyén tir giai quyét cong viéc trén gidy to sang moi

trudong dién tir hién dai, nhanh, gon phuc vu nguoi dan, doanh nghiép t6t hon”

pé ung dung duogc chit ky dién tir, ta can hiéu duoc nguyén li hoat dong va
co sO toan hoc cua nd. Nhiéu thuit toan chit ky da dugc nghién ctru va cong
bd. Trong chuwong nay da trinh bay mot thuat toan duoc sir dung rong rii nhat,
do Vién tiéu chuan va cong nghé qudc gia My (the U.S. National Institute of
Standards and Technology) dua ra trong chuan chit ky dién tir DSS. D6 1a thuét
toan chir ky dién tur DSA str dung thuat todn bam SHA. Thuat toan nay s€ duoc

dung dé xay dung tmg dung trong phan sau cua dd an.
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1.7 Ky thuat ma hoa khoa cong khai

M4 hoa khoa d6i xtung di va dang duoc str dung rat rong rii, tao ra nhiéu
hé théng lién lac mot cach an toan qua mang cong cong. Tuy nhién, mi hoa
khoa d6i xtmg gip mot s6 van dé, dic biét ddi véi cac hé théng 16n:

Vén dé quan 1y khéa (Tao, lwu mat, trao chuyén ...) 1a rat phic tap va ngay
cang kho khi sir dung trong méi truong trao ddi tin gitra rat nhidu ngudi dung.
V6i s6 luong user 14 n thi s lugng khoa can tao lap 1a n(n - 1)/2. Mdi ngudi
dung phai tao va luu (n-1) khoa bi mat dé lam viéc véi (n-1) ngudi khac trén

mang. Nhu vay rat kho khin va khong an toan khi n tang 16n.

B Kas A
KBD KAC

C

Vén dé tht hai 13 trén co so ma ddi ximg, khong thé thiét 1ap duoc khai
niém chit ky dién tr (ma thé hién duoc cac chic ning cia chit ky tay trong
thuc t&) va cling do d6 khong c6 dich vu khéng thé phu nhan duoc (non -
repudiation) cho céac giao dich thuong mai trén mang.

Xuat phat tir su han ché ctia phuong phap ma hoa dbi xing, ma khoa cong
khai hay ma hod bat doi xirng (asymmetric algorithm) da ra doi va nhanh

chong tao ra mot cudc cach mang trong toan bd lich st ma hoa.

1.7.1 Ma khoa cong khai

Diffie va Hellman trong cic cong trinh ctia minh (1975 - 1976) da dé xuat
mdt loai hé mi véi nguyén tic méi goi 1a hé ma véi khoa cong khai (public
key cryptosystems), trong d6 hé ma duoc gan voi mot nguoi sit dung (user)
nhat dinh chtr khong phai gan véi mot cudc truyén tin giira mot cap ngudi
dung.

Trong hé théng ma hoéa khda cong khai, mdi user c¢d hai khda , mot duge

goi la khda bi mat (secret key hay private key) va mot dugc goi la khda cong
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khai (public key). khéa thtr nhat chi minh user biét va gitr bi mat, khoa tht hai
dugc phd bién cong khai. khoa thir nhat thudng di 1ién voi thudt toan giai ma,
con khoa tht hai thuong di lién véi thuat toan sinh mé, tuy nhién diéu d6 khong
phai 12 bat budc. ky hiéu z 1a khoa riéng va Z 1a khéa cong khai.
Hoat dong cua ching 1a ddi xtng:
X=D(z, E(Z,X)) (1)
Va X=E(Z,D(zX)) (2
Trong d6 (1) duoc sir dung cho truyén tin mat: B, C, D muén giri tin cho A
chi viéc mé hoa thong tin voi khda cong khai (Za) cta A rdi giri di. Chi c6 A
mai co thé c¢6 khoa riéng dé giai ma (za) va doc dugc tin, E du nghe trom ciing
khong thé giai ma dé 14y duoc tin vi khong c6 khoa za.
Con (2) s& duogc sir dung dé xay dung cac hé chir ky dién tir (Ky bang E(Z)
va kiém dinh bang D(zp)).

Encryption Dec ion
ryp — rypt

Craar i iR Daar A lic

| haws @ = :H'I"E I | | haws

reviayead |L E“‘"'I'IS “+ e ayrad

the newr.. [eacls the newe..
Crriginal Fublic scrambled Private riginal

data ey data ey data

Hinh 2.0.9 So' d6 minh hoa Public-key Cryptography

Mot truyén thong hai phia sir dung ma hoa khoa ddi ximg c6 thé mo ta bang

so d6 khdi nhu hinh sau [1]:



41

Ké thu thu dong

S
1 1
I |
I |
| |
| |
| |
1 1
I |
e I |
1 X z
re 'Ké'nh'kﬁﬁﬁg‘a‘n‘tﬁén" T ': """ - = Ngudn khoa
i = ;
|
4 : v
Ma hoa c : Giai ma
Ee(m) = i et y ------ --» Dqd(C) =
(m)=c Kénh khéng an toan «(€)=m
i m
m
Ngudn tin V'V
ma hoéa bich
Alice Bob

Hinh 2.0.10 M6 hinh truyén théng hai phia sir dung ma h6a khoa cong khai

1.7.2 Nguyén tac cau tao mét h¢ khoa cong khai

Mdt hé mi PKC co thé dugce tao dung trén co sé st dung mdt ham kiéu

one — way (mdt chiéu). Mot ham f dugc goi 12 one — way néu:
a. Dbi voi moi X tinh ra Y = f(X) 1a dé dang;
b. Khi biét Y rat kho dé tinh ra X.

Can mdt ham one — way dic biét ma co trang bi mét trap — door (ctra bay),
sao cho néu biét trap — door thi viéc tinh X khi biét f(X) 1a d& dang con nguoc
lai s€ kho khan.

Mot ham one — way c6 trap — door nhu thé ¢6 thé dung dé tao mot hé ma
PKC. Lay E, (ham sinh ma) 12 ham one — way c6 trap — door. Trap — door
chinh 13 khda bi mat, ma néu biét n6 thi c6 thé dé dang tinh dugc nghich dao
cua E;, tie 13 biét D,, con néu khong biét thi rat kho tinh duoc.

Nhitng giai thuat khoa cong khai dya vao khoa céng khai dé ma hoa va
khoa bi mat co lién quan dé giai ma. Nhu vay, mdi ngudi tham gia vao hé

théng déu c6 hai khda: thuat toan ma hod E va thuat toan giai ma D.
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Nhiing giai thuat nay c6 nhitng dac tinh quan trong sau:

v D(E(P)) = P (Plaintext - ban tin ma hoa)

«  Khdi luong tinh toan khong kha thi dé xac dinh khoa giai ma d khi
chi biét giai thuat mat ma va khda ma hoa e.

«  Khong thé phat hién khoa giai ma d tir ban tin P chon san

v/ Trong mot $6 giai thuat nhu RSA con c6 dac diém: hodc mot trong
hai khoa lién quan c6 thé dugc sir dung cho ma héa con khoa kia duoc
dung cho giai ma.

v/ Ngoai ra ¢c6 mdt ddc tinh khac, d6 1a viéc tinh toan cho cac bén tao
cdp khda ma hod - giai ma, viéc tinh toan khi biét ban tin cdn ma hoa va
khoa céng khai ctia bén kya dé tao ban mi tuong tng, viéc sir dung ban
tin d4 duoc ma hod va khda bi mat cia minh dé khoi phuc ban tin ban
dau phai dé dang thuc hién va voi tdc d6 cao.

Cac budc can thiét trong qua trinh ma hoa khda cong khai:

«  MBbi hé théng dau cudi trong mang tao ra mot cap khoa dé dung cho
ma hoda va giai ma ban tin ma n6 s€ nhan.

Mbi hé théng cong bd rong rai khda ma hoa bang cach dat khoa vao
mot thanh ghi hay moét file cong khai. Pay la khdéa cong khai (public
key), khoa bi mat d dugc gitr riéng (private key).

«  Néu A mubn giri mot ban tin P t6i B thi A ma hoa P bang khoa cong
khai eg ctia B 16i guri két qua cho B.

+  Khi B nhan ban mé, B giai ma bang khoa bi mat dg ctia minh. Khong
mot ngudi nao khac co thé giai duge ban ma nay boi vi chi c6 minh B
biét khoa bi mat d6 thoi.

Véi cach tiép can ndy, tit ca nhitng ngudi tham gia c6 thé truy xuat khoa
cong khai. khoa riéng dugc tao ra bdi tirng ca nhan, vi vay khong bao gio dugc
cong bd. O bat ky thoi diém nao, hé théng ciing co6 thé thay doi khoa riéng cia

né va cong bd khoa cong khai twong tmg dé thay thé khoa cong khai cil.
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1.7.3 Ma hoa khoa cong khai RSA
a. Bai todn phan tich sé nguyén

Bai toan phan tich sd nguyén 1a mot trong nhitng bai toan dugc quan
tam dén nhitng nim gan ddy, d6 an toan cua nhiéu k¥ thuat mat ma phu thudc
vao su khong giai ndi cta bai toan nay nhu hé mat ma RSA, lugc dd chit ky
RSA...

Bai toan 1 (Bai toan phan tich s nguyén): Cho mot s6 nguyén duong N, tim
cac thira s6 nguyén t6 ciia N. Nghia 1a, N = p1®!, po%, ...pi¢K, v6i pi la nhiing
s6 nguyén t6 phan biét va e; > 1 (v6ii= 1...., k).

Bai toan nay dugc tin tuong 1a khé giai khi N 1a mot sd nguyén 16n, c6
nhiéu thuat toan dé giai bai toan nay. Nhung hién nay van chua c6 thuat toan
nao hiéu qua dé phan tich s nguyén N c6 khoang 232 chit s6 thap phan (768-
bits) tro 1én.

Bai toan 2 (Bai toAn RSA): Cho s6 nguyén duong N 1a tich cta hai sd
nguyén t6 phan biét p va q (N =p «q), s6 nguyén e sao cho thoa man ged(e, (p
—~1)+(g—1)) =1, va s6 nguyén c. Tim mét s nguyén m sao cho m® = ¢ (mod
N).

R& rang bai toan RSA ciing c6 do khé twong tuy nhu bai toan phan tich sb
nguyén, nhung né dé dang dugc giai néu nhu biét duoc hai s6 nguyén té p va
g.

b. Mo ta cdc qua trinh tao khod, ma hod va gidi ma

* Tao khoa

Pé str dung duoc h¢ mat ma khéda cong khai RSA, trude tién mdi nguoi
phai tao riéng cho minh mot cip khoa gom khoa cong khai, va khoa riéng nhu
Sau:.

« Tao hai s6 nguyén tb phan biét p va q I6n, sao cho bai toan phan tich
that su 12 kho giai (kich c& mdi sé khoang 512 bits — 1024 bits).

e TinhN=psqgvad(N)=(p-1) -(q—1), (p(N) la Euluer Totient

Function)
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« Chon mét sé nguyén ngau nhién e sao cho 1 < e < ¢(N) va ged(e,
d(N)) =1

« St dung thuat toan Euclide mé rong, dé tinh sé nguyén d duy nhat,
sao cho0<d<p(N)vae~d=1mod p(N) (d la nghich dao cia e modulo N)

« Co6ng bd hai s6 (e, N) 1am khoéa cong khai, con (d, N) duoc giit bi

mat 1am khoa riéng. Céc s6 nguyén tb p, g s& bi x6a khi két thic qua trinh tao
khoa.
e Ma hda:

Hé RSA 1a mot hé mat ma dién hinh vé kiéu ma héa khoi. Nghia 1a,
thong diép duoc chia thanh nhiéu khdi (hodc chudi) cé chiéu dai ¢d dinh, va
mdi khoi s& duoc ma héa riéng. Gia sir dé giri thong diép bi mat M cho ngudi
B trong nhom guri thong tin an toan, nguoi A phai thuc hién cac bude nhu sau:

e Lay khoa cong khai dich thuc cua ngudi nhan B (e, N).
e Thuc hién mot thuat toan dé bién d6i théng diép m thanh nhiing sé nguyén
M; tuong tng sao cho M; <N, (i = 1,..., k). vi du nhu phép bién doi sau:

— Bién d6i cac ky tu trong thong diép m thanh cac s6 nguyén theo qui

tac: U <> 00, A <> 01, B <> 02,..., Z <> 26 (voi U 1a khoang tring).

— Chia thong diép vira bién d6i thanh k nhém c6 chiéu dai bang nhau,

mdi nhom biéu dién mot sd nguyén M; € {0,..., N -1} (véi 1 <i<K).

e Thuc hién ma héa lan luot cho ting sé M; — C; bang cach tinh:

Ci= Exe(M;) = M€ (mod N).

Tap cac s6 nguyén {Cy, Cy,...,Ci} 12 ban ma dé gui dén nguoi nhan B.

e Gial mé:

Pé thuc hién qué trinh giai ma, khoéi phuc lai ndi dung cta thong di€p M tu
ban ma C nhan duogc, nguoi nhan B s thuc hién cac budc nhu sau:

e Thuc hién giai ma lan lugt cho ting sé nguyén C;— M; bang cach tinh:

M; = D(C;) = C;Y (mod N) v4i 0 < M; <N, (d 1a kho4 bi mat cta B).
e Thuc hién phép bién ddi nguoc lai tir cac s& M; thanh céac chudi ky tu twong

tng, dé khoi phuc lai noi dung thong diép M ban dau.
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Bdng 3: Bang tom tdt cdc budc tao khod, ma hod, gidi md ciia hé RSA

Tao khoa: M3 hoa: khdi ban rd M < N

e Tao 2 sb nguyén t 16n p vaq e Tinh: C=M¢mod N

e TinhN=p=-qva Gui khéi ban ma (s6 nguyén)
Tinh p(N) = (p-1) = (9-1). C dén ngudi nhan

e Chon I<e<¢(N): gcd(p(N), e) =
1.
e Tinhd=e’mod p(N)

(dung thuat toan Euclidean mo

Giai ma: khéibanmaC <N
e Tinh: M=C%mod N
khoi phuc lai khdi ban 16 (s6

rong). nguyén) M ban dau

e Khoa cdng khai: ke = (e, N)
e Khoa riéng: ke =(d, N)

* Ham bam
Ham bam (hash), 1a mot thuat toan dung dé bién mot thong diép M &
dau vao (input) c6 chiéu dai thay doi bat ky, thanh mot gia tri h ¢ dau ra
(output) c6 chiéu dai ¢6 dinh, h duoc goi 1a gia tri hash. Ham bam dugc st
dung trong rat nhiéu linh vuc tinh toan, mat ma 1a mot trong s6 do.

Input Output
( do dai thay doi ) ( do dai co dinh )

Ham Bim
(HASH) "[

Hinh 2.5: So @6 minh hoa ham bam (HASH)

& Hai tng dung phd bién nhét ctia ham hash trong linh vuc mat ma Ia:

e Nén thong diép thanh mot khéi nho co chiéu dai xac dinh, phuc vu

cho céc luoc do chix ky dién tur, khdi dit lieu nho nay goi 1a thong diép thu gon
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(Message Digest). Vi du nhu chir ky dién tir DSA (Digital Signature Algorithm)
dung ham bam SHA-1 dé tao thong diép thu gon dai 160-bits.

e Kiém tratinh toan ven dit liéu (Data Integrity), nghia 1a kiém tra xem
dir liéu cd bi thay d6i trén dudng truyén hay khéng, bang cach tao ma chung thuc
thong diép MAC (Message Authentication Code).

* Yéu cau ciia mOt ham bim
& Ham hash dung trong linh vuc mat ma phai thoa céc tiéu chuan sau:

e Thong diép (Message) & dau vao co chiéu dai bat ky.

e Thong diép thu gon (Message digest) dau ra c6 chiéu dai c6 dinh (du
nho).

e Ham bam H(x) dé dang tinh toan cho moi thong diép x

e Ham bam H(x) 1a ham mot chiéu (one-way-function): cho truéc mot
gia tri hash h thi kho tinh toan dé tim ra thong diép ¢ dau vao x sao cho H(x) = h.

e Dung d6 (collision-free): ham bam H(x) c6 hai cap dung d6 Ia:

e Dung d6 cap d6 yéu (Weakly collision-free): cho trudc thong diép X,
khong thé tinh toan tim ra mot thong diép y khac x ma H(x) = H(y).

e Dung d6 cap do manh (Strongly collision-free): khdng thé tinh toan
dé tim ra hai thong diép bat ky x va y khac nhau, ma c6 ciing gia tri hash, nghia
la H(x) = H(y).

* Ung dung ham bim

Céac ham bam duoc tng dung trong nhiéu linh vyc, chiung thuong duoc
thiét ké phu hop véi ting tng dung. Vi du, cac ham bam mat ma hoc gia thiét
su ton tai cia mot ddi phuong — ngudi co thé cb tinh tim cac dit liéu vao vai
cung mot giad tri bam. Mot ham bam tot 1a mot phép bién d6i “mot chiéu”,
nghia 13 khong c6 mot phuong phap thuc tién dé tinh toan duge dir lidu vao
nao d6 tuong ung véi gia tri bam mong mudn, khi d6 viéc gia mao s& rat kho
khan. M6t ham mdt chiéu mat ma hoc dién hinh khong c6 tinh chit ham don
anh va tao nén mot ham bam hi¢u qua; mdt ham trapdoor mat ma hoc dién hinh

l1a ham don &nh va tao nén mot ham ngau nhién hi¢u qua.
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Bang bam, mdt img dung quan trong ctia cac ham bam, cho phép tra ctru
nhanh mét ban ghi dit liéu néu cho trude khoa ctia ban ghi d6 (Luu ¥: cac khoa
nay thuong khong bi mat nhu trong mat ma hoc, nhung ca hai déu duoc dung
dé “mo khoa” hodc dé truy nhap thong tin.) Vi du, cac khoa trong mot tir dién
dién tir Anh-Anh c6 thé 1a cac tir tiéng Anh, cac ban ghi twong mg véi chung
chtra cac dinh nghia. Trong trudng hop nay, ham bam phai dnh xa cac xau chir
cai td1 cac chi muc cua mang ndi bg cua bang bam.

Cac ham bam danh cho viéc phat hién va stra 15i tap trung phan biét cac
trudng hop ma dir liéu da bi 1am nhiu béi cac qua trinh ngau nhién. Khi cac
ham bam duogc dung cho cac gid tri tong kiém, gia tri bam twong d6i nho ¢
thé dugc dung dé kiém chimg rang mét file dit liéu co kich thudc tuy ¥ chua
bi stra doi. Ham bam dugc dung dé phat hién 13i truyén dir lidu. Tai noi gi,
ham bam duogc tinh cho dir liéu dugce guri, gia tr1 bam nay duoc gui cung dit
liéu. Tai dau nhan, ham bam lai dugc tinh 1an nita, néu cac gia tri bam khong
trung nhau thi 15i da xdy ra & dau d6 trong qua trinh truyén. Viéc nay duoc goi
1a kiém tra du (redundancy check).

Céac ham bam con dugc Gmg dung trong viéc nhan dang 4m thanh, chang
han nhu xac dinh xem mot file MP3 c6 khép véi mot file trong danh sach mot
loai céc file khac hay khong.

c. Chii ky s6

Trong giao dich dién tir noi chung va thwong mai dién tir noi riéng, qua
trinh trao d6i thong tin twong tac giira cac thanh vién, doi hoi phai c6 mét co
ché hay hé thong xac dinh ngudn géc chu so hitu cua théng tin. Gidng nhu
trong linh vuyc tai liéu thong thuong, néu nhu chix ky viét tay 1a dé chitng minh
tac gia hay nguoi cdng nhan noi dung cua tai liéu, thi linh vuc tai liéu dién ta
cling ¢6 mot tidu chuan nhu vay vé “chit ky”, goi la chir ky dién tir (digital
signature).

Chir ky dién tir 1a mot doan dix liéu ngan dinh kém voi van ban goc dé
chung thuce tac gia cia vian ban va gitip nguoi nhan kiém tra tinh toan ven cua

noi dung van ban gbc. Vé nguyén tac cua chir ky dién tir ciing gan nhu chir ky
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thong thuong, vi du nhu néu ngudi A mudn gui thong diép cho nguoi B, thi A
sé gui chir ky cung vai thong diép caa minh cho B. Khi nhan dugc thong diép
va chit ky, bang cach nao d6 dé B c6 thé xac dinh chit ky kém theo thong diép
c6 phai ctia nguoi A hay khong. Biém khac biét giita chit ky dién tir va chit ky
thong thuong 1a: chit ky théng thuong thi ndm bén trong thong diép, va chix ky
ciia mot nguoi 1a ludn gibng nhau ¢ moi théng diép, con chir ky dién tu thi
duoc guri kem véi thong diép nhung tach biét, va chir ky cia mét nguoi cho
cac thong diép khac nhau la hoan toan khac nhau.
* Yéu cau cia mot hé théng chit ky dién tir
& Hé thdng chit ky dién tir cin thoa mén c&c yéu cau sau :
. Tinh an toan (security): chit ky khéng thé 1am gia duoc néu khong
biét théng tin bi mat (private key) dé tao ra chir ky.
« Tinh hiéu qua (performance): ky va xac nhan chit ky nhanh, dé dang.
« Chéng nhan ban chit ky: chir ky khong thé sao chép dé dung lai sau
nay. Vi du A ky chiing nhan cho phép B rat mot sé tién, can phai co cach nao do
dé B khéng thé dung chitng nhan nay lai 1an th hai.
« Tinh khdng thé phi nhan (non-repudiation): ngudi ky khong thé phu
nhan chir ky ctia minh khi da ky vao tai liéu.
* Lwge do chung ciia chir ky dién tir
Mot Tuoc d6 chir ky dién tir bao gom 2 thanh phan: thuat toan ky, va
thuat toan xac nhan chi ky. Nghia 13, néu nguoi A mudn gti cho nguoi B mot
thong diép X, thi A ding mot thuat toan va khoa bi mat ctia minh dé tao chix
Ky y = signiea(X), rdi gui ca thong diép x 1an chix ky y cho B. Sau khi nhan
duoc thong diép x va chir ky y. B s€ dung thuat toan cung véi khoa cong khai
ctia A dé xac nhan chit ky y c6 phai 1a chit ky ctia A cho thong diép x nay hay
khong verifyiea(X, y) = {true, false}.
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K‘,',':h Théng diép Kinh | 1 3ng ditp

Message
digest
Ham "" Ham ’
HASH Chuyén HASH Y
qua A

1 | o ) sanh

Message Private  Chi Chit  Public Message

digest ey kg ky key  digest

Hinh 2.6: Mé hinh tong qudt ciia chir ky dién tir
& Cac budc thuc hién tao chir ky dién tu:

e Nguoi giri st dung mot ham bam, dé bién doi thong diép x thanh
mot thong diép thu gon (message digest) h cé chiéu dai ¢é dinh:
h = Hash(x).

e Nguoi gui ding khoa riéng kg cia minh ma hoa chudi h: y =
Ew(h), két qua y thu duoc chinh 1a chir ky dién tir (digital
signature) d6i véi thong diép x.

e Cudi cung chir ky y c6 thé duoc ndi vao cudi théng diép x hoic
luu vao mot file gui kém véi thong diép. Sau khi da ky nhan moi
su thay doi cuia thong diép s& duoc phat hién trong qua trinh kiém
tra xac nhan chir ky. Diéu nay dam bao cho ngudi nhan tin rang
thong diép ho nhan dugc dich thuc la ctia ngudi gui va nodi dung

thong diép hoan toan khéng bi thay doi.
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Théng diép goc

Thing diép
Kinh g . Kinh gii
Cac....... cdc.......

Private key

W]
l w283 ikafo

Ham bam Message | AGHEAD .
(HASH) [ digest | HTS4KS Chiit kv dién i

Y

Hinh 2.7: So' d6 minh hoa cdc budc tao chit ky dién tir
& Céc budc thyc hién kiém tra tinh dung cua chir ky dién tir:

— Nguoi nhan ding khoa céng khai (key public) ke caa ngudi guri dé
giai ma chir ky dién tur y vira nhan, khoi phuc lai thong diép thu gon: hi = Dye(y).

— Ngudi nhan sir dung ham bam gidng nhu nguoi gui dé bién doi thong
diép x nhan dugc thanh thong diép thu gon: h. = Hash(x).

— So sanh két qua, néu hy = hy thi chap nhan chit ky 1a cua ngudi gui.
Nguoc lai, chit ky trén thong diép khong dugc chap nhan.

Théng diép Théong Hambim | Théng diép thu gon b,
' . 7 | (HASH)
Kinh géi diep goc
CAC.........
Public key So sanh
i.'-"tf'ﬂ) {compare)

F

w0 831kafd

Chit kv dién nr 4“]1“ ky

irwd83jkaf
(decryptiomn)

Thing diép thu gon hy

Hinh 2.8: So @6 minh hoa cdc budc kiém tra chir ky dién t
Nhan xét: Lugc do chir ky dién tir theo kiéu nay, cho phép xac dinh duoc
cha nhan dich thuc cua thong diép, ddng thoi dam bao noi dung caa thong diép
khdng bi stra d6i hay 1am gia mao boi ngudi khac trong qué trinh truyén di trén
mang. Nhung noi dung caa thong diép c6 thé doc duoc, do trong luoc db nay

chi thuc hién ma hoa mot khéi dit liéu nho dit trung cho thong diép ma khong
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ma hoa toan bo thong diép, diéu nay khdng phi hop véi nhu ciu trao doi cac
thong tin bi mat théng qua internet. Vi vay dé c6 thé dam bao duoc bi mat caa
noi dung, ngudi gui can thuc hién qua trinh ma hoa théng diép bang khoa cong
khai cua nguoi nhan, trude khi thuc hién ky xac nhan vao tai liéu, va nguoi
nhan phai thuc hién thém mot budc giai ma théng diép bang khoé riéng cua

minh sau khi kiém tra dtng chit ky cia ngudi giri.

Théng diép  ban m3 bn m3 Private 1
¥
Kinh s = LIS M
v —— v
Quic | _ j_, :wx 3 - #x —)-_. qui:
...... ttk E.!E - swsasa
...... Public | *=% ;
kBl l Message |  Thong diép
B digest
Ham ‘O" Him [ So sanh
E-Em L]
Message Private  Chi Chi  Public Message
digest kzy ky kj key  digest
A

Hinh 2.9: M6 hinh chit ky dién tir dung qua trinh ma hoa va gidi ma
& Cac budc thuc hién ma hod va tao chir ky cho thong diép
e Nguoi gui A méd héa théng diép x bang khoa cong khai cua nguoi
nhan B: C = Exes(X). (Keg 12 khoa cong khai ctia ngudi nhan B)
e Nguoi gui A thuc hién budc tao chit ky dé xac nhan ban ma C véi
khda riéng cta minh: y = Sigkga(C).
o Guri chit ky y va ban ma C dén ngudi nhan B,
& M0 ta cac budc kiém tra chir ky va giai ma thong diép
o Nguoi nhan kiém tra chix ky trén thong diép bang khoa cong khai cua

nguoi gui A: verea(C, y) = {true, false}.
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o Néu budc kiém tra ¢ trén 1a dung (true), thi nguoi nhan tiép tuc thuc
hién qua trinh giai ma C voi khoa riéng ciia minh: x = Dyge(C), dé khoi phuc lai
thong diép x. Nguoc lai chir ky ctia A ddi véi tai lidu x 12 khong hop Ié.

* Ung dung chit ky dién tir

Mot e-mail cd thé duoc Ky bang chit ky dién tir va dam bao ngudi nhan
c6 thé chac chan rang email d6 dung 1a ctia ngudi gui, chir khéng phai e-mail
gia mao. Pé dam bao duoc yéu té nay, nguoi giri va ngudi nhan déu phai sir
dung cing mot hé théng ching thu sd.

Vay vai tro trong chir ky dién tir caa chimg thu s6 12 gi? Dich vu chiing

thu s thuong duoc st dung nhiéu trong cac hoat dong giao dich thuong mai
dién t, ddc biét trong thanh toan truc tuyén caa ngan hang.
Nguoi ding, ngoai cach bao mat thong thuong bang mat khau, cling can ding
mét chimg thu s6 c4 nhan dé xac dinh danh tinh caa minh, xac nhan céc hoat
dong giao dich ciia minh tai ngan hang. Chang thyc sé sé& gitip ngan hang dam
bao cac khach hang khéng thé chéi bo cac giao dich cua minh.

Céc hoat dong lién ngan hang nhu thanh toan, chuyén khoan...trong
giao dich dién tir ciing déu phai sir dung chung thyc sé dé xac dinh rd danh
tinh cua cac bén tham gia, trach nhiém cta céc bén trong ting loai giao dich.
Pay 1a quy trinh bao mat quan trong, 1a co s phap 1y dé can ctr khi thuc hién
cac hoat dong giao dich truc tuyén.

Khéng chi ndm trong linh vuc thuong mai dién ta, ching thu sb hién
con dugc st dung nhu mét dang cua ching minh thu nhan dan. Tai cac nudc
phat trién, chimg thu s6 (CA ) dugc tich hop vao cac con chip nhé nam trong
thé tin dung dé ting kha ning bao mat, chdng gia mao, cho phép chu thé xac
minh danh tinh cua minh trén cac hé thong khac nhau nhu xe bus, thé rdt tién
ATM, ho chiéu dién tir tai cac cira khau, kiém soat hai quan ...

Chir ky dién tir dudng nhu d3 13 mot phan khong thé thiéu cua céc doanh
nghiép hién dai, mubn phat trién nhanh va xa hon
* Lwoc do chir ky dién tir RSA
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Hé mat ma khoa cong khai RSA ciing c¢6 thé duoc sir dung dé cung cap
mét hé thdng chit ky dién tir bang cach dao nguoc vai trd cua qué trinh ma hoa
va giai ma. Mudn thuc hién luogc db chit ky dién tir RSA, mdi ngudi st dung
phai tao mot cap khoa, bao gdom khoa cong khai va khéa riéng gidng nhu trong
luge dd mé hoa va giai ma RSA, dong thoi théng nhét sir dung cing mot ham
bam H(x). Gia st dé tao chir ky cho thong diép (tai liéu) m nguoi sir dung A
thuc hién nhu sau :
e Tinh thong diép thu gon M = H(m) ( M 1a duy nhat d6i vai thong diép m).
e Tinh S = Signikg (M) = M mod N (v&i d la khoa bi mat cua nguoi ky A).
e Két qua S thu duogc chinh 14 chir ky cia A ddi véi thong diep m.

Khi kiém tra chit ky cua tai liéu nhan duoc nguoi sir dung B thuc hién nhu sau:

o LAy khoa cong khai dich thuc cua ngudi Ky A (N, €) (¢ tai thu muc

chung).

« Kiémtra chit ky S < N; néu khong thi tir chdi chix ky.

e Tinh M’ =S®mod N.

e Tinh M = H(m).

« Chap nhan chit ky 1a dung cta nguoi gii, néu va chi néu M [ M.

Néu qua trinh kiém tra chit ky dung (Verx(m, S) = true) thi ngudi nhan
B chéc chan rang thong diép m dich thuc 13 ciia nguoi A guri va ndi dung théng
diép khong bi thay d6i hay bi 1am gia mao bai nguoi khac khi truyén di trén
mang.

* Tém tat va két lugn g dung

Lugc d6 chir ky RSA 1a luge do duoc ding phé bién nhat trong cac tng
dung bao mat do c6 d6 an toan va hiéu qua thuc hién tét nhat hién nay. Céc
thuat toan ciing don gian, va dé hién thuc.

Luogc d6 chit ky dién tir RSA dugc chon dé tich hop vao hé thdng bao vé
an toan thu dién tir cua dé tai. Kém theo véi luge do chit ky RSA 1 thuat bam

MD5 ciing dugc chon dé phii hop cho yéu cau tao thong diép thu gon (message
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digest ) dai 128-bits tir théng diép dau vao cé chiéu dai bat ky, phuc vu cho hé
théng chit ky.

1.7.4 Giai thuat bam bao mat SHA

Chuan DSS ciing yéu cau sir dung thuét toan bam bao mat SHA (Secure hash
algorithm) trong thuét toan chit ky sé DSA [5].

Ham bam (Hash function) thuc hién anh xa mot birc dién c6 do dai tuy y dén
mot miéng bam co kych thudce cb dinh. Thuat toan bam (hash algorithm) thng
thuong khong co khoa di kém cho nén ciing gidng nhu cach goi khac cia thuat
toan mé doi xtng (1 thudt todn I khéa ) va thuat toan ma khoa cong khai (12 thudt
toan 2 khda ), thuat toan bam con c6 tén goi la thudt todn khong khoa (no-key
algorithm hay zero-key algorithm).

C6 nhiu ham bam khac nhau nhu MD2, MD4, MD5. SHA do National
Institute of Standart and Technology (NIST) phat trién duoc cong bd nam 1993,
SHA -1 13 m6t phién ban nang cap ctia SHA duoc dua ra nam 1995[6].

Noi dung caa thuat toan SHA — 1 nhw sau:

Giai thuat 1ay mot ban tin (message) 1a dau vao véi chiéu dai toi da nho hon
25 bits va dau ra 1a mot message digest dai 160 bits. Pau vao dugc xir 1y theo
nhimg khdi 512 bits. Message digest, ban dau dugc thiét ké dé sir dung trong thuét
toan DSA, ciing c6 thé 1a dau vao cho RSA dé tao hoic kiém tra chit ky cho doan
tin trong hé thong. Viéc ky mot message digest thuong hiéu qua hon viée ky truc
tiép vao ban than message do kych thudc ciia message digest thudng nho hon rét
nhiéu so véi kych thirc ctia doan tin. Bén ky va bén kiém tra chit ky phai sir dung

cung mot giai thuat bam.
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Padding
(1-512bits) Message length (K)

> Lx512bits = N x32bits »
« K bits( < 2% bits) >

Message 1\100..0 ’r‘ ‘

—— S12by  —ee—S12bity — «— 512ty — «— by —

T e

g

512 512

k4 Y

512
W k4
ABCDE {1 o H ﬁ;{H 8
150 | AT e, | SHA 150 SHA 160 SHA

160-bit
digest

Hinh 3.10: Qua trinh tao message cua SHA-1

Qua trinh xir Iy bao gdm céc budc sau:

= Buwéc 1 (Append padding bits): Poan tin dugc thém vao sao cho chiéu dai ciia
n6 dong du véi 448 theo module 512 (chiéu dai = 448 mod 512). Phan dém
(padding) ludn dugc thém vao tham chi ca khi doan tin c6 do dai can thiét. Do
d6, so luong bit thém vao nam trong khda ng 1 dén 512. Phan dém bao gdm
mdt bit 1 va mot sd cac bit 0 can thiét phia sau.

= Buéc 2 (Append length): Mot khdi 64 bits duoc thém vao doan tin. Khéi nay
duogc coi nhu mot sb ty nhién khong diu va chira d6 dai cta doan tin ban dau
(trude khi thém bit)

= Buéc 3 (Initialize MD buffer): Mot buffer 160 bits dugc sir dung dé lvu nhiing
gia tri trung gian va két qua ctia ham bam. Buffer c6 thé duogc thé hién nhu 5

register 32-bit (A,B,C,D,E), tong cong 1a 160 bits.
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= Buwéc 4 (Process message in 512-bits (16-word) block): Phan trong yéu cua
giai thuat 13 mot phan gém 4 vong, mdi vong ¢ 20 bude. Do 13 mot module
bao gdm 80 budc xtr Iy, module nay duge ky hiéu 1a Hspa trong Hinh 3.11.
M3di vong lay dau vao 1a khdi 512-bit hién tai dang duoc xir 1y (Yq) va buffer
160-bit chira gia tri ABCDE, va cip nhat ndi dung cta buffer. Mdi vong ciing

stt dung mét hang s6 phu K.

!y 1)

s v 2

vA y3 yC yD ¥E

4{ ROUDUBCE T £ J

vh wB y( 4D yE

4{ ROUDUBCOE T ) J

bbbl

4{ ROUNDBDE,  TC,) j

Hinh 3.11: Qud trinh xit Iy SHA-1 cho mét khoi 512-bit (Hspp)

Giai thuat ldy Y4 va mot gia tri bam trung gian MD, lam dau vao. MD, dugc
dat vao trong buffer ABCDE. PAu ra ctia bude thir 80 duoc cong vo1 MDq dé tao
ra MDg+1. Phép cOng duoc thuc hién doc 1ap ddi v&i mdi 5 word trong buffer voi

nhimg word twong tmg trong MDy , st dung phép cong module 2%,

= Buwéc 5: Sau khi tit ca L khdi 512-bit duge xur 1y, dau ra cua giai doan thir L
la mot message digest 160-bit.
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Giai thuat SHA-1 c6 nhiéu vu diém ndi troi hon so véi giai thuat MD5 dwa

trén nhitng phuong dién quan trong sau day:

v An toan déi véi tan céng dang brute-force: Su khac biét quan trong
nhat 1a digest cia SHA-1(160 bits) dai hon 32-bit so vé6i digest cua
MD5(128 bits). Str dung cong nghé brute-force, do khé khan dé tinh toan
ra mot doan tin ndo d6 c6 message digest cho trude can 2128 phép tinh cho
MD?5 va 2% cho SHA-1. Hon nita, sir dung cong nghé brute-force, do kho
khan dé tao ra 2 doan tin co cting message digest can 28 phép tinh cho MD5
va 2% phép tinh cho SHA-1. Do d6, SHA-1 dugc coi nhu manh hon d6i véi
nhiing tin cong dang brute-force.

v An toan doi véi tham ma: Nguoi ta d3 chimg minh duoc MD5 ¢6 thé
bi ton thuong d6i véi tan cong dang tham ma con SHA-1 thi khé khan hon.

Chwong 2
TIM HIEU VE HANH CHINH PIEN TU

e Tim hiéu vé hanh chinh dién tir

Noi dung ctia chuong 2 trinh bay vé 1y thuyét md héa va giai ma, hai k¥
thuat dung trong mat ma hoa 1a Ma khoa bi mat va Ma khda cong khai. Doi
v6i mdi phuong phap, chuong nay s& di vao cu thé thuat toan dugc st dung
pho bién nhat. Do 1a thuat toan ma hoa khoa bi mat dung chuan DES va thuat

toan ma hda khoa cong khai RSA.
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2.1 Tim hiéu vé chinh phi dién tir va hanh chinh dién tir

2.1.1. Chinh phu dién tir 1a gi?

Chinh phu dién tir (Electronic government — e-gov) hién nay con duoc hiéu
theo nhiéu nghia, diéu d6 phu thudc vao muc do ung dung cong nghé thong
tin vao hoat dong quan 1y cong, kha ning wu tién vé chinh sach, va kha ning
g dung cong nghé thong tin ctia timg chinh phu cu thé. Theo nghia rong thi
e-gov 1a viéc st dung Internet (online-tryc tuyén) trong cac hoat dong tuong
tac gitra chinh phu v6i1 cac bo phan khac nhau trong xa hoi hodc chi don gian
1a nang cao nang luc ng dung cong nghé¢ thong tin cua nhan vién hanh chinh
thudc bd may cong. Theo nghia cu thé hon thi “Chinh phu dién tir 12 viéc sir
dung cong nghé thong tin, ma dac bi¢t la Internet, nhu 1a mgt cong cu dé hd
tro nham dat dén mot chinh phu hoat dong hiéu qua nhat”.

Sy ra doi cta chinh phu dién tir 1 mot cudc cach mang trong tién trinh phat
trién hanh chinh cong. Chinh phu dién tir s& lam thay doi phuong thic san xut
va cung tmg dich vu cong nham phuc vu ngudi dan tét hon. Chinh phu dién tir
cling dat ra nhiing thach thirc 16n hon bao gid hét, dic biét 1a sy bién d6i khong
ngimg voi tbe d6 nhanh vé cong nghé khién cac du an céng nghé trong khu
vuc cong luén dung trudc nguy co lac hau.

Nhin chung, cac khai niém vé chinh phu dién tu déu coi d6 1a viéc ung dung
thanh tyu khoa hoc cong nghé thong tin vao diéu hanh cta chinh phu va twong
tac ctia chinh phu déi véi cac thanh to khac trong xa hoi nhu cong dan, doanh
nghiép... nham phan phdi dich vu truc tiép t6i khach hang khong gi6i han thoi
gian. C6 thé rat ra mot sd dic diém chung vé chinh phu dién tir nhu sau: Chinh
phu dién tir 1a chinh phu sir dung cong nghé thong tin va vién thong dé ty dong
hoa va trién khai cac thi tuc hanh chinh. Chinh phu dién tir cho phép cong dan
c6 thé truy cap céac thu tuc hanh chinh thong qua cac phuong tién dién tir nhu

internet, di¢n thoai di dong, truyén hinh tuong tac... Chinh phu dién tur 1a chinh
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phu 1am viéc v6i ngudi dan 24/24 gid, 7 ngay mdi tudn, 365 ngdy mdi nim va

nguoi dan co thé thu huong cac dich vu cong du ho & bat ctr dau.

2.1.2. Hanh chinh dién ti

a. Hanh chinh dién tir 1a gi?
Hanh chinh dién tr 1a hinh thirc hanh chinh nha nudc stir dung cong nghé

thong tin va truyén thong (ICT) dé thuc hién cac hoat dong ctia minh, tap
trung vao 3 mat: quan h¢ voi nguoi dan, hoat dong ndi bo va quan hé voi céac
héi dong dia phuong khac.

*Cac nguyén tic ciia quan tri dién tir

Quan tri dién tir dya trén cac nguyén tic sau:

« Pa kénh : quang ba dich vu bang cach cung cip thong qua tat ca cac kénh
c6 san cho nguoi dan.

« Cong khai, minh bach vé thu tuc hanh chinh: viéc thong tin vé thu tuc
hanh chinh hi€u qua hon.

« Kha niing tiép cin : dam bao rang moi cong dan co thé truy cip céac dich
vu va thong tin thong qua céc thiét bi dién tu.

« Hop tac giira cac co quan hanh chinh nha nwéc : cho phép tuong tac
giita cac co quan hanh chinh va cung cp cac dich vu két hop cho cong
dan. Cong nhén 1an nhau ctia cac tai liéu dién tir va hé thong nhan dang va xac
thue.

« Bdo mat : yéu cau viéc cung cip dich vu dién tir it nht phai c6 cung murc
dd bao mat véi cac dich vu khong duge cung cép dudi dang dién tir. Mtrc do
bao mat nén cho phép gia tang cac giao dich dién tir véi cac linh vuc dac biét
nhay cam véi van dé nay (cong nhan chuyén nghiép, cac cong ty).

« Tinh twong xtng: chi yéu cau cic bao dam va cac bién phap an ninh
thich hop cho thi tuc dugc thuc hién. Cong dan s& khong duoc yéu cau cung

cap thém thong tin qua mirc can thiét.
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« Trach nhiém va chét lwgng : ton trong nhimg gi ma cac co quan hanh
chinh nha nudc cung cap thong qua céc thiét bi dién tir. Didu nay c6 thé doi
hoi phai xem xét lai cac chinh sach thong tin va truyén thong dia phuong.
. Tinh trung lap vé cong nghé : tién bo trong viéc sir dung céc tiéu chuan
mo hoic nhitng tiéu chuan thuong duoc cong chung sir dung, tranh phu thudc
vao cac cong cu phan mém voi chi phi gidy phép trong quan hé véi nguoi
dan.
*U'n diém ciia quan tri dién tir
Hanh chinh dién tir mang lai nhiing loi thé quan trong, cho ca ngudi dan

va cho chinh nén hanh chinh.
Poi véi cong dan:

o Tiép can cac dich vu cong 24 gio, bay ngdy mot tuan.

o Thu tuc don gian, nhanh chong.

« Khéng can phai dén co quan quan 1y.
Poi véi cdc co quan hanh chinh nha nuéc:

« (a1 thién cac dich vu va do do6 hinh anh cua chinh quyén.

« Cai thién hi€u qua ndi bo.

« Tich hop cac kénh cung cip dich vu khac nhau.

« Khuyén khich sir dung chung cac cong nghé méi.

b. Vai tro ctia hanh chinh dién tir

- Quan tri toan dién: hanh chinh dién tir gilp x&y dyng long tin gita
chinh pha va nguoi dan, mot yéu tb can thiét trong quan trj tot bang cach su
dung cac chién luoc dya trén internet dé ngudi dan tham gia vao qua trinh chinh
sach, minh hoa cho su minh bach va trach nhiém giai trinh caa chinh pha.

- Thuc hién dé dang va nhanh chdng: Véi chinh phu dién tir, thi tuc
gidy to da duogc thuc hién rat don gian va truc quan. Diéu ndy tao diéu kién
thuan loi cho viéc chia sé thong tin va y tuong gitra tat ca cac co quan chinh
pht va cac bo dé xay dung mot co sa dit liéu 16n. Viéc dua cac quyét dinh va
chinh sach cua chinh phu téi ngudi dan ciing rat dé dang, vi chinh phu dién t

cho phép moi nguoi dan tiép can thong tin.
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- Hiéu qua hoat dong cao: Biéu quan trong ddi voi nguoi dan 13 hiu qua
cua cac dich vu dugc cung cap. Hiéu qua caa chinh phu dugce do ludng bang
chat luong caa cac tuong tac cia chinh phi véi ngudi dan. Viéc xir ly cac thi
tuc gidy to trong hé thdng chinh quyén truyén thdng 1a mot cong viéc khé khin,
tiéu tén nhiéu ngudn luc; thoi gian danh cho céc tha tuc gidy t& khong tao ra
nhiéu gié tri cho cong dan. Van dé nay cang tré nén phl hop hon khi chung ta
xem xét thyc té 12 nguoi dan dang doi hoi nhiéu hon tir cac dich vu cng. Bang
cach thiét 1ap mot diém giao tiép tap trung thdng qua chinh phua dién ti, cac
chinh phu c6 thé dat dugc hiéu qua hoat dong cao

- Tang mire d tin cay cao vao chinh phii: Déi véi bat ky chinh phu nao
dé ton tai, duy tri chinh pha d6 phai gianh duoc Sy tin twong coa da s6 nguoi
dan. Chinh phu dién tt luén c6 di kha nang d6 cho bat ky chinh phi nao chap
nhan nd. N6 cai thién cac dich vu thong qua su hiéu biét tét hon vé cac yéu cau
cta cong dan, do d6 hudng dén cac dich vu truc tuyén lién mach. Diéu do6 dat
duoc thdng qua viéc cai thién tinh minh bach, d6 chinh xac va tao diéu kién
thuan loi cho viéc chuyén doi thdng tin gitta chinh phi va cong dan.

- Giam chi phi diéu hanh chinh phii: Chinh phu dién ta rat higu qua vé
chi phi. Vi du, chinh phit mudn lay y kién cua cdng chiing vé mot van dé nao
d6, v&i hé thdng chinh pha dién tir, chinh pha c6 thé thuc hién mot cudc khao
sat va lay y kién rat nhanh vai chi phi cuc thap. Diéu d6 ciing ap dung khi chinh
pht muén nam bat mot sé dit liéu. Nho mét cai tién maéi duoc goi 1 giai phap
dam may, gitp cac chinh phu tiét kiém déng ké tir chi phi co sé ha tang CNTT
va chi phi bao tri.

R6 rang la viéc trién khai chinh phu dién tir khong chi tiét kiém ngudn luc,
cong sirc va tién bac ma con c6 thé nang cao chat lugng dich vu mot cach sau

rong va giam thoi gian danh cho cac co quan ban nganh ctua Chinh phu.,
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2.1.3 Muc tiéu caa Chinh phu dién ti

2.1.3.1. Cac muc tiéu cia CPDT

Muc tiéu chung la tdng cuong nang luc, nang cao hi€u qua di€u hanh nha
nudc cia chinh phu, mang lai thuan lgi cho dan chung, taing cudng su cong

khai minh bach (transparency), giam chi tiéu chinh phi. Muc tiéu cu thé 1a:

— Néng cao ning luc quan 1y diéu hanh ctua Chinh phu va cic co quan chinh
quyén céac cap (trao doi vian ban dién tir, thu thap thong tin chinh xac va kip
thoi ra quyét dinh, giao ban dién tir ...)

— Cung cép cho ngudi dan va doanh nghiép céac dich vu cong tao diéu kién
cho nguoi dan dé dang truy nhap ¢ khiap moi noi

— Nguoi dan co thé tham gia xay dung chinh sach, déng gop vao qua trinh
xay dung luat phap, qua trinh diéu hanh ctia chinh phi mot cach tich cuc.

— Giam dugc chi phi cho b may chinh phu

— Thuc hién mdt chinh phu hién dai, hiéu qua va minh bach

Chinh phu di¢n tir s€ tao ra phong cach lanh dao mdi, phuong thirc méi,
cung cép dich vu cho nguoi dan va nang cao dugc nang luc quan 1y diéu hanh
dat nude.

Do vdy ma trong thdi gian qua, cac nude déu cd ging dau tu xay dung
CPPT. Xay dung CPDT & Viét Nam 13 mot yéu cau cap thiét, n6 1a mot phan
quan trong trong tién trinh cai cich nén hanh chinh quéc gia.

Nhiing kho khén, trd ngai trong qua trinh xay dung CPDT tai Viét Nam con
rat nhiéu:

— Bt cap tu cac du an CNTT -Co sé ha téng CNTT —-TT con yéu kém.

— Trinh d6 dén tri thap

— Trinh d§ nhén thuc va k¥ ndng ctia can b vién chirc bi han ché

— Quy trinh nghiép vu chua 6n dinh (dang trong qu4 trinh cai cach).
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2.1.3.2 Lgi ich cia CPPT

CPDT la chinh phu dam bao duoc cung cip day du thong tin can thiét va
dung lac cho viée ra quyét dinh. CPDT 1y tudng 1a mot chinh phi cung cip
day di thong tin, ding thoi diém cho nhimng nguoi quyét dinh, d6 14 loi thé 1on
nhit cia CNTT.

CPDT str dung CNTT dé tu dong hoa cac thu tuc hanh chinh cua chinh phu,
a4p dung CNTT vao cac quy trinh quan 1y, hoat dong ctia chinh phu do véy tdc
d6 xur 1y cac tha tuc hanh chinh nhanh hon rat nhiéu lan.

CPDT cho phép cong din c6 thé truy cdp toi cac thil tuc hanh chinh na
thong qua phuong tién dién tir, vi du nhu: Internet, dién thoai di dong, truyén
hinh trong tac.

CPDT giup cho cac doanh nghiép 1am viéc voi chinh phit mot cach dé dang
bai moi thil tuc déu duoc hiéu, hudng dan va mdi budc cong viée déu dugc
dam bao thue hién tét, tin cdy. Moi théng tin kinh té ma chinh phu c6 déu duoc
cung cip day du cho cac doanh nghiép dé hoat dong hiéu qua hon.

Pbi v6i cong chire, CNTT dung trong CPPT 13 mot cong cu giup ho hoat
dong hiéu qua hon, c6 kha ning dap timg nhu ciu cta céng ching vé thong tin
truy cap va xu 1y chung.

2.1.4 Uu diém va nhwoc diém ciia chinh pha dién tir

* Un diém

—  Nhiing wu diém chinh caa chinh pha dién tir bao gom ting tinh hiéu
qua, cai thién dich vu, taing kha nang tiép can dich vu céng va tinh minh bach,
trach nhiém cao hon:

— Tang d6 minh bach cua chinh phu vi nguoi dan sé dugc thdng bao
vé nhitng hoat dong ma chinh phii dang thuc hién ciing nhu nhirng chinh sach

ma ho dé ra.
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—  Cai thién duoc hiéu qua so véi hé théng hanh chinh 1am viéc trén ban
gidy, gilp tiét kiém thoi gian, ddng thoi rat gon khoang céch giao tiép gita
chinh pha va doanh nghiép

—  Giam dugc phan chi phi danh cho viéc phuc vu cac hoat dong cua
cdng chuc va mua sim cong.Cho phép nguoi dan cd thé truy cap va thu thap
thong tin lién quan dén bat ky bo phan nao cua chinh phi va nguoi dan cé
quyén tham gia vao qua trinh ra quyét dinh cua chinh phi.

*Nhuwoe diém

—  Thei gian: dé xay dung dugc chinh phu dién tir can dong bo hoa
duoc cac bo phan hanh chinh véi nhiéu tha tuc khac nhau, nhiéu hoat dong
khac nhau. Diéu nay dan toi viéc sé mat mot thoi gian dai dé cd thé hoan thanh,

—  Bao mat: Viéc luu trit dir liéu ca nhan caa cong dan c6 thé bi xem I
kiém soat quyén riéng tu hoic lam dung cho nhiing muc dich khac. Con c6
nguy co viéc dir liéu bi mat cap, hoic bi rd ri théng tin hoic bi béan, sir dung
cho cac muc dich thuong mai.

—  Chi phi: Tén nhiéu chi phi dé c6 thé hoan thanh duogc chinh pha dién
tr. V& con ¢6 cac chi phi tiép tuc phat sinh nhu chi phi dung dé bao tri, nang
cap trang web. Dong thoi ciing phai tra mot khoan phi 16n dé bao vé duoc
quyén riéng tu, tranh bi hack dit liéu.

—  Ché a6 chinh tri tly vao cac ché do chinh tri khac nhau ma s& co
nhiéu van dé phat sinh lién quan, vi du véi cac nudc theo ché dd xem trong
quyén tu do va riéng tu ctia ngudi dan thi viéc nam gitt théng tin ca nhan cua
nguoi dan s& bi nhiéu sy phan doi.

Vi nhimg nude con nghéo, chua phd cdp internet toan dan thi s& c6 nhiing
bd phan ngudi dan khéng thé tiép can duoc chinh phu dién tir, ho 1a nhiing
nguoi co thé bi cap nhat thong tin cham tré, chinh phi khong tiép can duoc

nhom ddi tuong nay thong qua chinh phu dién tu.

2.2. Vai tro ciia Chinh phit dién tir véi phat trién kinh té sé & Viét Nam

- Tao mdi truong phap 1y minh bach cho qua trinh phat trién kinh té sb.
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- H) trg day nhanh qua trinh xay dung ha tang cong nghé thong tin, nén
tang ctia cho phat trién nén kinh té sb.

- Pbi mdi, nang cao hiéu qua dao tao nguén nhan luc sb, chuan bj sén sang
nén kinh té sb.

- Déy nhanh viéc sb hoé cac thu tuc hanh chinh, cung cép cac dich vu cong,
day manh cai cach hanh chinh, tao méi trudng sb gitta Chinh phii v6i cac doanh

nghiép.

2.3. H6 so hanh chinh dién tir
Theo Thong tu s6 32/2017/TT-BTTT ngay 15/11/2017 cua B Thong tin

va Truyén thong, quy dinh tai diéu 3 nhu sau: H so hanh chinh dién ttr 1a hd
so duoc tao ra, dugc gui di, dugc nhan, dugc luu triv béng phuong tién dién tir.

HO so hanh chinh dién tir duoc sép Xép, td chuec, luu trit trong co so dir licu
cta tmg dung dich vu cong truc tuyén dé bao dam kha ning xir 1y, tra ciru,
thong ké, tong hop, két ndi, chia sé vdi cac co s dit liéu cua cac hé thong ting

dung lién quan;

2.4 Két luan

Hai k¥ thuat co ban trong 1y thuyét ma hoa 1a M4 hoa khoa bi mat (secret-key
crytography) va Méa hoa khoa cong khai (public-key crytography). Hé ma khoa bi
mat giéng nhu viéc sir dung khoa chia, hai bén A va déu phai c6 chia giéng nhau
dé dong hay ma, chi c6 hai nguoi nay méi str dung dugc khda do, con hé ma khoa
cong khai giéng nhu viéc dung thung thu riéng cho mdi nguoi, B hay nguoi nao
d6 mudn gui gi cho A thi bo vao thung, sau d6 A s& dung chia riéng dé mo.

Nguoi ta s€ dung phuong phap ma khoa bi mat hay ma khoa cong khai tuy
theo yéu cau vé bao mat dé giit bi mat thong tin. Ung dung duogc xay dung trong
phan sau cua do 4n s& str dung thuat toan ma hoa khoa cong khai RSA dé ky sd

1én cac thong diép truyén di giita cac ddi tac trong hé thong.
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Chwong 3
XAY DUNG UNG DUNG CONG DICH VU CONG QUOC GIA.

3.1. Lwoge @6 chir ky sé 4p dung trong xay dwng wng dung

Nguoi dung phai dang ky tai khoan may chu. Khi dang ky thanh cong, khach
hang sé& dugc tu dong chon ngau nhién khda (bao gdm céc cap khoa cong khai va
bi mat). Khi thyc hién cac dich vu trén cong thdng tin dich vu cong qudc gia,
ngudi ding sé& thao tac va dién cac thong tin dugc cung cip. Khach hang guri xac
nhan t&i may cha dé tién hang khai bao. Qué trinh truyén théng giira cac bén tham
gia duoc bao dam bang cach st dung chit ky s6 trén cac thong diép truyén di. Cu
thé, lugc dd chir ky s6 duoc sir dung trong hé théng nhu sau:

- User sau khi dang ky tai khoan thanh cong, sé duogc cap khda cong khai
(e1, N1) va khéa bi mat (di1, N1) da dugc ma hoa va luu trong co so dir liéu caa
madi ngudi dung.

- Server st dung ham bam SHA-1 dé bam thong diép X. X ¢ day 1a thong
tin dang ky khai bao caa User bao gdm: thdng tin ca nhan (Ho tén, s6 chizng minh
nhan déan,...).

Khi hoan tat cac thao tac dién cac thong tin duoc yéu cau. Hé théng s& tu
dong thuc hién céc cong viéc sau:

1. Thu gon thong diép X boi ham bam: Y = H(X)

2. User giai ma khéa bi mat va dung né dé ky 1én thong diép di bam Y
(thong diép rt gon) dé tao ra chix ky sb trén Y bang cach tinh S = modN;

3. User gui cap (X, S) la chir ky S cho Server. Sau khi nhan duoc chir ky

(X, S), server tién hang kiém tra chit ky nhu sau:
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= Dung ham bam H dé rdt gon thong diép X thanh Y = H(X)

= Server sur dung cap khoa cong khai (e1, N1) cia User dé tinh Y?
= modNi. Néu Y* = Y thi Server chap nhap chir ky S trén thong diép X
cua User 1a dung. Ngugc lai Y! # Y thi Server khong thira nhan S la chix
ky cta User trén thong diép X vi cho day la chir ky gia mao hoac théng
diép da bi thay doi.

3.2 Mét s6 hinh anh &ng dung céng théng tin dich vu quéc gia

Ping ky tai khoan. Sau khi dang ky thanh cong, tién hanh dang nhap hé
théng

CONG DICH VU CONG QUOC GIA
DANG KY TAI KHOAN
CONG DICH VU CONG QUO(‘ GIA
DANG NHAP HE THONG

123456789104

Hinh 3.0.1 Pang ky tai khodn va dang nhdp hé thong

Ping nhap thanh cong, ngudi ding s& thdy giao dién trang chii véi 3 tha

tuc hanh chinh, gdbm: Pang ky tam tra, thuong tra va luu tra.
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*
‘ o 5 CONG DICH VU CONG QUSC GIA

et

DANG KY TAM TRU DANG KY THUONG TRU DANG KY LU TRU

S6 dién thoai lién hé Website:
e cONG DICH VU CONG QUOC GIA

b 069.2343647 WWW.MpS.Zov.vil

The automated process staris as soon as your clothes go www.bocongan.gov.vn
into the machine.

Hinh 3.0.2 Giao dién trang chu
Giao dién thu tuc thong bao tam tri, voi cac co quan thuc hién dugc hién
thi ty dong. Khi nguoi dung chon tinh, thanh phé, quan/huyén s€ hién thi dia ban
hanh chinh cta tinh thanh phd dé, twong tu v6i x3 phuong.

cONG DICH VU CONG QUGC GIA

N

i

@ Trang Chi / Thong Bao Tam Tra

TAO MG1 THONG BAO TAM TRU

Ghi chi: Cac thong tin c6 dau () la thong tin bit bude phai nhip
CO QUAN THUC HIEN

Tinh/ Thinh phé * Quin/ Huyén * X3/ Phuong *
Chon v Chon ~ Chon v
Co quan thuc hién *
THU TUC HANH CHINH YEU CAU
Tam tri i ngdy * Tam tra dén ngay *

dd /mm /yyyy a dd /mm /yyyy a o

Hinh 3.0.3 Giao dién thii tuc théng bdo tam tri
Tuong tu v4i thong bao thudng tri. Cac thong tin ciia nguoi thay do6i noi
thuong tra s& tu dong hién thi cho nguoi dung. Giup nguoi dung nhanh chdng

thuc hién thu tuc hanh chinh.
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CcONG DICH VU CONG QUOC GIA

¥
Nl A

A Trang Chi / Thong Bao Thuong Tra

TAO MG THONG BAO THUONG TRU

Ghi chit: Céc thong tin c6 diu (*) a thong tin bit bude phai nhap

CO QUAN THUC HIEN
Tinh/ Thinh phé * Quéin/ Huyén * X3/ Phudng *

Chon v Chon v Chon v
Co quan thuc hién *

TG KHAI THAY BOI THONG TIN CU TRU

Ho va tén * Ngiy sinh * Gidi tinh *

DB Cong Hing 15/02,/1996 Nam o

Hinh 3.0.4 Giao dién thii tuc théng bdo thuong trii

Tuong tu, véi giao dién thong béao luu tru, hién thi thong tin cling hoan toan

tu dong

n
\(mJjs CONG DICH VU CONG QUGC GIA

ATrang Chi / Théng Bao Luu Tri

TAO M1 THONG BAO LUU TRU

Ghi chi: Cac théng tin co dau (*) 1a thong tin bit bude phai nhap

CO QUAN THUC HIEN
Tinh/ Thanh phg * Quén/ Huyén * X/ Phuong *
Chon v Chon v Chon v
Co quan dang ky cur tra *
THONG TIN NGUOI THONG BAO
Hovatén* S6 dién thoai * BDCN/CCCD/CMND *
D6 Cong Hung 0362243247 123456789101 o

Hinh 3.0.5 Giao dién thi tuc théng bdo luu tru
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Sau khi ngudi ding 4n giri cac thong tin, hé thong s& tu dong xac thuc nguoi
dung va tinh toan ven cua thong tin bang chit ky dién tir va luu vao trong hé thong.
Bén dudi 14 giao dién danh cho quan tri vién hé thong. Gom: Danh sach dang ky

Iuu tra.

B Danh sach dang ky Iwu tru

& Quan Iy ngurdi dung
Danh sach v tri (LT)

™ Quan Iy lru trd
£ Quan Iy tam tra # Nguw&i théng bao Théng tin dang ky Ngay dang ky Trang thai
@ Quan If thurerng trd 1 D06 Cong Hung CQTH: Cong an Phwéng Nhan Chinh , Quan Thanh Xuan, Thanh pho Ha 08:58 am 09/11/2021

Noi
Loai hinh Itru tri: Ky tie xa cho thué

Tén co s¢ Iwu rd: KTX M& Tri

Trang 1/1

Hinh 3.0.6 Giao dién quan tri vién: danh sach dang ky luu tru
Danh sach dang ky tam tra.
Pdi v6i cac tha tuc hanh chinh chua duge xét duyét, quan tri vién s€ dugc
thong bao dudi cot trang thai, bao gom ca 3 thi tuc hanh chinh. Pé xét duyét thi
tuc, quan tri vién s¢ 4n vao nat xem chi tiét dé xem chi tiét cac thong tin cua

nguoi dung da thyc hién.

# Administrator

B Danh sach dang ky tam tru

& Quén Iy ngwrdi dung
Danh sach tam tri

& Quan Iy lwu trd
£8 Quan Iy tam tri # Nguwoi khai bao Théng tin dang ky Ngay dang ky Trang thai
@ Quan Iy thureng tri 1 BA&Céng Hyng CQTH: Céng an Phwéng Nghia Bé , Quédn Cdu Gidy, Thanh phé Ha Néi 08:00 am 09/11/2021

Tir ngay: 01/11/2021 DEn ngay: 01/11/2022

Noi DK: Hoang Quéc Viét, Phuéng Nghia D6 , Qudn CGau Gidy, Thanh phé
Ha N&i

Trang 1/1
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Hinh 3.0.7 Giao dién quan tri vién: dang ky tam tru
Khi 4n vao xem chi tiét, hé thong s& chuyén vé giao dién nhu hinh. Hién

thi tt ca cac thong tin ma ngudi dung da cung cap.

THONG TIN PANG K¥ THONG TIN PANG KY TAM TRU
TAM TRU

CO QUAN THUC HIEN

Tinh / thanh phd: Thanh phd Ha Noi

Quan / huyén / thi xa: Quin Céu Gidy

Xa / phutng / thi tran: Phudng Nghia D

Co quan thyc hién: Céng an Phuéng Nghia D6

THU TUC HANH CHINH YEU CAU

Tam tra tu ngay: 01/11/2021
bén ngay: 01/11,/2022

TG KHAI THAY BOI THONG TIN CU TRU

Ho tén nguoi khai bao: P& Céng Hung
Ngay thang nam sinh: 15/02 /1996

Gidi tinh: Nam

S BDCN (CCCD) /CMND: 123456789101

Hinh 3.0.8 Giao dién qudn tri vién: chi tiét thi tuc

Danh sach dang ky thuong tra

B Danh sach dang ky thweng tra

& Quan Iy ngudi dung
Danh sach thuéng tra
& Quan Iy lwu trd

£ Quan Iy tam tri # Ngwe&i khai bao Théng tin dang ky Ngay dang ky Trang thai

@ Quan If thudng tra 1 D6 Cong Hung CQTH: Cong an Phurong Nghiia B0 , Quan Cau Gidy, Thanh phd Ha Ni 08:38 am 09/11/2021 | 04 duyét |
Noi DK yang hoo, Phiréng Nghia D6 | Quan Cau Gidy, Thanh phd Ha NGi

Trang 1/1

Hinh 3.0.9 Giao dién qudan tri vién: danh sach dang ky thuong trii
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3.3 Két luan

Hé thdng dugc xdy dung nham muc dich Gmg dung chit ky dién tir trong qua
trinh truyén thong gitra cac ddi tac tham gia thuc hién mot thu tuc hanh chinh qua
mang. Giao thirc dung trong chuong trinh da dugc don gidn hoa so véi giao thic
dang duoc dung trong cac hé théng dich vu cong qudc gia. Piém mau chét trong
giao thirc nay d6 1a viéc sir dung mot chimg thue dién tir - Receipt 1am bang chtng
cho mdt qua trinh truyén nhan thong tin. Pay 14 co s& dé cic co quan co tham
quyén xac thuc nguoi dung va tinh toan ven théng tin nham thuc hién cac thu tuc
hanh chinh ma ngudi dung yéu cau. Chuong trinh dugc xiy dung bang ngdn ngit

C#, str dung céac thu vién ma hoa co san va ky sb 1én cac thong diép.
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KET LUAN
Hién nay, Pang va Chinh phii Viét Nam rat quan tdm va da c6 nhiéu viéc lam
thiét thuc nham thiét 1ap co s ha ting cho Chinh phu dién tir nhu chit ky dién tir.

Ngay nay, v6i su phét trién manh mé ctia khoa hoc cong nghé, nhit 1a cong nghé

thong tin - truyén thong, hoat dong giao dich truc tiép giita cac co quan, to chrc,

c4 nhan da duoc chuyén dan sang phuong thirc giao dich méi - giao dich dién tu.

Khi str dung phuong thirc giao dich dién tir, cac gidi han vé khoang cach dia 1y

hay chénh 1éch vé thoi gian cua giao dich truyén thong dan dugc loai bo, thay vao

d6 1a cac giao dich dugc dién ra theo thoi gian thuc. Tuy nhién, van dé dit ra doi
vo1 giao dich dién tir 1a viéc xac dinh chinh x4c ngudi tham gia giao dich, van ban
sau khi ky c6 bi chinh stra hay khong va nguoi ky trén dir lidu s thira nhan chir
ky d6 khong... Tat ca nhitng ban khoan, thic méc trén déu dugc khang dinh thong
qua “Chit ky s6”.

Véi tam quan trong nhu vay cia viéc xdy dung co sd ha tang cho Chinh phu
dién tir, hanh chinh dién tir, 46 4n nay da trinh bay vé:

e Vin d¢é an toan thong tin trén mang Internet va vai trd ctia mat ma hoa trong
viéc bao mat thong tin

e (Cac k¥ thuat ma hoa co ban la ma hoa khoa bi mat, ma hoa khoa cong khai,
cac thuat toan pho bién ctia mdi k¥ thuat, so sanh va danh gia cac phuwong phap,
ap dung trong thuc té.

e Khai niém veé chit ky dién tir, cac bude trong hoat dong cua mot h¢ chir ky dién
tlr va viéc ap dung chit ky dién tir dé giai quyét van dé xac thuc. Tai liéu cling
trinh bay hai loai chir ky dién tir, thuat toan chit ky dién tor DSA theo chuan
ctia Vién tiéu chuan va cong nghé quéc gia My (NIST).

e Xay dung thuat todn ma hoa cong khai RSA trong thuc hién tha tuc hanh chinh
dién tu.

e Xay dung tmg dung cong dich vu cong qudc gia dua trén thuat toan ma hoa
cong khai RSA.

M@t s6 van dé tiép tuc nghién cieu va dé xuit:
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e Mo rong chirc nang ctuia chig thuc, ngoai xac nhan thanh toén con xac dinh
mot s& quyén cho cha s& hitu chimg thuc nhu quyén truy nhap téi mot tai
nguyén...v.v.

e SO hoa thém nhiéu cac thu tuc hanh chinh, gidm bdt cac thu tuc, thong tin
khong can thiét.

e Khong ngimg cai thién va phét trién kha ning mi héa thong tin, nghién ctru

thém céc thuat toan chit ky s6 méi.
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