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LOI CAM ON

Loi dau tién em xin chan thanh cam on céac thay, c6 trong khoa Céng
nghé thong tin, trudng Dai hoc Dan 1ap Hai Phong da tao diéu kién thuan lgi
cho em trong qua trinh hoc tap tai treong cling nhu trong thoi gian thuc hién
d6 an tot nghiép. Dac biét, em mudn giri 10i cam on téi Thac sy Nguyén Trinh
Pong — giang vién truc tiép hudng dan, chi bao, gilp em khic phuc nhiing
kho khan, thiéu sét dé c6 thé hoan thanh cac phan trong db an tét nghiép tur ly

thuyét cho tai thuc hanh sir dung cong cu.

Mic du da cb gang vai tat ca nd luc cia ban than dé hoan thién do6 én,
nhung do thoi gian ¢6 han, ning luc va kinh nghiém con han ché nén db an
khong thé tranh khoi nhiing thiéu s6t. Kinh mong nhan duoc su déng gop ¥
kién tir phia thay cd, ban bé dé em c6 thé nang cao kién thic cua ban than,

hoan thién dd an duoc tét hon.
Em xin chan thanh cam on!
Hai Phong, ngay ... thang ... nam 2018.

Sinh vién thuc hién

Vi Cong Minh
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MO PAU

Ngay nay, cdng nghé théng tin ndi chung va cong nghé phan mém noi
riéng dang chiém mot vi tri quan trong trong tién trinh cong nghiép hod, hién
dai hoa dat nudc. Song song véi viéc phat trién cong nghé phan mém luén
tiém an nhitng thach thic cho danh cac doanh nghiép, nha phat trién phan
mém trong viéc kiém soat 13i, chat luong dau ra cua san pham. Tuy nhién &
Viét Nam, s luong cac kiém thir vién van chua dap Gmg duoc véi nhu cau
cua thi trwong. Tai Hoi nghi Qudc té vé kiém thir phan mém tu dong
(12/2011, TP. HCM), cac chuyén gia da nhan dinh: “Véi da tang truang manh
mé& cta nganh gia cdng phan mém, trong vai nam téi, Viét Nam thiéu khoang
10.000 kiém thtr vién.”

Bén canh d6, xu huéng &p dung tu dong hoa dang duoc trién khai rong
rdi & nhiéu linh vuc, trong d6 c6 kiém thtr phan mém. Pic biét, khi kiém thir
phan mém la cong doan chiém phan I6n thoi gian trong qué trinh phat trién du
4n phan mém thi su ra doi cua cac cong cu kiém tht tu dong cang co ¥ nghia
hon bao gio hét, gilp tiét kiém thoi gian, cong stc va tién bac. Selenium la
mot céng cu hd trg kiém thir ty déng danh cho cac ¢ng dung Web, hoat dong
trén hau hét céc trinh duyét phd bién hién nay nhu Firefox, Chrome, Internet
Explorer, Safari, v.v. ciing nhu hd trg s6 lugng 16n cac ngdn ngit lap trinh
Web phé bién. Cong cu Selenium hién duoc danh gia 1a mot trong nhiing

cdng cu tét nhat cho kiém thtr tu dong céc wng dung Web.

Véi mong mudn duoc tim hiéu sau vé linh vuc kiém thar phan mém ciing
nhu tré thanh mot ki su kiém thir phan mém sau khi tét nghiép dai hoc, em da
chon dé tai “Kiém thir ung dung trén nén Web biang cong cu Selenium.”
Trong qua trinh 1am do an, do con han ché vé thoi gian va kinh nghiém thuc

té, em mong nhan duoc nhiing gop y chan thanh tir thay ¢ va cac ban.
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Dé tai gioi thiéu vé ly thuyét kiém ther phan mém, céc cong cu hd trg
kiém thtr ty dong. Ngoai ra, dé tai di sau vao viéc tim hiéu, sir dung céac tinh
nang, cong cu cua bo phan mém Selenium nhu:

- Pua ra huéng dan cai dat, sir dung hiéu qua bd cong cu.

- Ung dung céc kién thire da hoc duoc dé viét mot kich ban kiém thi cho
ing dung cu thé.

Db an duoc t6 chic 1am 5 phan nhu sau:

- Mo dau: Trinh bay ré Iy do chon dé tai, muc tiéu nghién ctu d6 an va
b cuc cua db an.

- Chuong 1: Phan mém va kiém thiz phan mém. Chuong nay trinh bay
cac khai niém co ban vé phan mém, kiém thir phan mém va cac ki thuat kiém
tha phan mém.

- Chuong 2: Kiém thit izng dung trén nén Web. Chuong nay trinh bay chi
tiét cac khai niém vé kiém thtr ing dung Web, cac cong viéc khi kiém thir tng
dung Web, giéi thiéu mot sé cong cu hd tro kiém thir thg dung web.

- Chuong 3: Kiém thir 1ng dung trén nén Web bang cong cu Selenium.
Gidi thiéu chung vé Selenium, cac cai dat va s dung bo cong cu, tng dung
thuc té véi Selenium.

- Két luan: Phan nay dua ra nhitng két qua d6 an dat duoc, nhitng thiéu

sot chua thuc hién duoc va huéng phat trién dé tai trong tuong lai.
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CHUONG 1: PHAN MEM VA KIEM THU PHAN MEM

Chuong dau tién cia do an di sau vao viéc tim hiéu cac khai niém vé
phan mém va kiém tha phan mém, gitp khai quat viéc phan loai kiém thir
phan mém, dua ra cac quy trinh, mtc d6, cac ki thuat trong kiém thir phan

mém.

1.1. Phan mém va khai niém lién quan

1.1.1. Phan mém
Phan mém thwong dwoc md td véi ba bg phan cdu thanh:

e Tap cac lénh (chuong trinh may tinh) trén may tinh khi duoc thuc hién
sé tao ra cac dich vy va dem lai nhing két qua mong muén cho nguoi
dung.

e CA4c cdu trac dir liéu (luu giir trén cac bg nhé) lam cho chwong trinh
thao tac hiéu qua vai cac théng tin thich hop va ngi dung thong tin
duwroc s6 hoa.

o Céc tai ligu dé mé ta céc thao tac, cach si dung va bao tri phan mém
(hwong dan s dung, tai lieu ky thugt, tai liu phan tich, thiét ké, kiém
thu, v.v.) [1].

1.1.2. L&i phan mém
Léi phan mém nhin chung 1a su khéng khop gitra chuong trinh va dic ta
ctia no, kéo theo nhiing van dé xuét hién trong cac giai doan phét trién phan

mém.
Lbi phan mém thudng xuat hién & cac hinh thirc sau day:

e Sai (Fault): Khi phan mém gap 15i s& dua dén nhitng sai sét. Tuy nhién,
khong dé dé phat hién ra sai sot trong qué trinh phat trién phan mém.
Sai 1am c6 thé xuat hién & ngay dau quy trinh phéat trién phan mém khi
nguoi phan tich, thiét ké bo s6t thdng tin dan tai thiéu chic nang ma 18

ra can phai co.

Vi Cong Minh — CT1801 12



Kiém thir tng dung trén nén Web bang cong cu Selenium

e That bai (Failure): Thdt bgai d& nhan thiy nhat khi mot 161 duogc thyc thi.
Chung thuong xuat hién dudi 2 dang: that bai cd thé chay duoc (vi du
nhu mi ngudn) va that bai chi lién két véi cac 16i vé nhiém vu. Ngoai
ra, cO thé ké dén cac thdt bai lién quan téi cac 15i do bo quén. Ching ta
c6 thé han ché thdt bai ngay tai budc dau tién cua quy trinh phat trién
phan mém néu viéc khao sat duoc thyuc hién tét.

e Su cb (Incident): Sw co thuong dugc lién két voi mot that bai. Tuy
nhién né khac véi that bai & chd s cé ludn hién thi cho ngudi ding
hozc Kiém thir vién biét vé su ton tai caa no.

e Thira: 1 s6 chirc niang khong c6 trong ban dic ta yéu cau phan mém

nhung lai Xuat hién trong phan mém dugc xay dung.

Ngoai ra, con xuat hién 1 sé I18i phi chtrc nang nhu phan mém khé st
dung, téc d6 khong dap tng yéu cau (van dé hiéu ning) hay giao dién kho
nhin ciing d& khién cho ngudi sir dung nghi rang phan mém dang hoat dong

khong dling.

1.1.3. Y&u cau caa khach hang

Phan mém duoc phét trién dya trén nhu cau caa khach hang. Chinh vi 1&
d6, cac chirc nang caa phan mém duoc xay dung dua trén viéc thu thap,
phan tich, khao sat nhu cau cua khach hang thdng qua nhitng yéu cau cu thé.
Péi voi phan mém, yéu cau thudng duoc tong hop tir nhiéu ngudi, nhiéu to
chirc c6 muc d6 chuyén mon va mac do tham gia ciing nhu tuong tac voi
phan mém khéc nhau trong méi truong hoat dong caa no.

C6 thé phan loai yéu cau cua khach hang cho san pham phan mém thanh
mot sd loai nhu sau:

e Phan loai theo san pham va tién trinh

- Yéu c4u san phdam: 1a nhitng doi hoi hay rang budc ma phan mém phai

thyc hién [2].
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- Yéu cqu tiéen trinh: 1a nhitng rang budc lién quan dén viéc phat trién

phan mém (ki thuat sir dung, mo hinh phét trién, v.v.) [2].

Vi du: Khach hang muén phét trién mot website 1am bai thi truc tuyén.
Ldc nay, yéu cau san pham 1a xay dung website thi truc tuyén véi cac tinh
nang nhu quan Iy cau hoi; quan ly dé thi; cho phép ngudi dung cd thé tham
gia 1am bai thi; quan tri vién cd thé duyét cac cau hoi va bo dé thi trude khi
dang 1én website. Viéc website dugc phét trién theo md hinh Agile hay mé

hinh thac nudc chinh 1 yéu cdu tién trinh caa san pham phan mém.

e Phan loai theo chirc nang

- Y8u cau chite ndng: dic ta cc chirc ning ma phan mém can phai thuc hién.
- Yéu cau phi chize nang: 1a céc rang budc vé giai phap va chat lugng
(hiéu nang, viéc bao tri, mac d6 an toan, bao mat, v.v.).

- Yéu cdu déc ta céc thuge tinh nai bdt: 1a dic ta cho céac thudc tinh phu
thudc vao su van hanh, dic biét 1a kién tric hé thong. Cac thudc tinh nay
khong thé xac dinh dugc cho ting thanh phan don 1¢é.

e Phan loai theo tinh kiém dinh

- Nhiing yéu cau mang tinh mo ho, khéng thé kiém dinh

- Nhiing yéu cau da rd rang va cd thé kiém dinh duoc.

e Phan loai theo pham vi dac ta

- Yéu cdu hé thong: dac ta cac cau hinh, co sé ha tang, phan cang, phan
mém, con ngudi, k¥ thuat, v.v. cia toan bo hé thong.

- Yéu caqu phan mém: dic ta cac chic ning, giao dién, v.v. cua cac cau

phan phan mém.

1.1.4. Pic ta yéu cau phan mém
Tir yéu cau cua khach hang va nhiing yéu cau bat budc khac, dic ta yéu
cau phan mém duoc viét ra dé mo ta mot cach chinh xac cac yéu cau can dap
tng cua san pham phan mém. Pay ciing chinh 1 tai liéu co s& dé 1ap trinh
vién, kiém thir vién va cac bo phan khac dua vao dé phat trién phan mém

hoan chinh, ding vé&i yéu cau dit ra ban dau. Cac khéi niém vé 16i da noi &
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muc 1.1.2 ciing chinh 1a d& cap dén viéc phan mém sau khi xay dung hoat
dong khong ding véi ban dic ta yéu cau phan mém. Tai liéu dic ta yéu cau
phan mém ciing can cung cip day du cac thdng tin vé chi phi, rai ro va lich

trinh cho qua trinh phat trién san pham.

Dic ta yéu cau phan mém duoc Viét ra phuc vu rat nhiéu di tuong tir
ngudi ding hé thdng, khach hang dén c4c nha phat trién va bao tri phan mém.
Do d6, tai liéu dic ta nén duoc viét bang ngbn ngit tu nhién, st dung biéu do,

bang biéu dé dam bao tinh dé hiéu, d& sir dung cho tat ca cac dbi tuong trén.

1.1.5. Chat lwong va dd tin cay cia phan mém

Chét luong cta phan mém trudc hét 1a sy dap tng cac yéu cau dé ra
trong ban dic ta yéu cau phan mém. C6 thé ké dén cac yéu to dai dién cho
chat lugng phan mém nhu: tinh ding dan, tinh hiéu qua, do tin cay, tinh kha
kiém thir, d& hoc, dé sir dung, dé bao tri... Ta c6 thé thay do tin cay chi 1a mot
trong nhitng yéu té danh gia chat lugng phan mém. Tuy nhién ngudi kiém thir
lai hay nham 1an giira khai niém chit luong va do tin cay caa phan mém. Sau
quéa trinh kiém thir dam bao phan mém c6 thé chay on dinh, kiém thir vién

thuong sé cho rang phan mém luc nay da dat chat luong tot.

D¢ tin cdy cua phan mém I& xac sudt dé phan mém chay khéng cé thdt
bai trong mét khoang thoi gian nhdr dinh [3]. Ngoai ra, cé thé dya vao thoi

gian khac phuc sy ¢b dé danh gia do tin cay cua phan mém.

Trong phan tiép theo, chling ta s& tim hiéu vé khéi niém ciing nhu cac

van dé xung quanh viéc Kiém thiz phan mém.

1.2. Kiém thir phan mém

1.2.1. Khai niém
Kiém thir phan mém 1 mot cudc Kiém tra duoc tién hanh dé cung cap
cho cé&c bén lién quan thdng tin vé chit luong caa san pham hoic dich vu
duogc kiém th [4]. Hiéu theo cach don gian hon, kiém thir phan mém 1a qué

trinh tim that bai hoac ching to viéc tién hanh cua phan mém 1a ding dan.
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1.2.2. Vai tro caa kiém thir phan mém
Kiém thir phan mém chiém mat vi tri quan trong trong viéc nang cao
chat luong ciing nhu d6 tin cdy cia phan mém trong qué trinh phét trién.
Hoan thanh vong quay “dua 16i vao — tim 16i — khir 13i di” cua quy trinh kiém
thir phan mém sé& thu lai dugc nhiing cai tién dang ké cho chéat luong san
pham phan mém. Viéc biét dugc san pham phan mém tdt téi mic nao trudc
khi dua vao sir dung s& han ché tdi da nhing rai ro gip phai trong qué trinh

phat trién phan mém.

Sura sai

Kiém thir

Hinh 1-1: Vong doi cua qua trinh kiém th.

1.2.3. Céc cap @d trong kiém thir phan mém
C6 rét nhiéu cach dé chia cap do kiém thir phan mém, nhung tuyu chung

lai & gom 4 cap do sau:

Kiém thir dom vi: Cap do nay chu yéu do lap trinh vién truc tiép thuc
hién. Phan mém khi phat trién s& bao géom nhiéu don vi chic ning (ham,
phuong thirc) hop thanh. Mdi 1ap trinh vién s& dam nhiém viéc phat trién mot
hay nhiéu don vi chirc niang. Kiém thir don vi chinh 1a viéc 1ap trinh vién sau
khi hoan thanh code don vi chitc nang cia minh s& tién hanh kiém thu chac

ning d6 mot cach cd 1ap nhiam phat hién ra I18i va khic phuc trudc khi tich
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hop Véi cac don vi chirc niang khac. Kiém thir don vi thuong duoc tién hanh

theo 2 giai doan: kiém thtr don vi tinh va kiém thir don vi dong.

Kiém thir tich hep: Sau khi kiém thir don vi duoc tién hanh bagi chinh
lap trinh vién viét ra né, cac don vi chirc ning s& duoc ghép lai v6i nhau dé
tao thanh hé théng day du va c6 thé 1am viéc duoc. Cac don vi chic niang hoat
dong tt khi ¢ trang thai doc 1ap riéng r&, nhung khi ghép lai s& c6 thé xuét
hién nhitng 16i vé giao dién hoic cho ra két qua khong dung khi phai st dung
dir liéu tir nhitng don vi chtc nang khac. D6 chinh 1a 1y do tai sao phai tiép
tuc kiém thtr dé phat hién ra nhiing 15i ké trén. Nguoi ta thuong chia buéc ké
tiép nay thanh 2 giai doan: kiém thir tich hop va kiém tha hé théng. G muc
kiém thtr tich hop, cac don vi chtc ning dugc két hop lai véi nhau va tién
hanh kiém thir chiing theo phuong phap ting dan dé dam bao cum cac don vi

chtic nang s& 1am viéc on dinh trong méi trudng thir nghiém.

Kiém thir hé thong: Sau khi tat ca cac don vi chic ning da duoc tich
hop lai v&i nhau tao thanh mot hé thdng hoan chinh, kiém thir hé théng sé
duoc thyuc thi dé dam bao san pham phan mém dap tng day du cac yéu cau
trong ban dic ta yéu cau phan mém. Pay 1a cong viéc ton nhiéu cong suc nhat
trong qua trinh kiém thir phan mém. Bdng thoi ciing sir dung nhiéu ky thuat
kiém thir khac nhau nhu: kiém thir giao dién nguoi ding, kiém tha chire nang,
kiém thir hiéu nang, kiém tha tinh dé& ding, v.v. dé hoan tat cong viéc kiém

thir trong cap do nay.

Kiém thir chap nhan: Khi kiém thir hé thong hoan tat, san pham phan
mém duoc coi nhu da sdn sang cho viéc dua vao sir dung thuc té. Ldc nay,
phan mém can duoc tién hanh cap do kiém thir cudi cing — kiém tha chap
nhan bai chinh khach hang hay nguoi sir dung phan mém. Tuy c6 phan tuong
tw nhu kiém tha hé théng nhung muc dich chinh cua kiém thu Chép nhan la
quyét dinh viéc dua vao sir dung chinh thic san pham phan mém. Nguoi ta
dwa trén céc sb liéu thdng ké thuc té vé chat luong, d6 tin cay caa phan mém

dé quyét dinh trién khai cho nguoi dung cudi. Kiém thir chap nhan thuong
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dugc thuc hién duéi hinh thic cho mot nhém ngudi dung tha san pham phan
mém dé phat hién cac 16i va nhan phan hdi tir nguoi ding. Trong dé, phién
ban alpha danh cho doi phét trién phan mém va phién ban beta duoc cung cp
cho nguoi st dung that dé dua ra dénh gia trong méi truong thuc té. O thoi
diém hién tai, kiém thir chap nhan duogc coi 1a cdp d6 quy chuan bat budc

khong thé thiéu trong quy trinh phét trién caa nhiéu san pham phan mém.

1.2.4. Quy trinh kiém thir phan mém
Kiém thar phan mém bao gdom nhiéu giai doan véi sy phdi hop cua nhiéu
bén lién quan cha khéng chi 13 mot hoat dong don 1¢. Chinh vi thé, can cé quy
trinh kiém thir phan mém dé 1am 16 cac cong doan, cac budc kiém thir, nguoi
chiu trach nhiém va khi nao viéc kiém thir dugc tién hanh trong toan bo quy
trinh phét trién phan mém. N6i cach khac, quy trinh kiém tha phan mém
chinh 1a chudi cac hoat dong duoc tién hanh dé thyc hién viéc kiém thir. Cac

giai doan trong quy trinh kiém thtr phan mém dugc biéu dién téng quat bang

so dd sau:
Phan tich
Yeu caul | an ké hoach
kiem thur Tao ca
KiEm thi a5 gat moi
truong kiem thir -
Thuyc hién
kiém thur
bong chu
trinh kiem

Hinh 1-2: Quy trinh kiém thiz phan mém.

e Phan tich y&u cau: Nhém kiém thir s& twong tac véi cac bén lién quan
dé hiéu rd nhitng yéu cau cu thé can cho viéc kiém tha. Céc yéu cau co
thé 1a chirc nang (xac dinh phan mém can phai 1am nhitng gi) hoic phi
chtic nang (hiéu ning, tinh bao mat hé théng, mau sac, v.v.)

> Hoat déng cu thé:

= Xac dinh loai kiém thir s& thuc hién.
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= Téng hop chi tiét vé& va mic do tap trung th ty wu tién.
= Chuan bi RTM (Requirement Traceability Matrix — mot tai liéu
dudi dang bang str dung dé theo ddi cac yéu cau cua khach hang
va kiém tra xem céc yéu cdu nay di dugc dap ung day du hay
chua)
= Xac dinh méi trudng kiém thu.
= Phan tich kha ning str dung kiém thir tu dong.
» Tai liéu sur dung:
= RTM.
= BAo c4o vé kha nang st dung kiém thtr tw dong (néu can).
e Lén ké hoach kiém thir: Con duogc goi bang tén khéc 14 1én chién luoc
thir nghiém. O giai doan nay, truong nhom kiém thir s& du toan chi phi
cho duy an cling nhu chuan bi ké hoach kiém thtr.
> Hoat dong cu thé:
= Lya chon cong cu kiém thir (test tool).
= Lén ké hoach vé nhan su va an dinh vai tro trach nhiém cho ting
ngudi trong nhom.
= Phd bién cho moi nguoi trong nhém kiém thir vé yéu cau dy én.
> Tai liéu s dung:
= Ban ké hoach kiém thtr.
e Tao ca kiém thir: Giai doan nay can phai tao, xac minh, kiém tra lai
cac ca kiém tha. Dir lieu kiém thir cling duoc tao va xac dinh trong giai
doan nay.
> Hoat déng cu thé:
= Tao ca kiém th.
= Xac minh, kiém tra lai cac ca kiém thu.
= Tao dit liéu kiém thur.
» Tai liéu s dung:

e Cakiém thir.
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= Dit ligu kiém thir.
e Cai dit méi trwong kiém thir: Moi truong kiém thir quyét dinh boi
cac diéu kién phan cang va phan mém trong tung du an. Thiét 1ap moi
truong kiém tht c6 thé thuc hién song song véi giai doan sinh ca kiém
ther va 1a mot tiéu chi quan trong trong qué trinh kiém tht. Tuy nhién,
nhom kiém thir cd thé khdng can tham gia vao giai doan nay néu da co
cac bén lién quan khéac hd trg, nhiém vu caa nhém kiém tht chi 1a yéu
cau moi truong Kiém thir can thiét.

> Hoat dong cu thé:

= Hiéu duogc kién tric yéu cau, thiét lap moi truong va chuan bi

danh sach y&u cau vé phan cang va phan mém cho moéi truong thir
nghiém.

= Thiét lap moi truong kiém thir.
e Thuc hién kiém thir: Nhom kiém tha thuc hién kiém tha theo ké
hoach va danh sach ca kiém thar da chuan bi tir giai doan trudc. Cac 16i
phét hién & giai doan nay s& dugc théng bao lai cho nhém phét trién phan
mém dé chinh stra va thuc hién kiém thi lai.

> Hoat dong cu thé:

= Thuyc hién kiém thir theo ké hoach.

= Lam tai liéu vé két qua kiém thir, cap nhat lai cac 15i trong ca kiém thir.

» Kiém thu lai cac 16i da dugc chinh sua.

= Kiém tra dé dong 1di.

» Tai liéu s dung:

= Ca kiém thu (cap nhat két qua).

= B&o c4o 1oi.
e Péng chu trinh kiém thir: Nndm kiém thir s& hop, thao luan va phan
tich nhitng bai hoc rat ra sau qué trinh kiém thi, dua ra chién lugc cho
nhitng 1an kiém thir ké tiép hoac chia sé kinh nghiém cho nhiing du &n

tuong tu.
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> Hoat déng cu thé:

= Panh gia viéc hoan thanh quy trinh kiém thtr dwa vao thoi gian,
murc 6 bao phu, chi phi va chat lugng.

» Chuén bi dit liéu dua trén cac tiéu chi trén.

» Chuéan bi b4o cao két thic kiém thur.

= Béo co chét luong san pham cho khach hang.

= Phan tich két qua kiém tha dé tim ra sy phan bé 16i theo loai va
mtrc d6 nghiém trong.

» Tai liéu sur dung:

» B4o céo két thac kiém thur.

1.2.5. Phan loai kiém thir phan mém
C6 2 cach co ban dé xac dinh cac ca kiém thir 1 kiém thu tinh va kiém

thir dong.

e Kiém thir tinh: 1a mot hinh thac caa kiém thir phan mém ma khong
can thuc thi chuong trinh. Pidu ndy nguoc véi thir nghiém dong. Cong
viéc chu yéu 1a kiém tra tinh ding din caa md lénh, thuat toan hay tai
liu. Pay 1a loai kiém thtr duoc thuc hién bai 1ap trinh vién. Li dugc
phat hién bang kiém thir tinh it ton kém dé sta chita hon so véi 16i phat
hién bang kiém thar dong sé duoc dé cap dudi day. Cac lap trinh vién co
thé trao d6i ma ngudn chéo nhau hoic 1am viéc mot cach doc lap dé thyc
hién kiém thu tinh.

e Kiém thir dong: Lién quan dén viéc thuc thi chuong trinh dé phat hién
cac 15i, that bai cd thé ¢ cua chuong trinh hay tim ra cac van dé vé hiéu
nang hé théng. Viéc thyuc thi chuong trinh trén tit ca cc dir liéu dau vao
la khdng thé nén ta chi cd thé chon maot tap con céc dit lidu dau vao dé
thuc thi hay noi cach khac 1a sinh ra céac ca kiém thie. Trong kiém thi
dong, ngudi ta chia 1am 2 ki thuat: kiém thir hop trang (kiém thir cdu

trdc) va kiém thir hop den (kiém thtr chie nang).
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- Kiém thir hép tring: 1a k§ thuat kiém thir dwa vao thuat toén, cau
trdc ma ngudn bén trong cta chuong trinh véi muc dich dam bao rang
tAt ca cac cau lénh va diéu kién s& duoc thuc hién it nhat mét lan.
Nguoi kiém thi truy cap vao ma ngudn chuong trinh va kiém tra nd,
ldy d6 lam co so dé thyuc hién viéc kiém thir. Kiém thir hop trang bao
goém céc cong viéc co ban: Kiém thir dudng dan, kiém thir ludng diéu
khién, kiém thir ni bo (xac nhan cac tham sé, vong lap), kiém thu
tinh nang (kiém tra thoi gian xir ly, dit liéu cy thé). Tuy nhién, viéc
kiém thtr hop trang ton tai kha nhiéu han ché nhu: khong thé dam bao
rang chuong trinh d3 tuan theo dac ta, khd phat hién duoc cac 16i do
dir liéu, thiéu duong dan, v.v. Nhu vay, khdng thé chi s dung kiém

thir hop trang dé kiém thir chuong trinh.

bac ta Chuong trinh

Hinh 1-3: Xdc dinh ca kiém thir véi kiém ther hép trang.

- Kiém thir hop den: La k¥ thuat kiém thir dya trén dau vao va dau ra
ciia chuong trinh ma khéng quan tdm t&i ma ngudn bén trong duoc
viét ra sao. Véi ky thuat nay, kiém thir vién xem phan mém nhu 1a
mot hop den. Bé thyuc hién, kiém thir vién s& xay dung cac nhom gia
tri dau vao sao cho ching c6 thé thuc hién day du cac chic nang can
c6 cua chuong trinh. Kiém thir hop den sir dung cac phuong phap:
phan tich gié tri bién, kiém thir tinh bén viing, kiém tht treong hop
xau nhat, kiém thir phan 16p tuong duong mién dir liéu dau vao, dau

ra, kiém thu gia tri dac biét, kiém thir dua trén bang quyét dinh. Tét ca
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cac phuong phéap trén déu duwa trén thong tin xac dinh vé cac thanh
phan dang dugc kiém thir.

Dit liéu dau ra

»
»

Dir liéu dau vao

[
»

[
»

[
»

[
»

Hinh 1-4: Minh hog ky thudt kiém thi hép den.

Cho t&i nay, viéc xac dinh ky thuat kiém thir nao 1 tét hon trong 2 k¥
thuat: kiém thir hop den va kiém thir hop trang van con 1a mét dau hoi 16n.
Biéu dd Venn sau day s& gilip hinh dung khai quéat vé mdi lién hé gitra kiém

thir hop den va kiém tha hop trang trong thuc té kiém thir hién nay.

Kiém thir hop den  Kiém thir hop tring
Hinh 1-5: Biéu dé Venn nguon cac ca kiém tht.

Trudc hét can khang dinh muc dich cua hai ki thuat trén déu 1a dé xac
dinh ca kiém thir. Trong khi kiém thir hop trang chi dung dac ta dé xac dinh
ca kiém thir, thi kiém thtr hop den lai ding ma ngudn chuong trinh dé lam co
s& xac dinh ca kiém tha. Trong phan trinh bay chi tiét vé hai ky thuat da noi ¢
trén déu cho thay khéng co6 ky thuat nao 1a du tét hoan toan. Cu thé: Néu tat
ca cac hanh vi dugc néu trong ban dic ta yéu cau phan mém van chua dugc
cai dat thi kiém thir hop trang s& khdng thé nhan biét duoc diéu d6. Hay néu
cac hanh vi da dugc cai dit trong chuong trinh nhung lai chua c6 trong ban

dac ta yéu cau phan mém, kiém thir hop den dudng nhu bét luc trong truong
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hop nay. Qua biéu d6 Venn, ta cé thé khang dinh: viéc két hop khéo 1éo ca hai
ki thuat kiém tht trén s& dem lai mot két qua tét nhat trong kiém thir phan
mém. Thuc hién song song kiém thir hop den va kiém thir hop tring s& han
ché toi da cac khiém khuyét co thé bi bo sét. Tuy nhién, néu biét duoc loai 15i
nao hay mic phai hoic nhitng sai lam thuong thay trong du 4n dang duoc
trién khai, ta hoan toan cé thé chon k§y thuat kiém thtr thich hop cho tung ca
kiém thir. Kinh nghiém cua kiém thar vién s& dugc phét huy trong nhiing

truong hop nay.

1.2.6. Cac mire dd nghiém trong cia 16i

Chuong trinh mot khi da xuét hién 18i déu kéo theo nhitng hé luy nghiém
trong. Mot trong nhitng cach phan loai mic do nghiém trong cua 16i thuong
duoc su dung 13 dua trén tan suat xuat hién: chi mot 1an, thinh thoang, xuét
hién lai hay lap di 1ap lai nhiéu lan. Viéc phan loai mac d6 nghiém trong cua
15i s& gilp kiém thir vién ciing nhu 1ap trinh vién y thic dugc dau 1a 16i can
duoc giai quyét trudge, nham giam thiéu tdi da nhiing ton that vé chi phi va
nang cao chat luong cho san pham phan mém. Hinh 1.6 dudi diy minh hoa

cac muc do nghiém trong cua 16i dya trén d6 nghiém trong va hau qua.

1 | Nhe Ldi chinh ta

2 | Vua Hiéu lam hoac thira thong tin

3 | Khé chiju Tén bi thiéu, cut chir hoic hoa don co gié tri 0.0 dong
4 | Buc minh Mot vai giao dich khong dugc xir ly

5 | Nghiém trong Mat giao dich

6 | Rat nghiém trong Xt ly giao dich sai

7 | Cuc ky nghiém trong | LAi rat nghiém trong thudng xuyén xay ra

8 | Qua quat Huy hoai co so dit liéu

9 | Tham hoa Hé thong dirng hoat dong

10 | Dich hoa Tham hoa chuyén sang muc lay lan

Hinh 1-6: Bdng phan logi mize dé nghiém trong cua loi.
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1.2.7. Ca kiém thir

Ca kiém thtr 13 mot khai niém khong thé thiéu trong kiém thir phan mém.
Theo ISTQB “ca kiém thir 1a mét tap hop céc gia tri dau vao, tién diéu kién,
cac két qud mong doi va diéu kién két thiic, diroc xay dung cho muc dich hodc
diéu kién kiem thir riéng biér dé kiém tra tinh diing ddan cia chwong trinh V6i
yu cau cua bdn dac ta yéu cau phan mém” [5]. Hay néi cach khac, ca kiém
thar mo ta dix liéu bao gdm: dau vao, hanh dong hoic sy kién va két qua dau ra
mong doi (expected results) dé xac dinh liéu 1 ang dung, hé théng phan mém
hoac mot trong cac tinh nang ctia nd ¢ hoat dong dung nhu mong mudn hay

khong.
CAu tric ctia mot ca kiém thtr thong thuong bao gom:

e Test case ID: Xac dinh s6 luong truong hop can kiém thu.

e Function (Chizc néing): Céc function c6 thé dugc chia nho dua
theo chirc ning cua hé thdng nham gilp ca kiém thir tré nén rd
rang hon.

e Pre-condition: Piéu kién dau vao cua ca kiém thu, vi du nhu khi
thuc hién kiém thir form ding nhap, pre-condition s& 1a form ding
nhap phai duoc hién thi ra.

e Test Data: Dit liéu dau vao can chuan bj truge khi kiém thi.

e Test Steps: M0 ta chi tiét cac budc thuc hién kiém thr.

o Expected Results: Két qua mong doi sau khi thuc hién cac budc
kiém thu.

e Actual result: Mo ta két qua thuc té khi thuc hién kiém thir trén
mdi truong cua hé thong. Actual result thudng bao gom ba gia tri:
pass, fail va pending.

e Comments: C6 thé chtra screen shot hoac thdng tin lién quan khi

thuc hién ca kiém thu.
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Ngoai ra cd thé c6 thém mot sé cot nhu: Designed by (ngudi thuc hién
kiém thir), Execute Date (ngay thuc hién kiém thir), v.v. Mic do chi tiét cua

ca kiém thu s& phu thudc vao tirng du &n va quy mé caa cdng ty san xuat phan

mem.
Test Case #: 2.2 Test Case Name: Change PIN Page: 10of 1
System: ATM Subsystem: PIN
Designed by: ABC Design Date: 28/11/2004
Executed by: Execution Date:

Short Description: Test the ATM Change PIN service

Pre-conditions

The user has a valid ATM card - The user has accessed the ATM by placing his ATM card in the machine
The current PIN is 1234

The system displays the main menu

Step | Action Expected System Response Pass/ | Comment
Fail
Click the ‘Change PIN' button | The system displays a message asking the user to enter the new PIN
2 | Enter 5555 The system displays a message asking the user to confirm (re-enter)
the new PIN
3 | Re-enter 5555 The system displays a message of successful operation
The system asks the user if he wants to perform other operations
Click "YES' button The system displays the main menu

5 | Check post-condition 1

Post-conditions
1. The new PIN '5555" is saved in the database

Hinh 1-7: Minh hoa mdu ca kiém thir don gidn.
Mot ca kiém thir duoc cho 1a hiéu qua khi:

e Duya vao ca kiém tht cd thé tim thay 13i.

e Tim dugc nhiéu 16i kho phat hién.

e Chi ra duoc nhirng diém ban d¢au ma khi thuc hién kiém thir khong
tim ra véan dé.

e Ca kiém thir can c6 nhitng budc thyc hién kiém thu (Test steps)
don gian, minh bach, dé& hiéu.

e Cac truong hop thir nghiém nén cé gié tri, tom tat va ngan.

e Céc ca kiém thir nén cd su lién két: Mdi ca kiém thir can duoc
danh s6 thir tu (Test case 1D) dé dam bao ca kiém thtr d3 bao phu

100% ban dic ta yéu cau phan mém.
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e Ca kiém thtr c6 thé bao tri: Nén viét ca kiém thir sao cho khi c6
thay doi, chinh stra thi cac bén lién quan c6 thé dé dang nhan thay
duoc su thay d6i do.

e Ca kiém thtr c6 tinh tng dung cao.

TOm lai, ca kiém thtr dugc viét ra dé kiém tra hoat dong cua cac chirc
nang c6 ding nhu mong mudn trong ban dic ta yéu cau phan mém hay khong.
Khi viét ca kiém thir nén ¢ ging viét don gian, dé hiéu nhung phai dy du

cac dit liéu chuan can c6 cia mét ca kiém thur.

1.2.8. Kiém thir tw ddng
Kiém thir ty dong 1a qua trinh kiém tra mot hé thong nao d6 bang céc

cdng cu tu dong hod vai dir liéu dau vao va dau ra da duoc xac dinh.

Cong viéc kiém thir thuong chiém tir 11% - 40% chi phi cho qua trinh
phat trién phan mém [6]. Hon nita, cac dy an phan mém déu mong mudn
giam chi phi vé thoi gian, nhan luc ma van dem lai hiéu qua cao, chat luong
t6t. Do chinh 1a 1y do kiém tht tu dong dugc ap dung rong réi trong cac quy

trinh phat trién phan mém ngay nay.

Kiém tht tu dong dac biét phat huy tac dung trong cac truong hop kiém
thir lap di 1ap lai, kiém tha hoi quy hay céac ca kiém tha cé gid tri dit liéu dau
vao rat Ion khién cho viéc kiém tht tha cdng gap nhiéu kho khan. Di véi céc
truong hop kiém thi 1ap di 1ap lai, néu thuc hién thu cong s& gay ra su nham
chan cho nguoi kiém thu, dan t6i nang suit lao dong kém. D6 1a chua ké téi
viéc lap di 1ap lai quy trinh mot céch thu cong hoan toan c6 thé dan téi sai sot.
Nguoc lai, néu thay bang kiém thu tu dong, du cé lap di 1ap lai bao nhiéu
lan thi ciing cho ra thao tac va két qua chinh xac. Diéu nay giup ching ta
tranh duoc nhiing rui ro khong dang c6 va giam dang ké thoi gian cho

viéc kiém thir.
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Mot s6 cdng cu kiém thir tu dong phd bién hién nay:

e Selenium: COng cu Kiém thir phan mém ma ngudn mé hd tro kiém
thir tw dong cho cac tng dung Web. Selenium cung cap chirc ning
ghi tw dong va phat lai, hd tro hiru ich cho kiém tha hoi quy. Diém
manh cua Selenium 12 hd trg nhiéu nén tang khéc nhau, tich hop
vao cac trinh duyét phd bién hién nay, c6 thé thuc hién nhiéu ca
kiém tht cung lGc, ¢6 kha ning luu cac ca kiém thir dé sir dung lai
khi can va cho phép nguoi dung chén chu thich & gitra kich ban
kiém thir dé hiéu rd hon noi dung kiém thir. Selenium ciing hd trg
mét luong 1on cac ngdn ngit 1ap trinh Web phé bién hién nay nhu
C#, Java, Perl, PHP, Python, Ruby, v.v. Selenium cd thé két hop
véi mot sé cong cu khac nhu Bromien va Junit nhung véi nguoi
dung thong thuong chi can chay tu dong ma khéng can cai thém
cac cong cu hd tro. Selenium hién nay dang duoc cong dong déanh
gia 1a mot trong nhitng cdng cu tét nhat cho kiém thir ty dong cac
ung dung Web.

e QTP (HP UFT): Puoc sir dung rong rai dé kiém thir chire nang va
hoi quy. QTP sir dung khai niém kiém thu tir khod dé don gian
hod viéc tao va bao tri ca kiém thir. Cong cu nay hd tro méi truong
NET va ¢6 co ché xac dinh d6i twong kiém thir tét. Boi véi nhiing
kiém thar vién khéng theo nganh ki thuat van co thé sir dung d&
dang cong cu nay.

e Rational Function Tester: La 1 cong cu kiém tra tu dong huéng
d6i twong cd kha nang tu dong kiém tra di liéu, kiém tra giao
dién, va kiém thir hdi quy. Rational Function Tester hd tro rat
nhiéu giao thirc va ung dung nhu Java, HTML, NET, Windows,
Visual Basic, v.v. Cong cu nay ciing hd tro ghi va phat lai céac
hanh d6ng theo yéu cau. N6 cho phép cac nha phét trién tao ra cac

kich ban lién quan dén tir khoa dé c6 thé duoc tai st dung. Bo bién
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tap Cong cu Java Developer Toolkit cua Eclipse tao diéu kién cho
kiém thtr vién tao ma thir nghiém cac doan méd trong Java voi
Eclipse.

e WATIR: La mot phan mém kiém tra ma nguon ma dé kiém thir hoi
quy. Watir hd trg nhiéu trinh duyét trén nhiéu nén tang khéac nhau.
Dong thoi ciing st dung mot ngdn ngit kich ban hién dai c6 day du
c4c tinh ning. Diém manh cua Watir 1 hd trg tng dung Web duoc
viét bai bat ky ngdn ngit nao.

e SilkTest: Silk Test duoc thiét ké dé thuc hién kiém thi chirc ning
va hoi quy. N6 12 mot ngdbn ngir hudng dbi tugng giéng nhu C++.
SilkTest sir dung cac khai niém vé dbi tuong, céc class va su ké
thira. N6 chuyén d6i cac lénh script thanh cac lénh GUI. Trén
cling mot may, cac 1énh cd thé duoc chay trén mot may tir xa hoic
may chu. Silktest c6 thé xac dinh chuyén dong cua con chudt cling
véi cac phim bam. N6 c6 thé sir dung ca phuong phéap ghi va phét

lai hodc cac phuong phap 1ap trinh mé ta.

DU ¢6 rat nhiéu wu diém vé mat thoi gian thuc thi nhung kiém thir ty
dong ciing khdng thé thay thé hoan toan qua trinh kiém tha cua con nguoi. Dé
thuc hién kiém thir te dong, trude hét van can ban tay con ngudi thiét 1ap thao
tac cho cong cu hay cac doan kich ban may tinh dé thuc thi. Déi vai nhitng ca
kiém thtr chi thuc hién s it 1an thi viéc mat thai gian tao kich ban kiém thu tu
dong 1a khong can thiét. Chua ké téi nhitng ca kiém thir voi dac th riéng biét
ma kiém thar tu dong khong lam dwoc. Thém vao d6, khong phai cong cu
kiém thir ty dong nao ciing mién phi va dé st dung hay dwa vao trién khai
rong réi.

1.2.9. Nguyén tic quan trong trong kiém thir phan mém

C6 thé hiéu nguyén tic 1a nhitng quy dinh ma ching ta phai tuan theo.

Trong kiém thir phan mém, viéc theo dudi nhitng nguyén tac 1a diéu can thiét

gitp ching ta phat trién hé thong mot cach tét nhat. Ngudi ta dua ra 7 nguyén
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tac kiém thtr quan trong cd thé dua vao chung dé tiét kiém thoi gian, cong suc
va chi phi phat trién [5]. Cu thé:

1) Kiém the chi ra 16i: Kiém thir c6 thé phét hién ra 13i caa phan mém,
nhung lai khdng thé chitng minh phan mém hoan toan khéng c6 15i.
Thuc té cho thay, ngay ca khi kiém thir mot cach nghiém ngat phan
mém van cd thé xuat hién 13i. Vi vay, can phai tim dugc ra cang nhiéu
15i cang tét.

2) Kiém thit can kiét 14 khong thé: Do chinh 1a viéc ching ta khong thé
kiém tra vai moi dit liéu dau vao, dau ra véi toan bo céac kich ban caa
mot phan mém. Hay ndi cach khac, kiém tra moi thar trong chuong
trinh mot cach tron ven 1a diéu khdng thé 1am duoc. Tuy nhién, co thé
phéan tich rai ro va dua trén miac d6 uvu tién thong qua cac mic do
nghiém trong cua 13i phan mém dé kiém thir mot sé chirc ning chinh,
thiét yéu cua phan mém.

3) Kiém thi cang sém cang tét: Chi phi cho viéc khac phuc, sta 16i & ty
1& thuan voi thoi gian phat hién ra 16i d6. Khong it phan mém khi
chuan bi giao cho khach hang mai phét hién ra 15i xuat hién ngay tir
ban dic ta yéu cau phian mém hay ban phan tich thiét ké hé théng.
Piéu nay gay ra nhiing thiét hai khéng nho cho qué trinh phét trién
phan mém. Vi vay, kiém thtr phan mém ngay tir nhitng giai doan dau
cua quy trinh phat trién 1a diéu hét suc can thiét.

4) Xac dinh vi tri tdp trung 16i: Ldi thudng tap trung nhiéu & nhiing chirc
nang chinh cua phan mém. Do d6, tap trung tim ra 13i & nhiing chic
nang nay s& gidp giam thiéu thoi gian kiém thir. Pay 1a mot trong
nhitng cach co ban va hiéu qua nhat trong kiém thir phan mém.

5) Nghich Iy thugac trir sau: Dit liéu cia mot hé thdng thay doi lién tuc va
thuong xuyén xuat hién nhitng hanh vi mai tir phia nguoi ding. N6
gidng nhu viéc sir dung mot loai thudce trir sdu trong nhidu mua vu ma

khong dé y téi su phat trién da dang cua sau bo. Vi vay, néu gitr

Vi Cong Minh — CT1801 30



Kiém thir tng dung trén nén Web bang cong cu Selenium

nguyén ca kiém thu cii trong thoi gian dai, ching ta khdng thé tim ra
15i méi phét sinh. Viéc xem xét va thay d6i cac ca kiém thir thuong
xuyén 1a diéu can thiét.

6) Kiém thu phu thugc vao nga canh: Nguyén tic nay dé cap téi viéc tiép
can kiém thir theo nhiéu ngit canh khac nhau. Dién hinh nhu viéc kiém
ther tng dung Web va kiém thu trén thiét bi di dong khong thé ding
chung mét chién luoc kiém thir. M&i méi trudong Kiém thi s& ¢6 nhiing
dic trung riéng va d6 1a 1y do tai sao can xac dinh viéc kiém thi theo
ngtt canh cho phu hop.

7) Phan mém c6 14i bang 0: Viéc khdng tim thay 15i khong c6 nghia 1a
khong ton tai 16i trong phan mém. Ching ta chi ¢d thé han ché toi da
15i ¢6 thé gap phai cha khdng thé triét tiéu toan bo 16i c6 thé gap phai.

Dua theo 7 nguyén tic trén day gitp ching ta co cai nhin tdng quat vé

kiém thtr phan mém ciing nhu danh gia dugc tinh hiéu qua cua hoat dong

kiém thir dang trién khai.

1.3.Céc ky thuat xac dinh ca kiém thir

Trong qué trinh kiém thir phan mém s& nay sinh vo s trudng hop can
phai xét tgi. Tuy nhién, vi yéu t6 chi phi, thoi gian phat trién du 4n nén nguoi
kiém thar khong thé tién hanh kiém thir hét toan bo cac gia tri dau vao (Input).
Ldc ndy, viéc xac dinh tap cac ca kiém thar dic trung s& xay dung sao cho c6
thé bao phu dugc tdi da cac truong hop 1a diéu v cling can thiét. Phan nay
cuia d6 an s& dé cap tgi mot sb ky thuat xac dinh ca kiém thar nham giai quyét

van dé ké trén.
1.3.1. Ky thuat phan vung twong dwong
K§ thuat phan viing twong duong c6 dic diém la:
e Chia mién dir liéu dau vao ciia mot chuong trinh thanh cac ving

dir liéu twvong duong nhau.
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e Tat ca cac gia tri trong mot ving tuong duong sé& cho ra két qua
dau ra giéng nhau.
e CO thé chon ra mot gia tri dai dién trong mot ving tuong duong dé

tién hanh kiém thu.

Vung tuong
duong 1

:>L )_' Vung tuong
\_j duong 2
\ Vung tuong

duong 3

Hinh 1-8: Minh hoa ky thugt phan vung twong duong

Viéc thiét ké ca kiém tha bang ki thuat phan 16p tuwong duong dua trén
nguyén tic xac dinh sé ving twong dwong hop 1é Va sé ving twong dwong
khong hop lé.

Vi du, truong hop kiém thir mot 6 textbox chi cho phép nhap vao sé ky
tu trong khoang [5 - 30]. Ap dung nguyén tic xac dinh sé vung tuong duong

ta s& cO cac ca kiém thir sau:

e Nhap vao mot gié tri trong vung twong dwong khong hop 1é thu
nhat: Nhap 4 ky ty.
e Nhap vao mot gia tri trong vung twong dirong hop Ié: Nhap 6 ky tu.
e Nhap vao mot gié tri trong vung twong dwong khong hop 1é thu
hai: Nhap 31 ky tu.
Nhu vay véi ki thuat trén, kiém tha vién da rat ngin duoc sb ca kiém
tha can sinh ra so véi viéc phai kiém thir toan bo céc gia tri dau vao.
1.3.2. Ky thuat phan tich gia tri bién
Phan tich gié tri bién tap trung vao céc gia tri tai bién caa mién xac dinh

dé xay dung ca kiém thir. Muc dich 13 tim ra 13i c6 thé xay ra ¢ gan cac gia tri
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bién nay. Phan tich gia tri bién chinh la truong hop dac biét cua ki thuat phan
ving twong duong. Duya trén nhiing ving gia tri twong duong, kiém thir vién

s& xac dinh gia tri bién gitta nhitng ving nay va thiét ké ca kiém thu phu hop.

Or="
—> Gié trj bién
NS

Hinh 1-9: Minh hea ky thugt phéan tich gia tri bién.

Véi ky thuat phan tich gia tri bién, kiém the vién can chl y téi mot sb
gia tri sau dé sinh ca kiém thu:
e Gi4tri nho nhit.
e Giatri gan ké 16n hon gia tri nho nhat.
e Giatri gan ké nho hon gia tri nho nhat.
e Gia tri binh thuong.
e Giatri gan ké nho hon gia tri 16n nhat
e Giatri I6n nhit.
e Giatri gan ké 16n hon gia tri 16n nhat
Vi dy: Kiém thir mot textbox nhap tudi cho phép nhap gié tri sé trong
khoang [0 - 150]. Vay c6 thé sinh ra cac ca kiém tht cho truong hop nay theo
k§ thuat phan tich gia tri bién nhu sau:
e Giatri nho nhat: 0
e Giatri gan ké 16n hon gia tri nho nhat: 1
e Giatri gan ké I6n hon gia tri nho nhat: -1
e Gia tri binh thuong: 70
e Giatri gan ké nho hon gia tri 16n nhat: 149
e Giatrj 16n nhat: 150

e Giatri gan ké 16n hon gia tri 16n nhat: 151

Vi Cong Minh — CT1801 33



Kiém thir tng dung trén nén Web bang cong cu Selenium

Nhu vay, c6 thé thiy phan tich gia tri bién Ia k§ thuat bo sung cho ki
thuat phan ving twong duong, gidp kiém thir vién sinh ca kiém thir dé kiém
tra cac gia tri tai bién.

1.3.3. Do4n I0i

Mot ky thuat thiét ké ca kiém tha Khac 12 dodn 161. Kiém thir vién phong
doan 15i dya trén truc giac va kinh nghiém caa minh, tir d6 liét ké cac truong
hop cd thé xay ra I8i va sinh ca kiém tht. Kho c6 thé dua ra mot quy trinh cho
ki thuat kiém thir doan 15i vi n6 ¢ tinh truc giac cao va khong thé du doan

trudc.

Trong mét sb trudng hop, kiém thir vién c6 thé két hop vaéi 1ap trinh vién
dé tim ra nhiing trudng hop cd thé bi bo sot trong qua trinh viét dic ta yéu cau

phan mém va lap trinh.

1.3.4. Ky thuat chuyén trang thai

K§ thuat nay dua trén viéc quan sat, theo di qua trinh chuyén tir trang
thai nay sang trang thai khac khi c6 mot hanh dong xay ra trong chuong trinh
phan mém dé phat hién céc 15i c6 thé xay ra ma céac ki thuat trén cé thé bo
s6t. Vi du dién hinh cho k§ thuat chuyén trang théi 1a viéc kiém thtr chire niang
gid hang trong céc trang Web thuong mai dién ter. L3i c6 thé xuat hién mdi
khi thém san pham vao gio hang, x6a san pham khoi gio hang hay khi thanh
toan cac san pham trong gié hang d6. Cong viéc cua Kiém thir vién 1a xem xét
cac diéu kién trang thai, theo ddi qua trinh chuyén doi giita cac trang thai,
diéu kién nhap dau vao va cac sy kién kich hoat thay doi trang thai.

1.4. Két luan
Chuong 1 d3 trinh bay nhiing khai niém dé c6 cai nhin tong quét veé
nhitng van dé co ban xoay quanh phan mém va kiém tha phan mém. Céc van

dé cu thé bao gdom:

e Cac dinh nghia vé phan mém, kiém thir phan mém.

e Vai trd cua kiém thir trong qua trinh phét trién du &n phan mém.
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e Céc cap do trong kiém thir phan mém.

e Quy trinh kiém tha phan mém.

e Phan loai kiém thar phan mém.

e Liét ké cac muc do nghiém trong cua 1.
e Tong quan vé ca kiém thir.

e Vai trd cua kiém thir tu dong trong kiém thir phan mém hién nay.

e Trinh bay mot sé nguy@n tic quan trong trong kiém thir phan mém.

e Liét ké cé4c k¥ thuat xac dinh ca kiém th.
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CHUONG 2: KIEM THU UNG DUNG TREN NEN WEB

Kiém thtr tng dung trén nén Web 14 mot linh vuc phd bién trong nganh
kiém tht phan mém. Chuong thtr 2 cia do 4n s& di sdu vao tim hiéu khai
niém, cac cdng viéc cu thé khi kiém thir tng dung trén nén Web. Bong thoi,

trong chuong nay ciing sé gigi thiéu mot sé cong cu hd tro kiém thir img dung Web.

2.1. Khéai quat vé kiém thir ing dung trén nén Web
2.1.1. Khai quat
Khi mang Internet ngay cang phat trién, méi trudng mang dem dén nhiéu
co hoi kinh doanh, tiép can khach hang thi hién nhién viéc thiét ké website va
cac tng dung chay trén nén Web la can thiét dé chiém linh thi truong. Cac
tng dung Web phat trién va déng vai trd to 16n trong viéc két néi, trao doi

thong tin cua nhiéu doanh nghiép.

Muén ¢6 duogc su thanh cong ké trén, trude hét cac ung dung chay trén
nén Web phai cé chat lugng tét, hiéu ning cao, chua ké tdi cac yéu té vé giao
dién, trai nghiém nguoi dung, v.v. Ngoai ra, chung ta déu biét tng dung trén
nén Web c6 nhing dic thi khac biét hoan toan so véi tng dung di dong, tng
dung desktop, v.v. Ung dung trén nén Web khéng giéi han chi ¢ dién thoai
théng minh, may vi tinh hay may tinh bang, ma duoc thiét ké dé chay trén
nhiéu nén tang khac nhau. Mdi nén tang lai c6 nhiing yéu cau riéng vé cau
hinh, d6 phan giai, dic thd thao tac, v.v. D6 chinh 1a nhitng véin d& Ion dit ra
cho cé&c nha phat trién phan mém trong viéc dam bao chit luong cho céc tng
dung trén nén Web khi phai chay trén da nén tang. Vi thé can phai dua ra mot
chién lugc hiéu qua cho kiém thir, tranh nhiing rai ro, nang cao chat luong cho ting
dung Web.

2.1.2. Cac loai wng dung Web
e Ung dung Web tinh: La loai (ng dung Web hién thi it noi dung va
khong c6 tinh linh hoat. Ung dung Web tinh thuong chi duoc xay dung
tir HTML, CSS va Javascript. Do khong ¢ co so dit liéu va cong cu diéu
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khién noi dung gian tiép nén ngudi quan tri khdng thé tuy ¥ thay d6i noi
dung ma can cé kién thirc vé HTML, CSS co ban dé chinh sta. Biém
cong cua loai website nay 1a noi dung don gian, khdng mat nhiéu thoi
gian, cong strc dé xay dung do khong phai xir ly nhitng cau lénh phuc
tap. Tuy nhién, do khdng cé hé thng hd tro thay d6i noi dung nén viéc
cap nhat théng tin cho website gip rat nhiéu khé khan, tham chi phai bo
ra chi phi 16n khi thay d6i nhiéu 1an. Mét s6 vi du cho Web tinh 1a nhiing
trang gioi thiéu cong ty, to chac, san pham, khoa hoc it c6 nhu cau cap

nhat thong tin, v.v.

e Ung dung Web ddng: So véi web tinh thi Web dong phuc tap hon vé
mat ky thuat khi xay dung. Web dong st dung co so di liéu dé hién thi
noi dung cling nhu cho phép nguoi dung tuong tac duoc voi ndi dung do.
Web dong duoc chia 1am 2 phan 1a back-end (danh cho ngudi quan tri
Web thay doi, cap nhat noi dung) va front-end (danh cho ngudi ding
truy cap). Hién nay c6 rat nhiéu ngdn ngi lap trinh duoc str dung dé xay
dung Web dong nhu Java, PHP, ASP.NET, VB.NET, Ruby, V.v. DBdi véi
Web dong, viéc cap nhat noi dung la rat don gian va dé dang. Khong
nhitng thé, mot sé hé thdng 16n hién nay con cho phép ngudi quan tri c6
thé thay doi giao dién Web trén trang quan tri ma khong can phai can
thiép truc tiép vao ma nguon. Do 1a nhitng ly do khién cho Web dong

duoc st dung phd bién hon Web tinh.

2.1.3. Pic diém veé chit lweng cia mét ng dung trén nén Web
Trude day, kiém tha phan mém 1a linh vuc doc quyén cua cac tng dung
desktop. Tuy nhién, gio day n6 da trd thanh mot thuat ngit bao gdom mét loat
cac nén tang tir tng dung desktop, tng dung trén dién thoai théng minh, may
tinh bang cho dén tng dung chay trén nén Web. Mdi loai tng dung lai c6
nhitng dic trung riéng vé chat luong, do tin cay, chirc ning, méi trudng cai
dit, yéu cau ngudi dung, v.v. kéo theo viéc kiém thtr trén ting loai (ng dung

s& khac nhau. Chinh vi vay, mét chuyén gia vé kiém thir tng dung trén dién
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thoai thdng minh hay tng dung desktop chua chic da lam tét cdng viéc kiém

thir véi Gng dung trén nén Web. Nhitng su khac biét c6 thé ké dén sau day:

e Ung dung trén nén Web si dung trén nhiéu trinh duyét, kndng biét
trueéc moi truwong duyét Web cua nguwoi dung: Mot ung dung Web chay
tét trén trinh duyét Google Chrome nhung trén Mozilla Firefox hay
Safari thi c6 thé khong nhu y muén. D6 1a do mdi trinh duyét duoc xay
dung trén kién tric khac nhau. Ngay ca khi hién tai cac trinh duyét déu
dang cd gang dua ra chuin chung dé dé dang hon cho ngudi 1ap trinh,
nhung su khac biét khi khai chay ung dung trén nhiéu trinh duyét khac
nhau van gay ra nhiéu lo lang cho lap trinh vién va nguoi lam kiém thu.
D6 1a 1y do ching ta khong kho bat gap nhitng (ng dung chay trén nén
Web ghi chi thich “Website chay (twong thich) tot nhat trén trinh duyét
X v.v.”. Tuy nhién, cach lam nay khong that su hiéu qua khi nguoi dung
muén sur dung tng dung Web cua chlng ta lai phai cai dat trinh duyét
duoc khuyén nghi. Dé tranh cho su bat tién ndy doi hoi ngudi 1am kiém
thir phai trién khai ca kiém thir trén nhiéu trinh duyét khac nhau, kiém tra
d6 tuong thich va tim ra nhitng 16i dé lap trinh vién dua ra sy thay doi
cho phu hop véi moi trinh duyét.

e Ung dung trén nén Web thuong cé lwong truy cdp lon, nhiéu nguoi sie
dung trén cling mét thoi diém: Vai nhitng ung dung Web c6 lugng nguoi
truy cap trung binh hoic it thi diéu nay khéng xay ra van dé gi nghiém
trong. Nhung voi nhitng ung dung chay trén nén Web c6 lugng nguoi
truy cap 16n, thuc hién nhiéu thao tac truy van dit liéu cing ldc c6 thé s&
dan téi viéc server bi qua tai. Kiém thir hop trang phat huy hiéu qua rat
cao trong truong hop nay. Viéc kiém thir ma nguon chuong trinh sé& gidp
loai bo dugc nhiing dong lénh khong hop 1y, gay tiéu ton tai nguyén hé
thdng va gilp cho tng dung Web cd thé dap ung duoc luong truy cap 16n
cung lc tot hon. COng viéc nay ciing chinh 1a kiém tha hiéu nang, do

chiu 16i cua chwong trinh phan mém.
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e Sy phy thugc vao téc dé va sw 6n dinh cia dwong truyén Internet: Da
sb cac ung dung Web déu can sir dung mang Internet dé tai cac di liéu
vé, sau d6 hién thi 1&n trinh duyét. Néu tdc 6 duong truyén 6n dinh, viéc
duyét Web khong gy kho khan gi. Tuy nhién trén thyc té, toc d6 ciing
nhu sy 6n dinh vé duong truyén cia ngudi ding 1a rat khé doan biét, moi
khu vuc lai ¢6 su khac nhau vé duong truyén gay anh huong toi sy van
hanh cua tng dung Web. Chua ké t&i viéc mang c6 thé mat két ndi dot
ngot khi dang thuc hién thao tac truy van s& dan téi nhitng hau qua rat
kho Iuong néu kiém tha khong tét & cac truong hop nay, dién hinh nhu
c4c tng dung cho ngan hang, hé thdng ERP, phan mém phuc vu ké toan, v.v.
e Sy can thiét cua SEO Web: B4i véi rat nhiéu ang dung trén nén Web
viéc t6i uu SEO 1a mot yéu cau bat budc. Nguoi so hitu cac website déu
muén website dugc thang thir hang cao trén cac may tim kiém nhu
Google, Bing, v.v. gilp tng dung Web cua minh dugc nhiéu nguoi biét
tgi. Pay 1a mot diém manh gilp quang ba tng dung trén nén Web dé
dang hon so véi tng dung di dong hay trng dung desktop. Trong thuc
thé, ngoai kiém thir chire nang, hiéu ning, giao dién cho ang dung Web,
kiém thir vién con phai chu trong téi viéc kiém tra toi vu SEO cho tng
dung. Tuy nhién viéc téi wu SEO lai khéng hé dé& dang khi cac may tim
kiém thuong xuyén thay d6i thuat toan. Ngoai ra, né con lién quan toi

chat lwong ndi dung cua tng dung Web dé dugc may tim kiém chu y dén.

2.2. Cong viéc chinh khi kiém thir ¢ng dung Web
2.2.1. Kiém thir chirc ning
Kiém thir chtrc nang yéu cau kiém thir vién thuc hién kiém thir tit ca cac
link trong trang Web, dinh dang duoc si dung trong céc trang Web dé gui va
nhan cac thdng tin can thiét tir nguoi ding. Ngoai ra con cd két ndi co so dir

lieu, kiém tra cookie va xac minh HTML/CSS, v.v.
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e Kiém thir giao dién:

Trudce khi 14p trinh vién bét tay vao xay dung ma ngudn sé& ludn c6 mot
ban thiét ké Ul quy dinh giao dién cta ung dung Web. Mdi thanh phan
textbox, button, image, link va b cuc trén tng dung Web déu duoc chi ra mot
cach cu thé trong tai liéu ndy. Ban thiét ké Ul thuong s& kém theo file .PSD —
ban vé& giao dién cua ung dung Web sir dung phan mém Photoshop dé lap
trinh vién d& dang xay dung ciing nhu khach hang c6 thé biét trudc tng dung
ctia minh sé& hién thi ra sao. Pay ciing 1a tai liéu khong thé thiéu cho kiém thi
vién so sanh, ddi chiéu gitra thiét ké va noi dung thyc té caa tng dung hién thi

trén trinh duyét.

e Kiém thir céc lién két va menu:

Trong mot tng dung Web ¢6 2 loai lién két: lién két noi bo (internal
link) va lién két ngoai bo (external link). Ca 2 loai lién két trén déu can duoc
kiém tra xem ching c6 hoat déng khéng? C6 tro dén dia chi mong muédn
khong? Can dam bao rang cac lién két khong tu tré dén vi tri caa chinh no.
Ngoai ra ciing can xem xét thudc tinh “target” ctia cac lién két xem ching c6

hoat dong dung nhu ban thiét ké yéu cau hay khéng.

e Kiém thi cac form nhdp di liéu:

Can dam bao cac truong nhap liéu duoc thiét ké dung kiéu loai, c6 bo loc
kiém tra tinh dang dan cua dir liéu nhap vao (validation) trudc khi gir di
(submit) tranh viéc hacker c6 thé tan dung 16 hong SQL Injection tir chinh cac
form nhap liéu trén (ng dung Web. Ngoai ra ciing can dam bao sy toan ven
dir liéu trong qua trinh truyén tai théng tin tir trinh duyét téi server, nhat 1a doi

véi cac ing dung thuong mai dién tir, ngan hang, v.v.

e Kiém thi# 1i ¢l phap HTML/CSS:

O budc tiép theo, ngudi kiém thir can xac dinh cac thé CSS bi 15i hoac
c4c thudc tinh, id, class dugc viét trong thé HTML khong hop Ié hozc khong
thugc bat ky thé CSS nao.
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e Kiém thir cookie va session:

Kiém thir cac ung dung ding nhap trong phién bang cach cho phép va vo
hiéu hoa céc tap tin cookie. Cé thé thir dua 161 vao ung dung Web bang cach
sir dung mét tén mién khdng phu hop nhu ¢b tinh truyén sai, thiéu tham s6, v.v.
Ngoai ra, can kiém tra kha ning bao mat cua tng dung Web bang céch xda

c4c tap tin cookie cd chon loc khi kiém thtr.
e Kiém thir néi dung da ngon ngir:

Budc kiém thir nay dic biét can thiét véi nhitng tng dung Web hd tro da
ngdn ngir dé dam bao thong tin khi dich sang cac ngdn ngir khac nhau lubn

duoc sat nghia, khong bi tran dong khi dich, cac yéu t6 vé chinh ta duoc tuan thu.
e Kiém thi co sé diz lidu (database):
Kiém tra két ndi toi co so dit liéu va cac 13i truy van co thé gap phai,
dam bao dit liéu duoc cung cap chinh xac khi cac chirc nang xem thong tin,

thém, sura, X04, v.v. hoat dong.

2.2.2. Kiém thir kha ning sir dung

e Kiém thir ngi dung:

Chuing ta can dam bao ndi dung trong @ng dung duoc sip xép hop 1y va
dé hiéu véi nguoi dung, khéng mac céc 16i chinh ta, cac hinh anh hién thi
chinh xéc vé vi tri, kich thudc. Ngoai ra ciing can chd trong toi mau sac, font
chir ph hop voi moi ddi tuong st dung.

e Kiém the 16gic cac lién két va huwéng dan:

Péi v6i nguoi ding lan dau tién truy cap mot ang dung Web, ho ludn
gap nhitng khé khan nhat dinh trong viéc sir dung. Vi vay can kiém tra xem
cac hudng dan, lién két, thong bao da dugc bd tri day du trén ung dung hay
chua? Tuy nhién, viéc xuat hién qué nhiéu huéng dan, théng bao & moi noi

trén tng dung ciing khién nguoi ding rdi mét, khdng thoai mai khi sir dung.
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Tét nhat nén dam bao cac huéng dan, thong bao dua ra hét stc ngan gon

nhung du Y ngay tai noi ngudi ding c6 thé gap kho khan khi sir dung.
e Kiém thir van hod khu viee va doi twong sir dung:

Diéu nay bat ngudn tir dic diém riéng cua tung linh vuc (vi du y khoa
thuong ding mau sang dé thé hién su sach sg), hodc van hoa riéng ting khu
vuc (ngudi chiu A thuong chudng tdng mau néng va thiét ké cau ky hon chau
Au).

Thém vao d6, trong qué trinh Kiém tha phai luén bao dam rang chuan
thiét ké (ng dung Web cua minh ¢ thé duoc tim thay pho bién & nhiéu (ng
dung Web khac ctng loai. Vi du nhu button Pang nhap, Ping xuét thuong
nam & goc trén bén phai va menu chinh luén nam & trén cho tat ca trang Web
con. Néu mot ung dung Web trong linh vuc khoa hoc lai trinh bay bang font
chir cach diéu 10e loet, tiéu dé chay ngang doc, hoac mét tng dung Web danh
cho tré em lai chi dung 2 tong mau den trang budn té thi nén gop y voi bod

phan thiét ké.

2.2.3 Kiém thir s twong thich
Mét @ng dung Web thuong hd tro nhiéu thiét bi, méi trudng khac nhau.
Vi vay kiém thir d6 tuong thich cua tng dung Web 12 mot diéu khéng dé dang

khi cong nghé ciia cac nén tang thay doi qua nhanh chéng.
e Kiém thit rirong thich theo thiét bi, hé diéu hanh:

Khé ¢ ang dung Web nao chay hoan hao trén tat ca cac méi truong, vi
vay nguoi kiém thir can dat wu tién cho nhitng moi truong can hd tro dé tiét
kiém thoi gian cho viéc kiém thir.

C6 hai diéu can luu tAm nhat khi kiém thir kha nang tuong thich cua tng
dung véi thiét bi, d6 1a: khung hinh va kha nang hd trg cua thiét bi véi cac
phién ban HTML. Ngudi kiém thtr can truy cap tt ca cac noi dung trén ting

loai thiét bi, c6 thé xoay ngang, doc man hinh (ddi vai thiét bi di dong, may
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tinh bang) dé xem ung dung Web dugc hién thi nhu thé ndo, chay thir ting

chtic ning trén Gtng dung dé dam bao ching hoat dong nhu mong mudn.
e Kiém thir tuong thich véi trinh duyét:

- Can chay tht tng dung trén mot sé trinh duyét phé bién hién nay nhu
IE, Chrome, Firefox, Opera, Safari, v.v. && dam bao hoat dong chinh xéc trén

cac trinh duyét khac nhau.

- Kiém tra hoat dong cé4c chirc nang cta tng dung khi thuc hién cai dat,

cau hinh bao mat cho trinh duyét.

- MAi trinh duyét lai c6 nhiéu phién ban cap nhat khéac nhau, can kiém tra

sy nhat quan caa tng dung khi chay trén c4c phién ban doé.
- Kiém tra hoat dong cua (ng dung khi bat/tit flash, cookie, java, v.v.

2.2.4. Kiém thir hiéu suat
e Kiém thir kha ndng tdi (Load test):

O budc ndy can xéac dinh thoi gian thuc thi cho cac hanh dong tuong Gng
Véi céc chire nang trén (ing dung. COng viéc nay can duoc thyc hién & nhiéu
thoi diém khac nhau (gio cao diém/thap diém) dé c6 nhiig danh gia khach

quan nhat vé kha nang tai caa tng dung.
e Kiém thir d6 chju 16i (Stress test):

Cong viéc nay chinh 1a kiém tra stc chiu dung cua tng dung Web khi c6
luong truy cap cao tir phia nguoi dung. Trong thuc té dé cé thé 1a nhu cau s
dung thyuc sy ctia ngudi dung ddi véi tng dung hoic khi may chu bi tin cong
dudi dang Ddos. N6i cach khac, nguoi kiém thtr can tra 10i cau hoi: Sb luong
nguoi truy cap cung ldc 1a bao nhiéu s& danh sap hé théng? Hay don gian hon
la khi lugng ngudi truy cap tang 1én ¢ cac muc khac nhau, tng dung con hoat
dong 6n dinh hay khong? Tra 1oi dugc cac cau hoi trén s& gilp cho ang dung
Web khi dua vao hoat dong tranh duogc nhitng rai ro khong dang c6 va luong

trudc nhimg nguy co c6 thé xay ra.

Vi Cong Minh — CT1801 43



Kiém thir tng dung trén nén Web bang cong cu Selenium

2.2.5. Kiém thir bao mat
Ung dung Web 1a mét trong nhitng loai (ing dung c6 nguy co bi tan cong
cao nhat. Vi vay, ngodi viéc dam bao ung dung chay dang, 6n dinh can phai
kiém tra nghiém ngit kha ning bao mat cua tng dung. Cac cong viéc can lam

co thé ké dén nhu:

e Kiém tra d¢ tin cay cua viéc phan quyén sir dung trén tng dung.

e Dua 13i vao bang céch truyén cac tham sé khdng hop 1é trén URL hay
trong cac form nhap liéu. L3 hong SQL Injection dugc khai thac manh nhat
théng qua cac thanh phan trén.

e Kiém tra kha ning truy cép trai phép d6i voi nhitng thu muc bi cam
trén may chu cua trng dung.

e Kiém tra hoat dong cac bo loc (validation) khi st dung chtc ning
upload tép tin, thu muc caa ang dung (néu co).

e Kiém tra d6 xac thuc khi nhap CAPTCHA trong ung dung (néu co).

2.3. Mot so cong cu hd tro kiém thir eng dung trén nén Web

Cong viéc can lam dbi vai mot kiém thir vién kiém thir ang dung trén
nén Web nhu da néi ¢ phan trude 1a rat nhiéu. Nhitng cong cu kiém thir ra doi
dé hd tro cho céac kiém tht vién thuc hién cong viéc mot cach nhanh chéng,
bat nham chan va giam thiéu chi phi kiém thir. D6 an nay sé gisi thiéu mot s6
cdng cu hd trg kiém thir tng dung trén nén Web, phan loai dya trén muc dich

st dung.

2.3.1. Cong cu kiém thir hiéu ning
Duéi day 1a danh sach mét s6 cong cu kiém thir hiéu nang duoc st dung
rong rai nhat dé do hiéu suat tng dung Web va kha ning chiu tai caa chung.
Cac cdng cu kiém tra tai ndy s& dua ra danh gia vé hiéu suit cua ng dung

trong thoi gian ¢ luu lugng truy cap cao diém.

- WebLoad: Cho phép thuc hién kiém thir kha nang chiu tai va do chiu
15i cua tng dung Web bang cach s dung Ajax, Adobe Flex, .NET, Oracle
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Forms, HTMLS5 va nhiéu cong nghé khac. Biém manh ciia WebLoad 13 la d&
st dung voi cac tinh nang nhu cho phép ghi/phat lai dua trén DOM, tuong
quan ty dong va ngdn ngir kich ban Javascript. Cong cu nay hd trg thir
nghiém hiéu suat quy md 16n véi cac kich ban phic tap va dua ra nhitng phan

tich rd rang.

- Apache JMeter: Pay 1a mot c¢éng cu phat trién trén ma nguon mo.
Apache Jmeter dugc coi nhu mot cdng cu kiém thir hiéu ning, c6 kha ning
tich hop vai ké hoach kiém tha. Ngoai viéc kiém thir hiéu ning, Apache

JMeter con c6 thé sir dung dé kiém tra cac chic niang cua tng dung Web.

- NeoLoad: Cong cu st dung dé do va phan tich hiéu suat caa tng dung
Web. NeolLoad phan tich hiéu suat cia tng dung Web bang cach ting luu
luong truy cap vao tng dung. Nho do, kiém thir vién c6 thé biét duoc ning
lyc chiu tai cua tng dung. Cong cu nay duoc Viét trén nén Java, tuong thich

véi nhiéu hé diéu hanh khéc nhau va hd trg hai ngdn ngi: Tiéng Anh va tiéng Phap.

- LoadStorm: La mot cong cu kiém thar cho cac ung dung Web va
mobile. Biém manh 1a n6 c6 thé kiém tra hiéu ning cua tng dung dua trén sé
lrong ngudi dung va luu lugng truy cap. LoadStorm cling c6 kha nang chiu
tai rat tét khi ma né co thé gia lap hang trim nghin dén hang triéu user dé tim
kiém céc breaking point (diém dung) trong tng dung. Cac kich ban kiém thir

cua LoadStorm cé thé duoc chinh sta boi kiém thi vién.

2.3.2. COng cu kiém thir bao mat
- Burp Suite: La mot cong cu kiém tra 16 hong bao mat cho ang dung
Web. N6 ¢6 nhiéu cong cu tich hop trong d6 hai cong cu chinh trong phién
ban mién phi 1a Spider and Intruder. Spider duoc st dung dé thu thap thdng
tin c4c trang cua ung dung va Intruder duoc sir dung dé thuc hién céc cudc tan
cong tu dong trén tng dung Web. Burp c6 mot cdng cu bd sung hién nay duoc

goi 1a Burp Scanner duoc duing trong viéc quét cac 16 hong c6 trong tng dung.
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- OWASP Zed Attack Proxy: Tuong tu nhu Burp Suite, OWASP Zed
Attack Proxy Ia cong cu dé thdm nhap, danh gia an ninh mang, bao mat cua

cac tng dung Web.

- Nikto: Cong cu danh gia hé thong Nikto 12 mot may quét 16 hdng may
cha Web ma ngudn md. N6 phét hién viéc cai dat phan mém va cau hinh da

15i thoi, cac tép tin ¢ kha ning nguy hiém, v.v.

- Exploit-Me: La mot cdng cu kiém tra bao mat ¢ng dung Web c6 thé
tich hop trén trinh duyét Firefox dugc thiét ké nho gon, dé st dung. Exploit-
Me bao gom cac goi: XSS-Me va SQL Inject-Me. Cross-Site Scripting (XSS)
la mét 16 hong dugc tim thy trong nhiéu ang dung Web hién nay. L5 hdng
XSS ¢6 thé gay ra thiét hai nghiém trong cho mot ting dung Web. XSS-Me 1a
cdng cu gilp phét hién ra céc 16 hdng XSS nay. Trong khi d6, SQL Inject-Me

duoc sir dung dé kiém tra cac 16 hdng SQL Injection trong tng dung Web.

2.3.3. Cong cu kiém thir chirc ning
- BrowserStack: Day 1a mot céng cu gilp kiém tht hoat dong cua cac
chtrc nang trén tng dung Web trén nhiéu trinh duyét khac nhau. Ung dung
Web c6 thé duoc kiém tra bang thao tac ciia nguoi ding hoic tu dong thong
qua Selenium. Ngoai ra, BrowserStack con cung céap tinh nang chup anh man
hinh ng dung Web trén 650 trinh duyét khac nhau va kiém tra kha nang hién

thi responsive trén cac loai man hinh.

- Ranorex: Céng cu kiém thtr ty dong cho cac ung dung Web, desktop
va di dong. Chi voi mot tai khoan, nguoi ding cd thé sir dung Ranorex dé
kiém tha cho 3 loai ung dung ké trén. Viéc tich hop nay s& gilp rat ngan thoi
gian khi kiém thir ting dung duoc thiét ké chay trén nhiéu nén tang khac nhau.
Tuy nhién, ban tra phi cia Ranorex kha dat, 1&n t&i 35008/nam.

- Selenium: La mot trong nhitng céng cu kiém tht tu dong tng dung
Web manh mé& nhat hién nay. Selenium script c6 thé chay trén hau hét cac

trinh duyét hién nay nhu IE, Chrome, Firefox, Safari, Opera va cac hé diéu
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hanh phé bién nhu Windows, Mac, Linux. Trong thyc té, nguoi ta thuong st
dung Selenium dudi dang Add-on tich hop trong trinh duyét Firefox, két hop
cuing véi Firebug dé kiém thir tng dung Web mét cach hiéu qua nhat. Tuy chi
c6 thé ghi lai (Record) hanh dong trén trinh duyét Firefox, nhung c6 thé phat
lai (Playback) trén nhiéu trinh duyét phé bién khac. Vi 1a cong cu ma ngudn
ma& nén Selenium cé uu thé 16n so véi cac cong cu kiém thir tu dong khéc: ¢6
cong dong hd tro manh mé va khdng phai tra phi ban quyén. Cong cu nay hd
tro kha nhiéu ngdn ngit lap trinh Web phé bién hién nay. Ngoai ra, Selenium
duogc phét trién boi Selenium team tir Google nén ngudi ding hoan toan yén

tam vé chat luong va do tin cay cua Selenium.

2.4. Két luan
Chuong 2 cua db 4n di trinh bay dugc cic van dé co ban vé kiém thi

tng dung trén nén Web:
- Khai quét vé kiém tht ang dung trén nén Web.
- Tim hiéu céc cdng viéc can 1am khi kiém tht mot tng dung Web.

- Gi6i thieu mot s6 cong cu hd tro kiém thir tng dung Web, trong d6 ¢o
Selenium — mot cong cu kiém thir pho bién hién nay. Selenium ciing sé& 13 bo
cong cu dugc em sir dung dé nghién ciru sdu hon vé cach cai dat, sa dung

cdng cu hd trg cho viéc kiém thtr ang dung Web.
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CHUONG 3: KIEM THU UNG DUNG TREN NEN WEB
BANG CONG CU SELENIUM

Chuong cudi cua do &n tap trung nghién cau vé bo cong cu hd trg kiém
thr Selenium va mot sé ¢éng cu lién quan khac phuc vu dic luc cho cong viéc
kiém thir tu dong wng dung trén nén Web. Cu thé s& di sdu vao tim hiéu
huéng dan cai dat, thao tac sir dung co ban kém theo mét sé 1énh thdng dung
cua céng cu Selenium IDE trén trinh duyét Firefox. Ngoai ra chuong nay
cling dé cap t6i viéc phdi hop str dung Selenium IDE véi mét s6 cong cu khac

nhu Monosnap, Firebug, Mantis trong nhitng ca kiém thir thuc té.

3.1. Cong cu kiém thir tw ddng Selenium
3.1.1. Giéi thiéu chung vé Selenium
Selenium 1a mot phan mém ma nguén mo - mot céng cu kiém thir phan
mém tu dong dé kiém thir cac ng dung trén nén Web. Nam 2004, Selenium
duogc phat trién boi ThoughtWorks véi cai tén ban dau JavaScriptTestRunner.
Pén nam 2007, tac gia Jason Huggins roi ThoughtWorks va gia nhap
Selenium Team (thuéc Google), tir d6 tiép tuc phat trién Selenium nhu hién

nay.

Selenium khdng chi 1a mot ¢éng cu duy nhat ma 1a mot b cac cong cu
gitp kiém thir tu dong cac ung dung trén nén Web hiéu qua hon, bao gom 4

phan: Selenium IDE, Selenium RC, Selenium Grid, Selenium WebDriver.

Selenium IDE la mot cong cu cho phép chang ta ghi lai mét kich ban va
tai st dung kich ban do6. N6 hoat dong nhu mot Add-on cua trinh duyét
Mozilla Firefox véi giao dién truc quan, dé st dung ngay ca véi nhiing kiém
thir vién khong biét vé code. Véi Selenium IDE, ching ta chi c6 thé ghi lai
kich ban (Record) trén trinh duyét Mozilla Firefox nhung c6 thé tai st dung
kich ban nay trén nhiéu trinh duyét khac nhu Internet Explorer, Google

Chrome, v.v.
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Selenium RC cho phép cac nha phét trién ty dong héa qua trinh kiém
thir bang cach sir dung bat ky ngén ngir 1ap trinh nao, phat huy tdi da thé
manh cua Selenium trong kiém thir don vi. Dé dé dang hon cho viéc kiém thtr,
Selenium RC cung cip cac API va thu vién cho mdi ngdn ngit dugc hd tro:
HTML, Java, Perl, PHP, Ruby, Python, C#.

Selenium WebDriver 1a phién ban ké nhiém cua Selenium RC. Ciing
gié)ng nhu Selenium RC, Selenium WebDriver hd tro viét kich ban kiém tha
bang c4c ngdn ngir khac nhau nhu Java, NET, PHP, Python, Perl, Ruby va
kiém thir vién c6 thé sir dung cac diéu kién if, else hay cac vong lap dé ting
tinh chinh xac cho kich ban kiém thu. Selenium WebDriver c6 kién tric kha

don gian, diéu khién trinh duyét tryuc tiép tir hé diéu hanh.

Selenium Grid 1a mot hé théng hd tro kiém tht vién thuc thi kich ban
kiém thtr trén nhiéu may, nhiéu trinh duyét mot céch song song ma khéng can
chinh stra kich ban kiém thir. Ban dau, Selenium Grid chi hd trg cho Selenium
RC nhung sau nay di xuét hién trén ca Selenium WebDriver. Selenium Grid
cho phép kiém thtr vién thuc thi ca kiém thir trén nhiéu may khac nhau véi
nhiéu trinh duyét khac nhau. Dac biét hon, Selenium Grid con cung cap kha
nang kiém thir véi ché do phan tan.

Do thoi gian nghién ctu han ché nén d6 &n chi trinh bay vé mot phan cua
bo cong cu Selenium la Selenium IDE. Pay cling 1a cong cu duoc su dung
pho bién hién nay trong viéc kiém tha cac du an phat trién tng dung Web bai
giao dién tryc quan, dé sir dung va kha nang ghi/phat lai cac ca kiém thar mot
cach linh dong caa no.

3.1.2. Selenium IDE
3.1.2.1. Giéi thiéu
Selenium IDE 1a mét tién ich (extension) dung dé hd tro kiém thu tu

dong chay trén trinh duyét Mozilla Firefox ban dau dwgc phét trién boi
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Shinya Kasatani ngudi Nhat Ban. Cong cu nay duoc phat trién bang Javascript

nén cd kha nang tuong tac voi DOM, sur dung duoc nhiing cach goi Javascript.

Selenium IDE cho phép ghi lai nhitng hanh dong, su kién xay ra trong
qué trinh kiém thir bang chie ning Record (ghi hanh dong) va Playback (phét lai).

Mot s6 wu diém caa Selenium IDE:
e D¢ dang cai dat va sir dung.
e Khdng y&u cau kinh nghiém lap trinh.
e Co thé debug, thiét Iap breakpoint (diém dirng), thém comment vao

kich ban kiém thur.

Bén canh d6 Selenium IDE ciing ton tai mot sé nhuoc diém:
e Chi hd tro chay trén Mozilla Firefox (can cdu hinh dé chay duogc
trén Chrome, Internet Explorer).
e Can cai dit thém dé doc dix liéu tu file .csv, .xml.
e Khong hd tro database, kiém thir di dong (mobile testing).

e Kho khan khi xtr ly nhitng quy trinh phuec tap.

3.1.2.2. Huéng din cai dit Selenium IDE

Pau tién nguoi ding nén kiém tra xem trinh duyét Mozilla Firefox da
duogc cai dit Selenium IDE hay chua bang cach ma trinh duyét nay 18n, chon
menu Tools. Néu trong danh séch menu con khéng chta Selenium IDE thi

can thuc hién nhitng budc sau dé tién hanh cai dit.

e Bwéc 1: Tién hanh truy cap vao dia chi http://docs.seleniumhg.org/.

Sau d6 chon menu Download.

& Downloads x4+

€& @ @fhttps://docs.seleniumhg.org/download)/ EA ¢ Search

w Your Firefox is critically out of date. An update is required to stay secure Update Now

[SeleniumConf India] CFP is now OPEN Fk

gg‘ SE|eniumHQ edit this page search se

Browser Automation LNl Download

Hinh 3-1: Truy cgp trang Download ti¢én ich Selenium IDE.

Vi Cong Minh — CT1801 50


http://docs.seleniumhq.org/download/

Kiém thir tng dung trén nén Web bang cong cu Selenium

e Buwéc 2: Tim toi muc Selenium IDE va chon phién ban méi nhat
(latest released) hozc nhitng ban cii hon tuy theo nhu cau sir dung.

O day chon phién ban méi nhat Selenium IDE 2.9.1.

SafariDriver - DEPRECATED - use Apple's SafariDriver with Safari 10+

SafariDriver now requires manual installation of the extension prior to automation

* | atest release 2.48.0
» Wiki Page

Selenium IDE i1s a Firefox plugin which records and plays back user interactions with the browser. Use
this to either create simple scripts or assist in exploratory testing. It can also export Remote Control
or WebDriver scripts, though they tend to be somewhat brittle and should be overhauled into some
sort of Page Object-y structure for any kind of resiliency.

Download latest released versiorrfrom addons.mozilla.orq.[::r view the Release Motes and then install
some plugins.

Download previous versions here.

Hinh 3-2: Tién hanh chon phién ban Selenium IDE dé cai dat.
e Budéc 3: Tai website mgi dugc mé ra, chon “Add to Firefox” dé
thém tién ich Selenium IDE vao Firefox.

Selenium IDE

by Jason Huggins, Adam Goucher, Shinya Kasatani, Dave Hunt, Samit
Badle

Restart Required Experimental L Not compatible with Firefox Quantum ©

Selenium IDE is an integrated development environment for Selenium tests. It is -

: ) . B + Add to Firefox
implemented as a Firefox extension, and allows you to record, edit, and debug tests.

Hinh 3-3: Thém tién ich Selenium IDE vao Firefox.

e Budc 4: Tiép tuc chon “Add” dé xac nhan thao tac thém tién ich

Selenium IDE vao trinh duyét.

addons.mozilla.org

=3 This site would like to install an add-on in Firefox:

Selenium IDE

Learn more...

ﬁ QEHCEI

Hinh 3-4: Xac nhdn cai dat tién ich Selenium IDE vao trinh duyét.
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e Buwdéc 5: Khoi dong lai trinh duyét dé qua trinh cai dit hoan tat.

-0 addons.mozilla.org

Selenium IDE will be installed after you restart Firefox,

Hinh 3-5: Khdi dgng lai trinh duyét Firefox dé hodn tdt qud trinh cai dat.

Sau khi trinh duyét khoi dong lai, tién hanh khai chay lan dau dé chéc
chan tién ich Selenium IDE d3 duoc cai dit thanh cong bang cach chon menu

Tools, tiép tuc chon Selenium IDE.

s Tools Help
Downloads  Ctrl+)

g Add-ons Ctrl+5Shift+A

ad Sign In To Sync.
Web Developer »
Page Info
Options
Selenium IDE  Cirl+Alt+5

Hinh 3-6: Khgi chay tién ich Selenium IDE.

Cira s6 tién ich Selenium IDE dugc mé ra nhu Hinh 3-7:

@ Selenium IDE 2.9.1 — O h 4
File Edit Actions Options Help
Base URL | |
ast Slow DE b_ 0o % | @ @ - O
Test Case Table Source
Command Target Value

Table view is not available with this format.

| Corrnand e
L] § Target w Select Find
Runs: 0 Value
Failures: 1]
Log Reference Ul-Element Rollup Debug- Clear

Hinh 3-7: Giao dién khoi chay Selenium IDE.
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3.1.2.3. Mt sé chire ning trong Selenium IDE

Phan nay cua db an sé giai thich va huéng dan céch s dung mét sb chic

nang, Ky hiéu trong tién ich Selenium IDE.

@ Untitled (untitled suite) - Selenium IDE 2.9.1 % — O > N —
Pia chi URL cua

Eile Edit Acticns Options Help
ing dung Weh
Base URL [l hitps://www.google.com.vn/ w

S— —l dudc ki€m thi
> BE b= @ © -0

Test Case Table Spurce
Untitled * F
Command Target Value Danh sich cac
open Stgfe_rd=crBder=08ei... bhianh dlf:lllg. su ki€én
itype id=Ist-ib selenium ide ' dién ra trung ca
clickAndWait link=5elenium IDE Plugi... ki€ém thé
danh sach
ca kiém thi
Command ~
i)
———1
— Target ~ Select Find
Runs: 0 Value
Failures: 0
Log Reference Ul-Element Rellup Infa=  Clear

Noi chia thong

———+» bdo két qua
kiém thd

Hinh 3-8: Gidi thich mét sé chize nang, ky hiéu trong Selenium IDE.

Base URL: Chira dia chi URL cta tng dung Web dang duoc kiém tht.

Thanh trugt @=====: Pidu chinh tbc do thyc thi ca kiém thir ty
dong.

Chay bo kiém thi PE: Chay tit ca cac ca kiém thir ¢6 trong bo kiém
thir (test suite).

Chay mét ca kiém ther P=: Chay ca kiém thir hién tai duoc chon.

Tam dung ' : Tam dung ca kiém thir dang thyc thi.

Tiép tuc b Tiép tuc chay ca kiém thir vira tam ding.

Bo qua - Bo qua mot budc & vi tri nd dang dung.

Ghi (Record) ©: Ghi lai céc thao tac trong ca kiém thir. Mic dinh khi
khoi dong Selenium IDE, chirc nang ghi thao tac tu dong duoc kich hoat.
Textbox Command: Luu trit cac hanh dong (action) trong ca kiém thir.

Textbox Target: Pich dén cua thao tac.
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e Textbox Value: Gia tri dau vao cho thao tac trong ca kiém thir.

Tab Source 1a noi hién thi kich ban ca kiém thir duéi dang HTML. Pay
cling chinh 1a source cta file HTML sau khi tién hanh Iuu lai ca kiém thir cho

muc dich str dung lai.

Table Source

<?¥ml veraicn="1.0" encocding="UIF-8"2> A
<!DOCTYPE html PUBLIC "-//W3C//DID XHTML 1.0 Strict//E
<html xmlna="http://wWww.W3.org,/ 1999/ xhtm]l™ xml:lang="e
<head profile="http://3elenium-ide.ocpenga.ocrg/profiles
<meta http-equiv="Content-Type"™ content="text/html; ch
<link rel="selenium.base™ href="httpa://www.gcococgle.com
<titlexNew Test</title>
</head>
<body>
<table cellpadding="1" cellspacing="1" border="1":>
<thead>
<tr>»<td rowspan="1" colspan="3">New Teat</td></tr>
</thead><thody>
<tE>
<tdropens/td>
<td>/?gfe_rd=crzamp;dcr=0zamp;ei=JagyWoTMEuUytX

Hinh 3-9: Kich ban kiém thi dwegc Selenium IDE lvu triv dudi dang HTML.

Ngoai ra, cac thong bao cho thao tac vira thuc hién, thong bao 16i dugc

thé hién ¢ khung ghi Log.

Trong Selenium IDE, céc ca kiém thu ludn co diém bit dau. Diéu nay
tuong ung voi cach thiét ké tién diéu kién (Pre-condition) trong ca kiém thu.
Pién hinh nhit cho diém bat dau cta mét ca kiém thi véi Selenium IDE 1a
viéc truy cap mot ting dung Web dé bat dau ludng cong viéc.

3.1.2.4. Thao tac co ban véi Selenium IDE

e Tao ca kiém thir va b kiém thir méi

Véi nhitng truong hop chi can tao ca kiém thir don 1¢, ta ¢6 thé st dung
thao tac File / New Test Case.

Tuy nhién, du chi kiém thir mot form don gian ciing can tao ra kha nhiéu
ca kiém thir khac nhau. Lic ndy ta can tao ra mét bo kiém tha (Test Suite)
chtra cac ca kiém thir trong d6 dé dé dang quan ly bang cach chon File / New
Test Suite.
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@ Selenium IDE 2.5.1

File | Edit Acticns Options He
Mew Test Case Ctrl+M
Qpen... Ctrl+0
Save Test Case Ctrl+5
Save Test Case As...
Export Test Case As... b

S

Recent Test Cases

Add Test Caze... Ctrl+D

Properties...

Mew Test Suite
Hinh 3-10: Chuc ndng tao méi ca kiém thi/bé kiém thiz nam trong menu File.
e Khéi dong chirc ning ghi (Record)
Maic dinh khi mo tién ich Selenium IDE thi chirc nang ghi da dugc
kich hoat. C6 thé d& dang nhan ra trang thai kich hoat bang giao dién truc
quan cua tién ich. Bé kiém tra, di chuyén con tré chudt vao nit Record @,

néu xuat hién thong béo Click to Record twong duwong véi chiic nang ghi chua
duoc kich hoat.

e Luu ca kiém thi/bd kiém thir

Sau khi d3 hoan thanh céc thao tac vgi mét ca kiém thir, ta ¢ thé luu
ching lai bang cach chon File / Save Test Case (Ctrl+S). Truong hop mudn
luu ca kiém thtr da ton tai dugi mét tén khac, ta chon File / Save Test Case
As...

@ Selenium IDE 2.9.1
File Edit Actions Options Hel

Mew Test Case Ctrl+MN

Open... Ctrl+0O
Save Test Case Ctrl+5 |
Save Test Case As...

Hinh 3-11: Minh hoa thao tac /wu ca kiém thaz.
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Viéc luu lai mot bo kiém thu ciing twong tu, ta chon File / Save Test
Suite hoic File / Save Test Suite As... khi muén luu ca kiém thir da ton tai
dudi tén khac.

@ input acc null (Register Zing 1D

Eile Edit Actions Options He

Mew Test Caze Ctrl+M
Save Test Suite
Save Test Suite As..,

Hinh 3-12: Minh hoa thao téc lwu bé kiém tht.
e Mé ca kiém thi/bé kiém thir da leu

Chon File / Open va tim téi thu muc luu ca kiém thtr & mé mot ca kiém

tht da luu.

@ Selenjum IDE 2.9.1
File Edit Actions Options Hel
Mew Test Caze Ctrl+M l

Open... Ctrl+0
Hinh 3-13: Minh hoa thao tic m¢é ca kiém thuz.

Truong hop mudn mé mot bo kiém thir, chon File / Open Test Suite. ..
va tim t6i thu muc luu bd kiém tha, tiép tuc chon bo kiém thir can thuc thi sau

do chon Open.

@ input acc null (Register Zing 1D
Eile Edit Actions Options He
Mew Test Case Ctrl+M
Open... Ctrl+0
Save Test Case Ctrl+5
Save Test Case As...
Export Test Case As... »
Recent Test Cases >
Add Test Casze... Ctrl+D
Properties...
Mew Test Suite
Open Test Suite...

Hinh 3-14: Minh hoa thao thac mé bg kiém thir da liru.
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e Chay cac ca kiém thir

Selenium IDE c6 nhiéu tiy chon phi hop cho viéc thuc thi ca kiém thu,
tam ding, chay ting dong lénh don 1¢ (step), thiét lap diém ngat (breakpoint)
va chay tat ca cac ca kiém thir c6 trong mot bo kiém thi. Biéu nay gitp kiém

thir vién dé dang 1am chi céc thao tac trong ca kiém tha caa minh.

e Chay mét ca kiém thiz: Chon biéu tugng Play current test case = dé
chay ca kiém thir dang chon.

e Tam ding/tiép tuc chay ca kiém thiz: Chon Pause ' khi muén tam
ding ca kiém thir dang chay va Resume [k dé tiép tuc chay ca kiém
thir dang bi tam dung.

eThiét ldp diém dirng (Toggle breakpoint): Selenium IDE hd tro thiét
lap cac diém ding khi chay mot ca kiém thi. Cu thé, kiém thir vién co
thé xac dinh diém dung tai mot dong Iénh & gita ca kiém thir nham
muc dich kiém tra tinh trang cua ang dung Web tai diém dung d6. Dé
thiét lap diém dung, chon dong Iénh ma tai d6 ca kiém thir s& ding

hoat dong, click chudt phai chon Toggle breakpoint.

Command Target Value
open Sgfe_rd=crldcr="08ei...
type id=lst-ib selenium
click&ndWait narme—htnk
clickAndWait link="! — Cri+X |
clickAndWait link=| Copy Ctrl+C ‘
Paste Ctrl+V
Delete Drel
Insert Mew Command

Command | clickAndWait Insert New Comment

Target narme=btnk Clear All

Value Toggle Breakpoint B |
— Set / Clear Start Point = F

Hinh 3-15: Thiét ldp diém dirng cho ca kiém thez.
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e Thi¢t ldp diém bar dau (Start Point): Nguoc lai véi viéc thiét l1ap
diém dung, Selenium IDE hd tro thiét lap diém bat dau cho ca kiém
thr tai vi tri bat ky ma kiém thir vién mong mudn. Gia sir ca kiém thi
bat dau bang viéc truy cap vao mot Gng dung Web, dang nhap va thuc
hién cac thao tac véi tng dung. Tuy nhién kiém thir vién chi muén
kiém tra cac thao tac sau khi di ding nhap thanh cong. Lic nay kiém
thir vién hoan toan cd thé thiét 1ap diém bt dau ngay sau khi hé théng
da duyét qua thao tac dang nhap. Chon dong Iénh tai vi tri bat dau
mong mubn, sau d6 click chudt phai, chon Set / Clear Start Point dé
thiét 1ap diém bat dau cho ca kiém thir. Tai dong Iénh diém bat dau s&
xuat hién biéu tugng P thong béo thiét 1ap thanh cong. Tiép tuc chon

Set / Clear Start Point mot 1an nita dé x6a thiét 1ap diém bat dau.

open Stgfe_rd=cr@der=08ei...

type id=Ist-ib s

[ clickAndWait css=h

clickAndWait link=5%elenium - Web Er... ‘

Hinh 3-16: Thiét ldp diém bdt dau cho ca kiém thiz.

eChgy tung dong lénh (step): Sau khi thuc hién thao tac tam dung
(Pause) hoac ca kiém thir da chay dén diém dung (breakpoint), kiém
thir vién cé thé chay tirng dong Iénh tiép theo dé kiém tra viéc chuyén
trang thai caa tng dung Web. Selenium IDE cung cép tinh ning nay
bang viéc chon biéu twong “ . M&i lan chon twong tng véi mot dong
[énh duoc thuc thi.

eChén dong Iénh méi: Selenium IDE hd tro viéc bo sung dong Iénh
ma&i vao bat ky vi tri nao trong ca kiém tha. Biéu nay giup kiém thir
vién linh dong hon trong viéc thiét ké ca kiém ther phd hop véi yéu
cau. Pé 1am duoc diéu nay, click chudt phai 1én mot dong lénh,

Selenium IDE s& tu dong thém mot dong lénh tréng mai 1én bén trén
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dong Iénh vira chon. Sau d6 ban c6 thé tién hanh cai dat cac thudc tinh

cho 1énh mai nhu binh thuong.

Command Target Value

open [tgfe_rd=cr@der=08ei...

click id=lst-ib

type id__l.—+ H B

i : . Cut Ctrl+x |

clickAndWait lin = Command Target

clickAndWait lin Lopy curec open {1gfe_rd=crdcr=08i...
Paste i click id=lst-ib
Delete Del
Insert New Command ————  |type id=lst-ib

Hinh 3-17: Minh hea thao tac chen dong Iénh moi.

Chén nhdn xét (comment): Gidng nhu cong viéc 1ap trinh, comment rd
rang tai cac dong Iénh s& gilp quan ly va tai s dung ca kiém ther hiéu
qua hon. Pé thuc hién, click chudt phai tai dong lénh can comment va

chon Insert New Command, sau d6 go noi dung comment vao textbox

Command.
Command Target Walue
open ftgfe_rd=crldcr=08ei...
This is a comment
click id=Ist-ib
type id=lst-ib selenium

Hinh 3-18: Chén nhgan xét cho mét dong Iénh trong Selenium IDE.

3.1.2.5. Céc cau Iénh trong Selenium IDE — Selenese

Céc cau Iénh trong Selenium IDE thuong duoc goi la Selenese. Selenium
IDE cung cap cho kiém thir vién mot tap lénh phong pht dé kiém thir (ng
dung trén nén Web. Trong Selenium IDE, kiém thir vién c6 thé kiém tra cac
yéu t6 giao dién nguoi dung, ndi dung, lién két bi hong, dir lidu dau vao.
Ngoai ra, Selenium IDE con hd trg kiém tra kich thudc cira 6, vi tri chuét,
canh bao (alert), cira s6 popup, xi 1y sy kién va nhiéu tinh nang khac cho tng
dung Web.
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Mot [énh caa Selenium IDE thudng c6 3 thanh phan: Actions, Accessors

va Assertions.

e Action (hanh dong): la cac thao tac chung cua tng dung. Vi du nhu
click vao mot lién két hay chon va cho lién két tai xong (ClickAndWait).
Néu Action khong thanh cong hoic c6 181 xay ra, viéc thuc thi ca kiém thu
sé bi dung lai.

e Accessors: Kiém tra trang thai cua tng dung va luu két qua vao cac
bién. Kiém thur vién c6 thé kiém tra va luu trir tiéu dé trang Web
(storeTitle), cac phan tir dugc chon (storeElementPresent).

e Assertions (xac minh): Assertions gan tuwong ty nhu Accessors, tuy
nhién né xac dinh trang théai cua tng dung cho phi hop véi véi két qua
mong doi. Vi du nhu dam bao tiéu dé trang 1a dung voi thiét ké
(verifyTitle) hay xdc minh tinh dung dan cua gia tri tai mot textbox
(verifyValue).

Assertions dugc chia lam 3 loai: assert, verify va waitFor. Khi mot assert
that bai thi viéc kiém thu s& dung lai. Khi mot verify khong thanh cong, viéc
kiém thir vin duoc tiép tuc tién hanh nhung s& xuat hién théng bao 15i. Céc
lénh waitFor cho doi mét s6 diéu kién dugc thuc thi (hitu ich véi viéc kiém
thir tng dung Ajax). WaitFor thanh cong néu diéu kién dung va viéc kiém thu
s& bi dung lai néu diéu kién khong dugc thyc thi trong thoi gian cho (thoi

gian cho o thé duoc thiét 1ap dé dang théng qua thudc tinh SetTimeout).

Bang sau ddy cung cap 1 s lénh thuong ding trong Selenium IDE:

Tén I¢énh Y nghia
Open Pi dén mot trang Web theo URL xac dinh.
Click Hoan thanh hanh dong click chugt.

Hoan thanh hanh dong click chudt va doi tai mot

ClickAnd Wait trang Web méi.

verifyTitle/ assertTitle | X4c minh tiéu dé trang mong doi.

verifyTextPresent X&c minh gi& tri mot doan van ban ¢ vi tri nao d6 trén trang.
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verifyElementPresent

Xac minh thanh phan giao dién nguoi ding dugc
mong doi, dugc dinh nghia boi thé HTML 1a ton tai
trén trang.

Xac minh van ban mong dg¢i va cic th¢ HTML

verifyText tuwong tng trén trang.
verifyTable Xac minh noi dung mong doi cia mot bang.

Tam dung thyc thi ca kiém thir cho toi khi viéc tai
waitForPageToload trang Web méi dugc hoan tat. Lénh nay duoc tu

dong goi khi str dung Iénh clickAndWait.

waitForElementPresent

Tam dung thyc thi ca kiém thir cho toi khi cc yéu
to giao dién nguoi dung mong doi trén trang Web
Xuat hién.

Hinh 3-19: Bdng liét k& mét so lénh thirong dung trong Selenium IDE.

3.2. Mot so cong cu hd tro kiém thir vng dung Web

Ngoai cong cu kiém thir tu dong Selenium IDE, kiém tht vién con can

t6i 1 s6 cong cu hd tro khac, c6 thé 1a Add-on trén trinh duyét Firefox hoic

cac tng dung desktop nham muc dich phuc vu dac luc cho qua trinh kiém thi

tng dung trén nén Web. Phan nay s& gi6i thiéu vé tién ich FireBug trén

Firefox va tng dung chup anh man hinh Monosnap.

3.2.1. Firebug

Firebug 1a mot phan mé rong mién phi trén trinh duyét Firefox cung cap

cho nguoi dung céc cong cu phuc vu cho viéc phat trién website. Firebug co

thé dung dé chinh sira HTML/CSS va g& 16i Javascript truc tiép trén trinh

duyét, thém CSS cho thiét ké responsive. Firebug 1a mot cong cu khdng thé

thiéu trong qué trinh xay dung website caa cac 1ap trinh vién, kiém tht vién.

# Oy ’= C(onsole HTML (S5 Script | DOM~ Net Cookies FirePath

Window

+# DOCUMENTATION_OPTIONS

+ Documentation
GoogleAnalyticsObject
_Selenium_IDE_Recorder
__fxdriver_unwrapped

+ cookieCache

+ gaData

+ gaGlobal

+ gaplugins
language

Object { URL_ROOT="_/", VERSION="1.0", COLLAPSE_MODINDEX=false, mOre..}
Object { TRANSLATIONS={..}, LOCALE="unknown”, init=init{), more..}

" gan

true

Object { langPref="java" }
Object { UA-B0983440-1={..} }
Object { hid=1272130753 }
Object { Linker=Dc({) }

Hinh 3-20: Giao dién tién ich hé tro kiém thi Firebug.
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Mot sé tab thuong dung trong Firebug:

e Console: Chura cac théng béao 16i/canh bao (warning) cia cac doan ma
Javascript c6 trong tng dung Web. Pay ciing 1a phan duogc cac kiém thi
vién quan tdm nhat.

e HTML: Phan nay hién thi cac th¢ HTML cua tng dung Web dang
duyét. Thoat nhin né c6 vé giéng chic ning Xem ma ngudn (View
Source) tich hop sén trong cac trinh duyét. Tuy nhién, diém khéc biét 1a
n6 dugc hd tro rat nhiéu tinh niang kém theo giup nguoi ding dé dang
kiém tra va stra ma nguon ngay trén trinh duyét dé theo ddi cac thay doi.
e CSS: Chura toan bo ma nguon CSS cua tng dung Web. Nguoi ding c6
thé thay d6i cac ma ngudn CSS ngay tai day.

e DOM: Theo ddi cac ddi twong HTML.

Pé cai dat tien ich Firebug, truy cap vao phan quan Iy Add-ons cua trinh

duyét Firefox, trong tab Extensions g tén tién ich Firebug vao khung Search

va chon Install.

4 Add-ons Manager B
c Search wBe ¥ A& |
E - B ﬂr&bugl £
Mame Last Updated Best match
Search: My Add-ons (@) Available Add-ons
- Firebu March 1, 2017
®e 9 } _ [ Install
" Firebug integrates with Firefox to put a wealth of development tools at your fingertips while you browse. You can edit, debu... More
My AdBlock for Firefox March 8, 2018 -~
nsta
The most popular ad blocker for Chrome and Safari, now available for Firefox! Block all advertisements on all web pages, ev... More
ﬁ CodeBurner for Firebug February 1, 2011 el
nsta
~ CodeBurner is a Firefox add-on that integrates with Firebug, to extend it with reference material for HTML and CSS.  More
@ Firebug Autocompleter November 21, 2012 et
nsta
Firebug command line autocomplete. More

Hinh 3-21: Cai dat cong cu Firebug trong trinh quan ly Add-ons cua Firefox.

3.2.2. Monosnap

Monosnap la ¢ng dung phian mém mang dén cho nguoi ding mot

phuong thire don gian nhat dé chup man hinh hay chup anh véi camera két

ndi mang va ciing cho phép chinh sira anh. Boi véi kiém thir vién, Monosnap
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rat hitu ich khi dung dé chup man hinh céc 15i xay ra trong qué trinh kiém thtr,

phuc vu cho qua trinh lam Bug Report gui téi cac b phan khac.

R5 9

Minh Vu Garena Monosnap

o n

Google Game
Chrome  Screenshots

)
e [

Network  Lightroom 5

@ 7 O \N O / A 7 & 3T 7 save Upload =

Hinh 3-22: Giao di¢n ing dung chup anh man hinh Monosnap.

Uu diém cua Monosnap 1a cho phép thao tac nhanh biang phim tat, c6
nhiéu lya chon cho phép chup toan man hinh hoic ting khu vyc trén man
hinh. Ngoai ra, tng dung nay ciing hd tro chinh stra anh vira chup voi cac
cdng cu vira da, khdng qua phac tap, gitip nguoi ding cé thé thao tac nhanh
va cho chat luong anh sau khi luu lai kha tot. Pay ciing 1a mot ung dung voi
dung luong kha nhe va cho phép download mién phi tai trang chu

http://monosnap.com

3.2.3. Cong cu quan ly 16i (bug) MantisBT

MantisBT tén goi day da Ia Mantis Bug Tracker dugc st dung nhu mot
cong cu quan Iy 13i trong dy an phan mém. Cong cu nay duoc xay dung trén
m& ngudn maé Vva rat hitu ich cho nhitng ngudi truc tiép tham gia vao qué trinh
phét trién phan mém nhu: lap trinh vién, ngudi quan ly du an, kiém thir vién.

Mot s6 wu diém caa MantisBT c6 thé ké dén nhu:

e Hoan toan mién phi do dugc phaét trién tir ma ngudn mo.

e D¢ dang cai dit.

e Chay trén nén Web-based nén tuwong thich véi moi trinh duyét Web.

e CA thé quan ly nhiéu du an clng ldc.
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e Hb tro da ngdn ngit.
e Tich hop chitc nang gui email thdng béo.

e Chirc nang tim kiém dé dang va don gian.

Tién hanh truy cap vao website https://www.mantisbt.org/ dé tai vé bo

cai dat MantisBT hoic st dung ban demo trong vong 14 ngay. Bo cai dat

MantisBT c6 thé cau hinh d& dang dé chay trén bat ky may chu nao hd trg PHP.

Khi str dung MantisBT can chl Y t&i mot sé khai niém thuong gap sau day:
e Issues: Puoc hiéu nhu 14 16i (thuong goi 1a bug), sai sot trong chuong
trinh hoac tai liéu cua du an.
e Report Issue: B&o céo 13i, sai sot dugc tim thy trong chuong trinh, tai
liéu cua du an.
e Severity: Mtrc do nghiém trong cua 15i (issue/bug), bao gém 4 muc:
Mrurc 1: Block / Crash, Muc 2: Major, Muc 3: Minor, Muc 4: Tweak /
Text / Trivial / Feature.
e Status: M ta trang théi cua 15i (issue/bug), bao géom:
- New: Loi méi duoc bao co, chua xir Iy hoic dang trong giai doan xu y.
- Resolved: Lbi da xir Iy xong.
- Closed: Ldi sau khi xt ly da duoc ngudi bao cdo 15i d6 kiém tra lai
va xac nhan khong con 16i.
- Feedback: L&i dang cho phan hoi.
- Confirmed: L6i dang cho xac nhan lai.
- Assigned: L&i da duoc ban giao cho ngudi phuy trach 15i cu thé.
- Acknowledged: Lbi da duoc ngudi phu trach chap nhan xu ly.
e Resolution: Tinh trang giai quyét 15i, bao gdom:
- Open: Ldi vira duoc tao.
- Fixed: Lbi da dugc xu ly.
- Reopened: Ldi van xay ra sau khi di duoc xir 1y va dugc mé lai dé
tiép tuc xu ly 15i trén.

- Not Fixable: L3i khong thé xir 1y dugc.
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- Unable to produce: Lbi khdng bi phét sinh thém 16i khac.
- Duplicate: L6i da bi trling vai mot 16i khac.
- Cancelled: Viéc xir ly 16i bi hay bo.
- Suspended: Lbi bj treo, chua duoc Xt Iy.
Sau khi cai dat va dang nhap thanh cong, giao dién My View duoc mo ra
Vvéi cac thong ke chi tiét vé viec quan ly 18i: hién thi 16i dang chiu trach nhiém

xur ly, 161 da xur Iy xong, 16i da bao céo, v.v.

MantisHub £ Report Issue
R 9 Follow us on twitter so you don't miss any MantisHub news! Like for example... our brand spanking new Annoi
My View
|B4 Trial Version: Click here to convert to paid and enable daily backups.
View Issues & administrator ( Minh Vii )
4
Report Issue Assigned to Me (Unresolved) @D !
0000001 Kiém tra mat khau xac nhan
ﬂ j‘ [All Projects] General - 2018-03-30 18:47 "
Change Log
I3
A Unassigned (@5070) :
Roadmap
Lalsl
summary Reported by Me (G2G#6)
Manage
Resolved (@3076)
P

Hinh 3-23: Giao di¢n trang chuz MantisBT.

Ngudoi ding c6 thé xem 131 dang c6 dugc sip xép teo ID, ngay gio tai
muc View Issues. Khi click vao ID caa mot 16i, MantisBT cho phép xem hoic
chinh sira c4c théng tin lién quan t&i 161 d6. Bé béo céo 13i, chon Report Issue
va dién vao c4c thdng tin vé 16i da phat hién ra.

Vi thiét ké don gian, truc quan, hoan toan mién phi cling hé théng chic
nang vira da cho viéc quan ly 18i, MantisBT hién duoc sir dung rat nhiéu

trong céc dy an kiém thir ciing nhu phat trién phan mém.
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3.3. Bai toan thuc té
3.3.1. Giéi thiéu bai toan
Zing 1D 1a tai khoan dung dé truy cap tat ca cac san pham caa Cong ty
Co6 phan VNG. Hién tai, cac san pham st dung Zing 1D bao gom: Pai Kiém
Vuong, V& 1am truyén ky, Thanh Van Chi, Kiém Vii, Gunny va mang x& hoi
Zing Me. Dia chi truy cap hién tai cta Zing ID la https://id.zing.vn/.

Chi véi moét tai khoan Zing ID, ‘DANG NHAP

s dung dudc tat ca cac san pham clia VNG.

— ‘ Tén, email hodc s6 dién thoai ‘
Pang ky tai khoan »

‘ Mét khau ‘

Hoac dang nhap vdi tai khoan khac

Quén mat khau? Ding nhép 5
0 Facebook -:‘9 Google+ aYahoo =

®. cAc SAN PHAM SU DUNG ZING ID

Hinh 3-24: Giao dién hién tai cia website Zing ID.
Website https://id.zing.vn/cé cac chuc nang:

e Ho tro nguoi dung ding ky va dang nhap vao tai khoan Zing 1D ctia minh.
e Cho phép nguoi dung xem va cap nhat théng tin ca nhan trong tai
khoan Zing ID.

e Cho phép nguoi dung tra cau thdng tin két néi tai khoan Zing ID Vi
cac tai khoan Facebook, Google, Yahoo.

e H3 tro nguoi dung khi gip céc su ¢ trong qua trinh sir dung san pham
cua Zing.

e Cung cap thdng tin vé sy kién maéi cua cac san pham dugc phat hanh

bai Zing.
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Trong khudn khd dd an, do han ché vé kinh nghiém va thai gian tim hiéu
cdng cy, em sé& trinh bay qua trinh kiém thir chic nang dang ky tai khoan
trong website https://id.zing.vn/. Qué trinh kiém thir s& dién ra nhu cong viéc
thuc té cua mot kiém thir vién, trong d6 co: sinh ca kiém thu, tién hanh kiém
thir trén cong cu kiém tht tu dong va st dung Selenium IDE 2.9.1 cai dit trén
trinh duyét Mozilla Firefox phién ban 54.0.1 64-bit.

3.3.2. Kiém thir chirc niing diang ky tai khoan trén website

https://id.zing.vn/ si dung cong cu Selenium IDE

Khi dang ky tai khoan tai website https://id.zing.vn/, nguoi dung duoc
y&u cau nhap vao: ho tén, tén tai khoan, mat khau. Cac théng tin con lai vé
ngay sinh, gidi tinh c6 thé cap nhat sau cing vai email, sé dién thoai, v.v. Khi
nguoi dung nhap thiéu mot trong cac théng tin trén, nhap tén tai khoan da
duoc st dung hay nhap mat khau khong hop 18, hé thdng sé& dua ra thong bao

cu thé.

Do 4an s& st dung Ky thuat kiém ther doan 16i dé Kiém tra truong hop
nguoi ding nhap thiéu thong tin dang ky (khdng nhap ho tén, tén tai khoan
hoac mat khau). Bén canh do, k¥ thuat kiém thua bién va kiém thir ving tuong
duong duoc dung dé kiém tra thao tac nhap mat khau cua nguoi diing (mat khau

qué ngan, mat khau hop 1¢).

3.3.2.1. Ca kiém thir trwdng hep nhap thiéu tén ding nhap

Test Case ID: ZID_101. Test Designed by: Vii Cong Minh.
Test Priority: High. Test Designed date: 15/03/2018.
Module Name: Zing ID register. Test Executed by: Selenium IDE.
Test Title: Chuc nang dang ky Test Executed date: 15/03/2018.

thiéu thong tin.

Description: Kiém tra chirc niang dang ky khi ngudi ding nhap thiéu théng tin
(tén dang nhap).

Pre-condition: M san trinh duyét. Truy cap trang dang ky tai khoan Zing 1D
trén trinh duyét.
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: Expected Pass /
Step Action Test Data P Actual Result .
Result Fail
, 5 L Truy ca Truy ca
Mo trang dang | id.zing.vn/v2/ y. P N y. P .
1 .o , . website thanh | website thanh | Pass
ky tai khoan register A .
cong. cong.
Nhap ho tén o .| Hiénthi ho tén | Hién thi ho tén
2 : pA i Vi Céng Minh | N . N Pass
hop 1€ vira nhap vira nhap
Nhap mat khau | Ky tu o N
3 : pA i y~ T Nhap thanh cong | Nhap thanh cong | Pass
hop 1€ ngau nhién
Nhap xac nhan | Khop voi mat
4 N ' P Nhap thanh cong | Nhap thanh cdng | Pass
mat khau khau da nhap P g P g
. _ ., |ButtonDan Yéu cau nhap | Yéu cau nha
5 | Click Bang ky ) & L p . p Pass
ky tén dang nhdp | tén dang nhap
Base URL |https://id zing.vn/v2/register ]
Sast Slow BE p= ‘(: @ - @
Test Case Table spurce
.Reg\sterZin.‘. Cormmand  Target Value
input acc null o X
open https://id.zing.vn/v2/register
type id=regacc_fullname Vi Cong Minh
store javascript{Math.randem({).teString(36).substring(2,9)} password
type id=regacc_pwd S{password}
type id=regacc_re_pwd S{password}
click css=#frmRegAcc > div.zidfbot > a.zid_regbtn
| verifyText  css=#Fregacc_account_error > divitooltipbody > divitipcontent  Ban cdn nhap théng tin nay |
Command ‘stnre vl
Target javascript{Math.random({).toString(36).substring(2,9)} Select Find
Runs: 1 Value ‘ password |
Failures: 0
Log Reference Ul-Element Rollup Info- Clear
[info] Playing test case input acc null
[info] Executing: |open | https://id.zing.vn/v2/register | |
[info] Executing: |type | id=regacc_fullname | vii Céng Minh |
[info] Executing: |store | javascript{Math. random() toString(26).substring(2,2)} | password |

Hinh 3-25: Thyc thi ca kiém thi ZID 101 trén Selenium IDE.

Mai ca kiém thir voi Selenium IDE déu c6 thé xay dung kich ban theo ba
thuoc tinh: Command, Target, Value trong tab Table hoic viét dudi dang
HTML trong tab Source. Cu thé véi ca kiém thir ndy, kich ban kiém thi dudi
dang HTML bao gém cac thanh phan nhu sau:

e M4 nguén bat budc

<!-- Phan m3 nguon do Selenium IDE ty sinh ra -->
<?xml version="1.0" encoding="UTF-8"?>

< !DOCTYPE html PUBLIC "-//W3C//DTD XHTML
"http://www.w3.0rg/TR/xhtml1/DTD/xhtmll-strict.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en">
<head profile="http://selenium-ide.openqga.org/profiles/test-case">
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<link rel="selenium.base" href="https://id.zing.vn/v2/register" />

1.0 Strict//EN"
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<title>New Test</title> <!-Tiéu dé/Tén ca kiém thlir -->
</head>

<body>

<table cellpadding="1" cellspacing="1" border="1">
<thead>

<tr><td rowspan="1" colspan="3">New Test</td></tr>
</thead><tbody>

<!-- KHU VUC VIET MA NGUON TUY CHINH CHO TUNG CA KIEM THU -->

</tbody></table>
</body>
</html>

e M4 ngudn tay chinh theo kich ban cia ca kiém thir

<!-- Mg giao dién trang dang ky Zing ID -->
<tr>
<td>open</td>
<td>https://id.zing.vn/v2/register</td>
<td></td>
</tr>
<!-- Nhap tén tai khoan -->
<tr>
<td>type</td>
<td>id=regacc_fullname</td>
<td>Vi Coéng Minh</td>
</tr>
<!-- M3 lénh javascript tu sinh mat khdu ngdu nhién -->
<tr>
<td>store</td>
<td>javascript{Math.random().toString(36).substring(2,9)}</td>
<td>password</td>
</tr>
<!-- Nhap vao mat khau ty sinh ra & buéc truéc -->
<tr>
<td>type</td>
<td>id=regacc_pwd</td>
<td>${password}</td>
</tr>
<!-- Nhap mat khdu xac nhan -->
<tr>
<td>type</td>
<td>id=regacc_re_pwd</td>
<td>${password}</td>
</tr>
<!-- Click vao nut bang ky. o] day do nut bang ky khéng c6 thudc tinh
ID/name nén xac dinh bang cac thudc tinh khac nhu class CSS, cac viét
thé HTML -->
<tr>
<td>click</td>
<td>css=#frmRegAcc &gt; div.zidfbot &gt; a.zid_regbtn</td>
<td></td>
</tr>
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<!-- Xac nhan théng bdo 16i -->

<tr>
<td>verifyText</td>
<td>css=tiregacc_account_error &gt; div.tooltipbody &gt; div.tipcontent</td>
<td>Ban can nhap thong tin nay</td>

</tr>

3.3.2.2. Ca kiém thir trudong hop nhap mat khau khong hep 18
Test Case ID: ZID_102. Test Designed by: Vii Cong Minh.
Test Priority: Medium. Test Designed date: 15/03/2018.
Test Executed by: Selenium IDE.
Test Executed date: 15/03/2018.

Description: Kiém tra chic ning dang ky khi nguoi diung nhap mat khau

Module Name: Zing ID register.
Test Title: Nhap mat khau khdng hop 1é.

khong hop 1& (mat khau nho hon 6 ky tu va xac nhan mat khau khéng khap).
Pre-condition: M san trinh duyét. Truy cap trang ding ky tai khoan Zing ID

trén trinh duyét.

. Pass /
Step Action Test Data Expected Result | Actual Result Fail
, . . Truy cap Truy cap
M . : 2 . N . X
1 ,0 \t?ang Siang id z_mg vnival website thanh website thanh | Pass
ky tai khoan register A R
cong. cong.
9 NhapAhQ tén Vii Cong Minh H‘Ien th} ho tén I-A|Ien ‘thg h(_i Pass
hop 1€ vira nhap tén vira nhap
Nhap tén tai . s A A s A
3 khoan hop 2 seleniumhpu Nhap thanh cong | Nhapthanh cdng | Pass
. | Kytunga Bé&o mat kha B&o mat kha
Nhap mat khau ytu: g?u a? Ellt aAu a? ?t !
4 Knona hop Ié nhién nhé hon | nhap vao khéng | nhap vao Pass
9P e ky tu hop 18 khong hop 18
Kytu: ngau Béao loi “Xacv B0 13i “X4c
o, ) nhién Ién hon | nhdn mat khau i B
Nhap xac nhan i ) A .| nhan mat .
5 N 6 ky tu, khong | khong khop voi P R Fail
mat khau o g khau khong
khép vai mat mat khau vera .
khau nhdp” diing
B&o 16i mat
khau khong hop | Hién thi day
_ .. |ButtonPing |lé/matkhauva |du céac thdng
6 | ClickDang ky1 o xicnhanmat | béo l§inhy | O
khau khong mong doi
khép nhau
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@ input invalid password {untitled suite) - Selenium IDE 2.8.1 % — O X
File Edit Actions Options Help
Base URL | https://id.zing.vn/va/register ~ |
Sast Slow BE p= @ (_L) - @
Test Case Table Source
input invali...
Command  Target Value
A type id=regacc_re_pwd §{re_password} 2
4 |click css=#frmReghce > divzidfbot > azid_.
werify Text css=Fregacc_re_pwd_error > divitoolti. Xac nhan mat khau khang khap véi mat khau vira nhap
werify Text css=#regacc_pwd_error > div.tooltipbe... Mat khau tir 6 dén 32 ky tu v
I Cemmand |verifyText v|
4
R Target ‘css:#regacc_re_pwd_error > div.tooltipbody » divtipcontent Select Find
Runs: 1 Value | Xac nhan mat khau khéng khép véi mat khau vira nhap |
Failures: 1
Log Reference Ul-Element Rollup Info-  Clear
[info] Executing: |store | javascript{Math.random{).to5tring(36).substring(2,9)} | re_password | 2
[info] Executing: |type | id=regacc_re_pwd | ${re_password} |
[info] Executing: |click | css=#frmRegAcc > div.zidfbot = a.zid_regbtn | |
[info] Executing: |verifyText | css=#regacc_re_pwd_error > div.tooltipbody = div.tipcontent | ¥ac nhan mat kh3u
khéng khdp vdi mat khdu vira nhap |
[error] Actual value "Xac nhan mat khdu khéng ding’ did not match 'Xac nhan mat khdu khéng khdp vdi mat
khdu vira nhap’
[info] Executing: |verifyText | css=#regacc_pwd_error > div.tooltipbody > div.tipcontent | M3t khdu tr 6 dén 32 ky .,

Hinh 3-26: Theec thi ca kiém thi ZID_102 trén Selenium IDE.

3.3.2.3. Ca kiém thir trwong hop ding ky thanh cong
Test Case ID: ZID_103.

Test Priority: Medium.

Module Name: Zing ID register.

Test Title: Pang ky thanh cong.

Test Designed by: Vii Cong Minh.
Test Designed date: 15/03/2018.
Test Executed by: Selenium IDE.
Test Executed date: 15/03/2018.

Description: Kiém tra chtic ning dang ky khi nguoi ding nhap cac thong tin

hop 1¢, hoan tat viéc dang ky thanh cong.

Pre-condition: M san trinh duyét. Truy cap trang ding ky tai khoan Zing ID

trén trinh duyét.

Step Action Test Data Expected Actual Result Pas§/
Result Fail
, . s Truy cap Truy cap
g | Mo trang dang | id.zingvalv2l |\ opciethanh | website thanh | Pass
ky tai khoan register o o
cong. cong.
9 NhapAhQ tén Vii Cong Minh H‘|en th} ho tén H‘|en th} ho tén Pass
hop 1€ vira nhap vura nhap
3 Nhap tén talA selenium113 NAhap thanh NAhap thanh Pass
khoan hop 1€ cong cong
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4 NhAap mat kllau abc12345 NAhap thanh NAhap thanh Pass
khéng hop Ié cong cong
5 Nf)ap x?c nhan abc12345 NAhap thanh NAhap thanh Pass
mat khau cong cong
Chuyénsang | Chuyén sang
9 trang thong tin | trang thdng tin
6 | Click Pang ky E}mon bang tai khoan va tai khoan va Pass
y thong bao dang | thong bio dang
ky thanh cong | ky thanh cong

Table sSource

Command  Target Value

open https:/fid.zingvn/v2/register

type id=regacc_fullname Vi Céng Minh

type id=regacc_account selenium113

type id=regacc_pwd abc12345

type id=regacc_re_pwd abc12345

click css=#frmRegAcc > divzidfbot > a.zid_regbtn

verifyText  /body/div[E] Théng bdc Chic mimg ban! Ban d3 ... y

Hinh 3-27: Thuec thi ca kiém thiz ZID_103 trén Selenium IDE.

Nhu vay, sau khi thuc hién kiém thir chitc nang dang ky tai khoan Zing

ID v&i ba ca kiém thir duge dua ra bang tién ich Selenium IDE da xuat hién

théng bao 13i véi ca kiém thir ZID_102. Cu thé:

Tong sé ca kiém the: 03.

S6 ca kiém thur 15i: 01.

Ldc nay, kiém thir vién can thyc hién bao céo 16i théng qua cong cu quan

ly 16i MantisBT. Quan ly dy an s& nhan dugc théng bao 16i qua email va trén

giao dién cua cong cu nay. Sau do, tuy thudc vao dac thu cua du an, nguoi

quan ly du an can phan cong/géan 16i cho mot ca nhan/bo phan cu thé dé thuc

hién xac minh va xu ly 16i duoc théng béo.
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= View Issue Details

Send a Reminder

D

0000003

Reporter
Priority
Status

Summary

Description

Tags

Attach Tags

Edit Assign To:

Jump to Notes || Jump to History
Project Category View Status Date Submitted Last Update
MyProject [All Projects] Genera public 2018-03-31 04:25 2018-03-31 04:26
hpuselenium Assigned To administrator
low Severity minor
assigned Resolution open

0000003: [B3ng ky] Théng bao 15i sai

Xudt hién théng bao 161 sai vdi dac ta khi xac nhan mét khdu khéng k

hép vai mat khdu.

Théng bao 18 dung: "Xa&c nhan mat khdu khéng khép véi mat khdu vira nhap™.

Théng bao 181 sai: "Xac nhan mat khdu khéng ding™.
Mo tags attached.

{Separate by ".")

Change Status To: Meonitor

Existing tags

stick || Clone || Close || Move || Delete

Hinh 3-28: B&o céo I3i thong qua cong cu MantisBT.

3.4. Két luan

Chuong 3 ctia d6 4n da gigi thiéu chung vé bo cong cu kiém thir tu dong

Selenium ciing nhu di sau vao tim hiéu tién ich Selenium IDE trén trinh duyét

Mozilla Firefox. C4c noi dung cu thé trong chuong 3 bao gom:

dung, cach su dung co ban.

Gidi thiéu tong quan vé cong cu kiém thir ty dong Selenium.,

Tim hiéu chi tiét vé tién ich Selenium IDE: cach cai dit, pham vi ¢ng

Gidi thiéu mot sb cong cu hd trg kiém thir tng dung Web hitu ich két

hop cling véi Selenium trong cdng viéc kiém thir.

Ung dung kién thirc da nghién ciu vé cong cu kiém thu tu dong

Selenium IDE dé kiém thir chirc nang dang ky tai khoan cua ng

dung Web https://id.zing.vn/. Bdng thoi thuc hién béo céo 13i (Report

Issue) thong qua cong cu MantisBT.
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KET LUAN

Kiém tht phan mém noi chung va kiém thir ng dung trén nén Web noi
riéng 12 mot van dé hét sac quan trong d6i voi céc to chuc phat trién phan
mém hién nay. Trong qua trinh thuc hién d &n caa minh do thai gian nghién
ctru va kinh nghiém ban than con han ché nén mot sé phan caa do an nghién

ctru chua duoc sau.

Sau 03 thang thuc hién nghién ctru dé tai, dudi su hudng dan tan tinh cua

Thac sy Nguyén Trinh Pong, d6 an cua em di dat duoc nhitng két qua sau:

< Két qua dat dwoc

e Trinh bay day du tong quan vé phan mém, 15i phan mém, dic ta yéu
cau phan mém, chat luong va do tin cay caa phan mém ciing nhu cac
van dé lién quan toi kiém thir phan mém.

e Chi ra duogc sy khac biét cua cdng viéc kiém ther tng dung trén nén
Web véi cong viéc kiém thir trén cac moi trudng Khac.

e Tim hiéu chi tiét cach cai dat va st dung tién ich Selenium IDE trén
trinh duyét Mozilla Firefox.

e Ap dung kién thtc da tim hiéu dé kiém thir chirc ning dang ky tai

khoan caa ung dung Web https://id.zing.vn/ bang tién ich Selenium IDE.

e D6 an 1a mot tai lieu tong hop cac van dé trong kiém thir phan mém
noi chung, kiém thir tng dung trén nén Web néi riéng va cé thé xem
nhu tai liéu hudng dan si dung Selenium IDE mét cach co ban nhat
bang tiéng Viét dé tham khao.

% Han ché
Trong thoi gian qua, em da cb gang hét siic dé tim hiéu thuc hién dé tai.
Tuy nhién véi kinh nghiém va thoi gian han ché nén khong thé tranh khoi
nhiing thiéu sot trong db an. Cu thé:
D6 4n mai tap trung nghién ciu sau 1 tién ich trong bo cong cu kiém

thir tw dong Selenium.
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e Chua nghién ctru dugc cac k§y thuat ndng cao khi str dung Selenium IDE.
e Chi 4p dung kiém thir duy nhat chirc nang dang ky tai khoan cia tng
dung Web Zing ID.
< Hwong phat trién cia deé tai
Véi mong mudn trg thanh mot kiém ther vién kiém thir phan mém, trong
thoi gian toi em s& tiép tuc tim hiéu, nghién ctru sdu hon cac van dé cua kiém
thir phan mém, nhat 1a bo cdng cu Selenium dé co thé tién b hon nita trong

linh vyc ma minh theo duoi.
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