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LOI CAM ON.

Em xin chan thanh cam on Ts. Lé Phé D6 — ngudi luon chi bao, huéng dan,

cung cip nhiing tai liéu quy bau trong qua trinh hoc va hoan thanh d6 an nay.

Em xin cdm on céc thiy co gido trong khoa cong nghé thong tin — truong DHDL
Hai Phong va gia dinh d3 tao diéu kién gitp d& vé vat chat ciing nhu tinh than dé em
c6 thé hoc tap tot va hoan thanh do an nay

Sinh vién

Ha Thi Hong Gam
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MO DAU

Hang ngay chung ta van hay dung chit ky dé xac minh mot van dé, hay dé xac nhan
quyén cua minh dbi v6i mot vat thong qua nhirng gidy to hodc 1a mot hop doéng nao do.
Chéang han nhu trén mot birc thu nhan tién tir ngan hang, hay nhirng hop dong ky két mua
ban, chuyén nhuong. Nhirng chir ky nhu vay con goi 1a chir ky viét tay, boi né duge viét
boi chinh tay nguoi ky khong thé sao chup duoc. Thong thudng chir ky viét tay trén cac
van ban, trén cac tai liéu hay trén cac hop dong kinh té ...v.v ... thi dugc dung dé xac nhin
ngudi Ky no.

Ngay nay khi sy phat trién ciia internet va cong nghé thong tin ngay cang cao. Pa cho
phép chung ta thuc hién nhitng giao dich dién t&r thong qua internet,nhung tinh linh hoat
clia internet ciing tao co hdi cho “bén thir ba” co thé thuc hién cac hanh dong bat hop phap
nhu: nghe trom,gia mao,mao danh. Do vay dé dam bao an toan trong cac thuong mai dién
tir va cac giao dich dién tir can ¢ cac hinh thirc bao mét c6 hiéu qua nhat céng nghé phd
bién hién nay duogc sir dung 14 chir ky sb.

Tur nhitng van dé an toan vé giao dich va tinh twong déng va hop 1y cta chir ky bang tay
thi chir ky dién tir ra doi co nhitng nét dic trung cua chir ky bang tay. Nhung thong tin trén
may tinh luén duoc sao chép mot cach dé dang viéc thay doi hodc danh cip thong tin cia
mdt van ban 1a rat don gian, cach sir dung hinh anh cua chit ky bang tay khong thé ap dung
vao duoc do vy tao ra mot chit ky sé ngudi ta phai 4p dung nhiing cong nghé nhu ma
hoa,ching thyec...

Do an nay dé cap tdi van dé chir ky sé va dich vu ching thuc chit ky sd.

D6 an gébm 3 chuong :

Chuong I: Co s6 toan hoc ctia chir ky sd.

Trong chuong nay dé cap t6i cac khai niém toan hoc va co s toan ciia chir ky dién tu.
Chuong II: Chit ky sd

Trong churong nay ta tim hiéu chi tiét vé chir ky s6 va mot vai phuwong phap ky

Chuong III: Dich vu chtng thuc chit ky sd.

Tim hiéu vé dich vu ching thyuc chit ky s6 va tinh hinh trién khai dich vu nay trén thé gidi
va & Viét Nam.

Vi DU: Churng thuc macro trong Word va Excel
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CHUONG 1: CO' SO TOAN HOC CUA CHF KY SO

1 SO HOC MODUL

1.1. S6 nguyén té

Dinh nghia:
S6 nguyén t6 1a sé nguyén dwong chi chia hét cho 1 va chinh né

Tinh chit:
e Gia st p la s6 nguyén t6 va pla.b thi p|a hodc p[b hodc ca hai déu chia hét cho p.
e (C6 v sb sd nguyén to.

1.2. Pong dw
Dinh nghia:

Néu a va b 1a hai s6 nguyén, khi d6 a duoc goi 1a déng du véi b theo modulo n, dugc viét
a=b(mod n) néu (a - b)chia hét cho n, va n duoc goi 1a modulus cua dong du.
24 =9 (mod 5) vi24 —9=3*5,
11 =17 (mod 7) Vi -11 — 17 = -4 * 7.
Tinh chit
e a=b(mod n), néu va chi néu a va b déu tra sé du nhu nhau khi dem chia chung cho n
e a=a(modn)  Tinh phan xa
e Néua=b (mod n) thi b=a (mod n) Tinh d6i xtng
e Néua=b (mod n) vab=c (mod n) thi a=c (mod n) Tinh bac cau
e Néua=a, (mmod n) va b=b; (mod n) thia+b =a; + b; (mod n)
e Néua=a, (mmod n) va b=b; (mod n) thia* b =a, * b; (mod n)

1.3 Trong tap hep Z,va Z 7 ,
Ta ki hiéu{0, 1,2, ....... ,n-1} = Z,. Tap Z, c6 thé dugc coi la tap hop tat ca 16p tuong

duong trén Z, theo modulo n. Trén tap Z, cac phép toan cong, trir, nhan duoc thuc hién
theo modulo n.

Vidu: Z,5 ={0,1,2,...,24}. Trong Z,s : 13+16 =4 boi vi :13+16=29=4(mod 25)

Tuong tu, 13*16 = 8 trong Zs

Zw={peZ,|UCLN(np)=1}

Vidu: Z,={0,1}

Z", ={1} vi UCLN(1,2)=1
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1.4. Phan tir nghich dao trong Z,,
Cho aeZ,. Nghich d4o nhan cua a theo modulo n 1a mét sé nguyén xeZ, sao cho a*x =1

(mod n). Néu ton tai thi d6 1a gia tri duy nhit va a goi 12 kha dao, nghich dao cua a ky hiéu
laa™.

Tinh chét

Cho a, b €Z,, a/b mod n = a.b™ mod n dugc xac dinh khi va chi khi b 1a kha nghich theo
modulo n véi ae Z,, phan tir a 1a kha nghich khi va chi khi ged(a,n) =1.

Heé qua

Cho d=gcd(a,n). Khi d6 phuong trinh déng du c6 dang a.x =b mod n s& cd nghiém x khi
va chi khi b chia hét cho d.

Thuét todn: Tinh phan tir nghich dao trén Z,,

INPUT: aeZ,

OUTPUT: a™ mod n, néu ton tai.

Str dung thuat toan Euclide mo rong, tim x va y dé ax+ny=d, trong d6 gcd(a,n)

Néu d>1, thi a* mod n khong ton tai, nguoc lai két qua x

1.5. Nhém nhan Z*,,
Dinh nghia:

Nhom nhan cuaa Z, ky hiéu 1a 2", ={ acZ, | gcd(a,n)=1}. Bac biét, néu n 1a sé nguyén t6 thi
Z'.={a|l<a<n-1}.

Tap Z~ lap thanh mot nhém con ddi véi phép nhan cua Z, vi trong Z',, phép chia theo
modulo n bao gio cling thuc hién dugc.

Tinh chat 1

Cho n> 2 la s6 nguyén

(i).binh ly Euler: Néu aeZ’, thi a’™ = 1(mod n).

(ii).Néu n la tich cua cac s6 nguyén té phan biét va néu r=s (mod ¢(n)) thi a'=a’ (mod n) véi
moi s6 nguyén a. NGi cach khac, l1am viéc voi cac s theo modulo nguyén t6 p thi sé mii co
thé giam theo modulo ¢(n).

Tinh chat 2

Cho s6 nguyén t6 p

Dinh ly Fermat: Néu gcd(a,p)=1 thi a”* =1 (mod p)
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Néu r = s (mod p-1) thi a'=a’ (mod p) véi moi sé nguyén a. N&i cach khac, 1am viéc véi céc
s6 theo modulo nguyén té p thi sé mii c6 thé giam theo modulo p-1.
Dic biét, a” =a(mod p) véi moi sé nguyén a.

1.6. Thang dw bac hai theo modulo
Dinh nghia:

Cho ae Z',, a duoc goi la thang du bac hai theo modulo n, néu tdn tai mot xe Z ,, sao cho
x?=a mod n, va néu khong ton tai x nhu vy thi a duoc goi 1a bét thang du béc hai theo
modulo n, Tap cac thang du bac hai ky hiéu 1a Q, va tap cac bat thang du bac hai ky hiéu la
Q, .

Tinh chit:

Cho p la nguyén té lé va « la phan tir sinh caa Z', thi ac Z, Ia thang du bac hai modulo p
khi va a =a' mod p.

Thuat toan: Tinh luy thira theo modulo n trong Z,

INPUT: aeZ,, s6 nguyén 0<k<n trong d6 k biéu dién dang nhi phan. k:Zt:kizi

=
OUTPUT: a“mod n

Dit b« 1, néu k=0 thi két qua b

bat A« a.

Néu ko=1, thi dit b« a.

> W npoe

V&i mdi | tir 1 dén t, thuc hién nhu sau:
4.1 it A« A?mod n.

4.2 Néu k=1, thi b« A.b mod n

5. Kétquab

Vi du: Bang duéi ddy mo ta cic budc thuc hién dé tinh luy thira theo modulo 1234. cua

596
phép tinh 5 mod 1234 = 1013.

i [0 |1 2 3 4 5 6 7 8 9

ki 0|0 1 0 1 0 1 0 0 1

A|5 |25 |625 |681 |[1011 |369 |421 779 947 925

b |1 |1 625 |625 |67 67 1059 |1059 |1059 |1013
Phép toan Do phuc tap

Ha Thi Hong Gam
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Phép cong modulo (a+b)mod n O(Inn)
Phép trir modulo (a-b)mod n O(In n)
Phép nhan modulo (a.b)mod n O((In n)%)
Phép lay nghich dao a’modn O((In n)?)
Phép tinh lity thira modulo | a“mod n, k<n O((In n)®)

2. Ham bam
2.1. Giai thiéu ‘ .

Theo cac so do chit ky thi chir ky cua thong diép ciing c6 d6 dai bang do dai cua
thong diép, d6 1a mot diéu bat tién. Ta mong mudn nhu trong trudng hop chit ky viét tay,
chir ky c6 do dai ngan va han ché cho du vin ban c6 do dai bang bao nhiéu. Vi chit ky s6
duoc ky cho ting bit cuia thong diép, néu mudn chir ky c6 do dai han ché trén thong diép co
do dai tuy y thi ta phai tim cach rat gon d¢ dai thong di¢p. Nhung ban than thong diép
khong thé rut ngin duoc, nén chi con cach 1a tim cho mdi théng diép mot thong diép thu
gon ¢6 d6 dai han ché va thay viéc ky trén thong diép, ta ky trén théng diép thu gon.

Pé giai quyét van dé nay ta st dung ham bam, chap nhan mét thong diép c6 do dai
tuy ¥ 1am dau vao. Him bam s& bién doi thong diép nay thanh mot thong diép rat gon va
sau d6 s& dung luoc dd ky dé ky 1én thong diép rat gon do.

2.2. Pinh nghia
Ham Hash 1a ham tinh to4n c6 hiéu qua khi 4nh xa cac dong nhi phan c6 dd dai tuy y thanh

nhitng dong nhi phan c6 d¢ dai c6 dinh nao do.
- Ham Hash yéu: ham Hash goi 12 yéu néu cho mét thong bao x thi vé mit tinh toan khong
tim ra dugc thong bdo x” khéc x sao cho:

h(x”) = h(x)
- Ham Hash manh: ham Hash dwoc goi 1a manh néu vé mat tinh toan khong tim ra duoc
hai thong bao x va x’ sao cho:

X1 # Xp Va h(Xy) = h(x,)
Noi céach khéc, tim hai van ban khac nhau c6 cung mdt dai dién la cuc ky kho
Ham Hash phai 1a ham mdt phia, nghia 1 cho x tinh z = h(x) thi dé, nhung nguoc lai, biét z
tinh x 1a cong viéc cuc kho.

Ham Hash yéu lam cho chir ky trd 1én tin cay gidong nhu viéc ky trén toan thong bao.

Ha Thi Hong Gam 8 Khoa CNTT- PHDLHP
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Ham Hash manh c6 tic dung chdng lai ké gia mao tao ra hai ban thong bao c6 ndi dung
khac nhau, sau d6 thu nhan chit ky hop phap cho mot ban thong bao d& duoc xac nhén rdi
ldy no gid mao lam chir ky ciia théng bao thir 2 hay néi cach khac tim 2 van ban khac nhau
c6 cung mot dai dién 1a cuc ky kho.
Mot ham bam tot phai thdéa man cac diéu kién sau:

e Tinh toan nhanh.

e Céc khoa duoc phan bd déu trong bang.

e [t xdy ra dung do.

e Xu ly dugc cac loai khoa c6 kiéu dit liéu khac nhau.

2.3 Ung dung ‘ o
Céc ham bam dugc ung dung trong nhiéu linh vyc, ching thuong dugc thiét ké phu

hop voi1 tung tng dung. Vi dy, cac ham bam mat ma hoc gia thiét su ton tai ciia mot dbi
phuong - ngudi c6 thé ¢ tinh tim cac dit liéu vao vdi cing mot gia tri bam. Mot ham bam
t6t 1a mot phép bién d6i "mot chidu", nghia 14 khong c6 mot phuwong phép thuc tién dé tinh
toan duogc dir li€u vao nao dé tuong ting voi gia tri bam mong mudn, khi d6 viéc gia mao s¢
rat khé khan. Mot ham mot chiéu mat ma hoc dién hinh khong c6 tinh chat ham don anh va
tao nén mot ham bam hiéu qua; mot ham trapdoor mat ma hoc dién hinh 12 ham don anh va
tao nén mot ham ngau nhién hiéu qua.

Bang bam, mgt ung dung quan trong ctia cac ham bam, cho phép tra ctru nhanh mot
ban ghi dit liéu néu cho trudce khoa cta ban ghi d6 (Luu y: cac khoa nay thuong khong bi
mat nhu trong mat ma hoc, nhung ca hai déu duoc dung dé "m¢ khoa" hodc dé truy nhap
thong tin.) Vi du, cac khoa trong mot tir dién dién tor Anh-Anh c6 thé 1a cac tir tiéng Anh,
cac ban ghi twong tng vd&i1 chung chtra cac dinh nghia. Trong truong hop nay, ham bam
phai anh xa cac xau chir cai to1 cac chi muc ciia mang ndi bd cua bang bam.

Cac ham bam danh cho viéc phét hién va stra 13i tap trung phan biét cac trudng hop ma
dir liéu da bi 1am nhiu béi cac qua trinh ngau nhién. Khi cdc ham bam duoc dung cho cic
gia tri tong kiém, gié tri bam tuwong ddi nho ¢ thé duoc dung dé kiém ching rang mot file
dir liéu c6 kich thude tuy y chua bi sira d6i. Him bam duoc dung dé phat hién 16i truyén di
liéu. Tai noi guri, ham bam dugc tinh cho dir liéu dugc gui, gia tri bam nay duoc gui cung

dir liéu. Tai dau nhan, ham bam lai dugc tinh lan nira, néu céc gia tri bam khong trung nhau
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thi 16i dd xay ra & dau do trong qua trinh truyén. Viéc nay dugc goi 1a kiém tra du
(redundancy check).

Céac ham bam con dugc ing dung trong viéc nhan dang am thanh, chéng han nhu xac
dinh xem mot file MP3 c6 khdp voi mot file trong danh sach mot loai céac file khac hay
khong.

Thuat toan tim kiém xau Rabin-Karp 1a mot thuét toan tim kiém xau ki ty twong ddi
nhanh, véi thoi gian chay trung binh O(n). Thuat toan nay dwa trén viée sir dung bam dé so
sanh xau.

2.4. Mt s6 ham Hash sir dung trong chir ky s6
2.4.1. Cac ham Hash don gian:

T4t ca cac ham Hash déu duoc thuc hién theo quy tic chung 13: Pau vao dugc biéu dién
dudi dang mot diy cac khéi n bit, cac khdi n bit nay duge xir Iy theo cting mét kiéu va lap di
1ap lai dé cudi cung cho déau ra c6 s6 bit ¢d dinh.

Ham Hash don gian nhat 1a thyc hién phép toan XOR timg bit mot ciia mdi khdi. N6
dugc biéu dién nhu sau:

Ci=byi @ by® ...®bp;

Trong do :

Ci : 1a bit thtr i ctia ma Hash, i = 1,n
m : 14 s6 cac khéi dau vao

bji : 1a bit thtr i trong khi thir j

@ : 1a phép cdng modulo 2

So @6 ham Hash st dung phép XOR.

Kh@l 1: bll b12 cee bln
Khél 2: b21 b22 - b2n
Khéi m: bml bm2 cee bmn
Ma Hash: C, C, Ch

C; 12 bit kiém tra tinh chén 1& cho vi tri tht i khi ta chia tép dir liéu thanh ting khdi, mdi

khoi con vi tri. N6 c6 tac dung nhu sy kiém tra tong thé tinh toan ven cua dir li€u.
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Khi ma héa mot thong bao dai thi ta sit dung mode CBC (The Cipher Block Chaining),
thuc hién nhu sau:
Gia sir thong bao X dugc chia thanh cac khéi 64 bit lién tiép
X=X X5 ... X,
Khi d6 ma Hash C s¢ la:
C=XNH=X1D X, ©D...@ X,
Sau d6 m3 héa toan bo théng bao ndi véi ma Hash theo mode CBC séan sinh ra ban ma.
YiYo...Ynu
2.4.2. Ky thudt khéi xich :
Ngudi ta dau tién dé xuat k§ thuat mat ma xich chudi nhung khong cé khoa bi mat 1a
Rabin.
K¥ thuat nay dugc thyc hi¢n nhu sau :
Chia thong bao M thanh cac khdi ¢6 ¢& cb dinh 1a My, My, ..., My, st dung h¢ ma thuan ti¢n
nhu DES d¢é tinh ma Hash nhu sau :
Hy = gié tri ban dau
Hi= Epi(Hi0), i = LN
G = Hy

2.5. Cac ham Hash mé rong:
O trén, ta dé cap dén ham Hash c6 nhiéu dau vao hiru han. Tiép theo ta s& dé cap toi

loai ham Hash manh véi dau vao vo han thu duoc do mé rong mot ham Hash manh c6 dau
vao do dai hiru han. Ham nay s€ cho phép ky céac thong bao co dg dai tuy y.
Gia st h: (Z, )™ — (Z,)' 1a mot ham Hash manh, trong 6 m >t + 1 ta s& xdy dung mot

ham Hash manh :
h': X — (Z, ), trong d6 X =U(Z, )’

% Xettruonghgpm>t+2
Gia st x € X, vay thi ton tain dé x €(Z,)", n>m.
Ky hiéu : x| 1a d§ dai cta x tinh theo bit. Khi d6, [x| = n.
Ky hiéu : x || y 1a diy bit thu dwgc do ndi x véi y.
Gia sir [x] =n > m. Ta c6 thé biéu dién x nhu sau:

x=xg x|l 1%
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Trong do [x| = || =...= |x| =m—-t—1va |x|=m-t-1-d,
0<d<m-t-2

= |x]=1lvam-t-1>1k>2.

Khidé;k=[ n }+1
m-t-1

Thuat todn xay dung h thanh h* dugc mo ta nhu sau :
1. Choi=1tdik-1gany;=x;;
2. yi=x|0%(0%1a day c6 d 6 0. Khi d6 yy dai m-t-1)
3. Y1l biéu dién nhi phan ciia d (|ye| = m-t-1)
4. g1 =h(0" | y1) (|g| =t 0%*| y; dai m)
5.  Cho i=1 t6i k thuc hién
Oier = ( Gi 11/ yie1)
a. h*(X) = g1
Ky hiéu y(x) =y [ Y2 [|... [| Yisa
Ta thay rang y(x) # y(x’) néu x # x’
s Xét truong hop m=t+1
Cing nhu trén, ta gia st [Xx| =n>m
Ta xac dinh f nhu sau:
f(0) =0;
f(1) =01;
Thuat toan xay dyng h* khi m=t+1 nhu sau :
1. Choy=vy1,Ys, ..., Yk =11 || f(xq) || f(X2) ... f(xn) (X1 1& mot bit)
2. gi=h(0'lly)) ([y.f=m-1)
3.  Choi=1 tdi k -1 thyc hién
Gin=h(gillyir)  (ly| =m-t-1)
4. h*(X) = s
Ngoai ra con c6 mot sé ham Hash khac nhuw ham Hash MD4 va ham Hash MD5.
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3.H¢ mat ma
3.1 Giéi thigu vé h¢ mat ma , 7

Mat ma da dugc stir dung tur rat sém, khi con nguoi biét trao doéi thong tin cho nhau va
trai qua bao nhiéu nim no da dugc phat trién tir nhitng hinh thirc so khai cho dén hién dai
va tinh vi. M4t ma duoc sir dung trong rat nhiéu linh vuc ciia con ngudi va cac qudc gia,
dac biét trong cac linh vuc quan sy, chinh tri, ngoai giao va thuong mai. Muc dich cia mat
mai 13 tao ra kha ning trao d6i thong tin trén mot kénh thong tin chung cho nhiing ddi tuong
cing tham gia trao doi thong tin va khong mudén mot dbi tuwong thir ba khac biét duoc
nhiing thong tin ma ho trao doi.

Khi mot ddi twong A mudn giri mot thong diép cho nhitng ngudi nhan, A s& phai ma
hoa thong diép va gii di, nhitng nguoi nhan dugc thong diép ma hoa mudn biét duoc noi
dung thi phai giai ma thong diép ma hoéa. Cac d6i twong trao d6i thong tin cho nhau phai
thoa thuan v6i nhau vé cach thirc ma héa va giai ma, quan trong hon 13 khoa mat ma da sir
dung trong qua trinh ma hoa va giai ma, né phai tuyét d6i dugc giit bi mat. Mot d6i tuong
thir ba mic du c6 biét dugce nhung sé khong biét duoc ndi dung thong diép da ma hoa.

C6 hai phuong phap ma hoa dir liéu 1a M3 hoa khoa d6i xtimg va Ma hoa khoa cong khai.
3.2. So @6 hé thong mat ma

La mot bo nam (P, C, K, E, D) trong do:

+ P 1a mdt tap hiru han cac ban 0.

+ C la mét tap hiru han cac ban ma.

+ K 1a mdt tap hiru han cac khoa.

+V6i moi k € K, c6 mot ham lap ma e € E

e P—-C
va mot ham giai ma dk eD

dk: C — P sao cho dk(ek(x)) =X voimoix e P

3.3. Mat ma khéa déi xing
Phuong phap ma hoa doi ximg (symmetric cryptography) con dugc goi 1a ma hoa

khoéa bi mat (secret key cryptography). Vé&i phuong phap nay, ngudi gui va ngudi nhan sé

dung chung mot khoa dé mi hoa va giai mi thong diép. Trudc khi ma hoa thong diép giri
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di, hai bén giri va nhan phai c6 khéa chung va phai théng nhat thuat toan dung dé ma hoa
va giai md. C6 nhiéu thuit toan Gmg dung cho mi hoa khoéa bi mat DES - Data Encrytion
Standard, 3DES - triple-strength DES, RC2 - Rons Cipher 2 va RC4, v.v... va so khai nht
1a cac hé mat ma cb dién.
Nhuoc diém chinh cia phwong phap nay 13 khéa duge truyén trén kénh an toan nén chi phi
t6n kém va khong kip thoi. Uu diém 14 tdc d6 ma hoa va giai ma rat nhanh.
< Mt s6 h¢ mat ma co dién

3.3.1. Ma dich chuyén:
Pinh nghia: M3 dich chuyén: (P, C, K, E, D)

P=C=K= 226 véi k € K, dinh nghia ek(x) = (x + k) mod 26 dk(y) = (y — k) mod 26

x.yeZ)

Vi du: Dung khod k = 9 dé mi hoa dong thu: “toinaydichoi” dong thu dé tuong tng véi

dong s6

19 14 8 12 0 24 3 8 2 7 14 8

qua phép méa hoa e s€ dugc:

ban ma s¢€ 1a:
“gnwcexreqdkjh”
Nhéan dugc ban ma do, dung d9 dé nhan duoc ban rd.
Céch day 2000 ndm ma dich chuyén da dugc Julius Ceasar st dung, voi khoa k=3 ma
dich chuyén duoc goi 1a ma Ceasar.

Tap khod phu thudc vao Zrn véi m 1a s khoa co thé.
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Trong tiéng Anh tap khoa chi c6 26 khoa c6 thé, viéc tham ma c6 thé dugc thuc hién bang
cach duyét tuan tu 26 khoa do, vi vay d0 an toan cuia ma dich chuyén rat thép.

3.3.2. M thay thé:
Pinh nghia M3 thay thé: (P, C, K, E, D)

P=C= 226, K=S (226) V&i mdi 7 € K, tire 13 mot hoan vi trén Zze’ ta xac dinh
e (X) == (x)
-1
dy) =7 (y)
. -1 .
VOl X,V € Zze’ n la nghich dao cua i

Vi du: m dugc cho bai (¢ ddy ta viét chit cai thay cho cac con s6 thudc 226):

“toinaydichoi”
s€ dugc ma hod thanh ban ma (vi khoa m):

“mfzsxdazygfz”

~ . -1
D¢ xac dinh dugc 1, va do do tir ban ma ta tim dwogc ban ro.
M3 thay thé co tp hop khoa kha 16n - bang sb cac hoan vi trén bang chit cai, tirc sd cac
26 , .
hoan vi trén Zze’ hay la 26! > 4.10 . Viéc duyét toan bo cac hoan vi dé tham ma Ia rat kho,

ngay ca dbi véi mdy tinh. Tuy nhién, bang phuwong phap théng ké, ta c6 thé dé dang tham

dugc cac ban mi loai ndy, va do d6 ma thay thé ciing khong thé dugc xem 1a an toan.
3.3.3. Ma Anffine:

Pinh nghia Ma Anffine: (P, C, K, E, D)
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P:C:ZZG,K= { (a,b)eZ%x 226: (@, 26)=1}%
v6i mdi k = (a, b) € K ta dinh nghia:
ek(x) =ax + b mod 26
d.(y)=a (y—b)mod 26
trong d6 x, y € Zze

Vi du: Lay k = (5, 6).
Ban ro:

“toinaydichoi”

y=5x + 6 mod 26

y 23 |24 |20 |19 |6 24 121 |20 |16 |15 |24 |20

Ban ma:
“Xyutgyvugpyu”
Thuat toan giai ma trong trudng hop nay cé dang:
dk(y) =21(y — 6) mod 26
Vé6i ma Apphin, s6 cic khoa c6 thé co bang (s cac sd < 26 va nguyén té véi 26) x 26, tirc
1a 12 x 26 = 312. Viéc thir tat ca cac khoa dé tham ma trong trudng hop ndy tuy kha mat thi

gio néu tinh bang tay, nhung khong khé khin gi néu dung mdy tinh. Do vdy, ma Apphin

cling khong phai 1a ma an toan.
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3.3.4. Ma Vigenere:
Pinh nghia Ma Vigenere: (P, C, K, E, D)
Cho m 1a sb nguyén duong.
P=C=K=2Zy,"
v6i moi khoa k = (kl, kz,. ) .,km) e K co:
ek(xl, X e xm) = (x1+ kl, X+ k2,..., X + km)
dk(yl, Yo ym) = (yl— kl, y,~ kz,..., y - km)
cac phép cong phép trir déu lay theo modulo 26
Vi du: Gia st m = 6 va khod k 1a trt CIPHER - tuc k=(2, 8, 15, 7, 4, 17).
Ban r0:

“toinaydichoi”

Ban ma
“vwxuepfqrosz”

Tt ban ma do, dung phép giai ma dk tuong Ung, ta lai thu dugc ban ro.
Chu y: M3 Vigenere véi m = 1 s& tré thanh ma Dich chuyén.

r m 2
Tap hop cac khod trong ma Vigenere m&i m > 1 cé tat ca 1a 26 khoa c6 thé c6. Véi m
= 6, 50 khoa d6 1a 308.915.776, duyét toan bo chimng 4y khoa dé tham ma bang tinh tay thi

kho, nhung v6i mdy tinh thi van 1a diéu dé dang.
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3.3.5. Ma Hill:
Pinh nghia Ma Hill: (P, C, K, E, D)
Cho m 1a sb nguyén duong.
P=C=2Zy"
K= {keZy™: (det(k), 26) =1}
véi mdi k € K dinh nghia:

ek(xl, Xoeos xm) = (xl, oo xm).k

-1
Ay, Yy )=, Y,y )K
118
Vidu: Léym=2, vak= 3 7

V61 b0 2 ky tu (Xl’ x2), ta co mé la (yl, y2) = (xl, xz). k dugc tinh boi
y,= 11.x1 + 3.x2
y,= 8.x1 + 7.x2

Gia str ta ¢6 ban ro: “tudo”, tach thanh tung bd 2 ky tu, va viét dudi dang s6 ta duoc

1920 | 03 14, 1ap ban ma theo quy tic trén, ta duge ban ma dudi dang s6 1a: 09 06 | 23 18,
va dudi dang chir 1a “fgxs”.

Chay:

Pé don gian cho viéc tinh toan, thong thudng chon ma tran vudng 2x2. Khi d6 c¢6 thé tinh
ma tran nghich ddo theo cach sau :

Gid su ta co

f” EJ' ‘\

k:‘kc" d

Ta c6 ma tran nghich dao
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(a bY
k= ‘ |
c dj
Va duoc tinh nhu sau
[ d b
fa bY _lad—bc ad-bc |
le d) | —c a |

\ad —bc ad —bc)
Mot cha ¥ 13 dé phép chia luon thue hién duogc trén tap Z, thi nhat thiét dinh thirc cua k
- det(k) = (ad — bc) phai c6 phan tir nghich ddo trén Zze’ nghia la (ad — bc) phai 1a mot trong

cacgiatri: 1,3,5,7,9, 11,15, 17,19, 21, 23, hodc 25. Pay ciing 13 diéu kién dé ma tran k

tdn tai ma tran nghich dao.

-1 .
Khi d6: k .k =11a ma tran don vi (duong chéo chinh bang 1)

. | d b
"'” b"‘ "'f? b\ _l'ad-bc ad-be ‘ﬂ’ b\"zfi‘ 3\"
c d)lc d) | - a (¢ d) \0 I,
\ad -be ad—bc)
Dinh thire cua [l L8 ]
La 11*7 — 8*3 =1=1mod?26
Khi d@o
(11 8y (7 =8y (7 18 _
‘ = ‘ = ‘ mod 26

3 7)) \=3 11) |23 11,

3.3.6. Ma hoan vi:
Pinh nghia Ma hoan vi: (P, C, K, E, D)
Cho m 1a sb nguyén duong.

P=C=Z ,K=S
26 m
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Véim5ik=nesm,tacé
E.If'-ﬁ*-b X2 ImJ] = '!r:ﬂl-ﬁr".n! dr Ir'.'f_}ji - :"-E-"?‘i'ljaj

VL V2 Vm) = (Vo Vo s Vo)

“omo 4] il ) = Foim)

-1
trong d6 w 1a hoan vi nghich ddo cua n

Vi du: Gia st m = 6, va khod k dugc cho bdi phép hodn vi nt

I I I I

EEEEEEE
-1
Khi d6 phép hoan vi nghich dao n 1a:
I I I
EEEEREE

Ban ro:

vt 1 2 3 4 5 6 1 2 3 4 3) 6

vt 3 3) 1 6 4 2 3 ) 1 6 4 2

Ban ma:
“1atynocodihi”
Dung hoan vi nghich dao, tir ban mat ma ta lai thu dugc ban ro.

Chuy:
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Ma hoén vi 1a mot truong hop riéng cua ma Hill. Thyc vay, cho phép hoan vi & cua {I,
2,...,m}, ta co thé xac dinh ma trin K :(kij), voi

T
;f neu = a(f)

* |0 neungugc lai

Thi dé thay rang ma Hill v6i khoa K tring v6i ma hoan vi véi khoa .

Vi m cho trude, s cac khoa c6 thé cd ciia ma hoan vi 1a m!

D& nhén thay véi m = 26 ta c6 s6 khoa 26! (md Thay thé).

3.4. Mé khoa cong khai:

Phuong phap ma hoa khoa cong khai (public key cryptography) con dugc goi 1a ma hoa
bat dbi xing (asymmetric cryptography) di giai quyét dugc van dé cia phuong phap ma
hoa khoa bi mat (doi xitng) 1a str dung hai khoa: khoa bi mat (private key) va (public key).
Khoa bi mat dugc gitt kin, trong khi d6 dugc gui cong khai bdi vi tinh chat khoé tinh duge
khoéa bi mat tir khoa cong khai. Khoa cong khai va khoa bi mat c6 vai tro trai ngugce nhau,
mot khoa dung dé ma hoa va khoa kia s& dung dé giai ma.

Hién nay cac hé mat ma khéa cong khai déu duya trén hai bai toan “kho” 1a bai toan

logarith ro1 rac trén truong hitu han va bai todn tim udc s6 nguyén to.

Phuong phép cho phép trao doi khda mot cach dé dang va tién lgi. Nhung téc do ma hoa
kha cham hon rat nhiéu so v6i phuong phap ma hoa khoa doi xtng rat nhiéu, Tuy nhién, hé

mat ma khéa cong khai c6 mot vu diém ndi bat 1a cho phép tao chit ky dién tu.
< Mot s6 hé mat ma khoa cong khai

3.4.1 H¢ mat ma RSA

Trong mat ma hoc, RSA 1a mot thuat toan mat ma hoa khoa cong khai. Pay la thuat
toan dau tién phu hop voi viée tao ra chit ky dién tir dong thoi voi viéc méd hoa. N6 danh
diu mot sy tién bd vuot bac cua linh vue mat ma hoc trong vi¢c st dung khoa cong cong.
RSA dang dugc sir dung phd bién trong thuong mai dién tir va duoc cho 1a dam bao an toan
véi didu kién d6 dai khoa du 16n. Thuét toan duge Ron Rivest, Adi Shamir va Len Adleman
mo ta 1an dau tién vao ndm 1977 tai Hoc vién Cong nghé Massachusetts (MIT). Tén cua
thuat toan lay tir 3 chit cai du cia tén 3 tac gia. Trudc do, vao nam 1973, Clifford Cocks,

mot nha toan hoc ngudi Anh lam viéc tai GCHQ, da mo ta mdt thuat toan tuong tu. Véi
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kha ning tinh toan tai thoi diém d6 thi thuét toan nay khong kha thi va chua bao gio duoc
thuc nghiém. Tuy nhién, phat minh nay chi dugc cong bd vao nim 1997 vi duoc xép vao
loai tuyét mat.Thuat toan RSA dugc MIT diang ky bang sang ché tai Hoa Ky vao nim 1983
(S6 ding ky 4.405.829). Bang sang ché nay hét han vao ngay 21 thang 9 niam 2000. Tuy
nhién, do thuat toan da dugc cong bd trude khi co dang ky bao hd nén su bao ho hau nhu
khong co gia tri bén ngoai Hoa Ky. Ngoai ra, néu nhu cong trinh cta Clifford Cocks da
duogc cong bd trude d6 thi bang sang ché RSA di khong thé duoc ding ky.

H¢ mat ma khoa cong khai RSA dugc dua ra ndm 1977, 1a cong trinh nghién ctru ctia
ba ddng tac gia Ronald Linn Revest, Adi Shamir, Leonard Aldeman. Hé mat ma dugc xay
dung dra trén tinh kho giai ctia bai toan phén tich thira s nguyén t6 hay con goi 14 bai toan
RSA
Pinh nghia: Bai toan RSA

Cho mét s6 nguyén duong n 1a tich cta hai sé nguyén té 1é p va q. Mot sd nguyén
duong b sao cho ged(b, (p-1) *(g-1)) =1 va mot sd nguyén c. Bai toan dit ra 1 phai tim s6
nguyén x sao cho x” =c(mod n)

Thuat toan: Sinh khoa cho mé khoa céng khai RSA

Sinh hai s6 nguyén t6 16n p va q ¢6 gi tri xap xi nhau.

Tinh n=p*q, va ¢(n) = (p-1) (g-1), sao cho gcd(b, ¢(n)) =1

Chon mot s6 ngau nhién b, 1 <b < ¢(n), sao cho ged(b, ¢(n)) = 1

Str dung thuat toan Euclide dé tinh s a, 1<a<g (n), sao cho a*b =1(mod ¢ (n))
Khoa cong khai 1a (n, b). Khéa bi matla a

Thuat toan: M8 hoa RSA

(1). Lap ma :
a. LAy khoa cong khai (n, b) theo thuat toan trén
b. Chon mot ban 10 x, trong khoang [1, n-1]
c. Tinh: y=x"mod n
d. Nhan dugc ban ma y
(i1). Giai ma :
Str dung khoa bi mat a dé giai ma : x =y*mod n
Vidu
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Sau day 1a mot vi du véi nhimng s6 cu thé. O day ching ta str dung nhirng s6 nho dé tién
tinh toan con trong thyc té phai dung céac sé c6 gia tri du 16n.

Léy:
p=61: S6 nguyén t6 thir nhat ( giit bi mat sau hodc huy sau khi tao khod)
q=53: S6 nguyén to tht hai ( giit bi mat sau hodc huy sau khi tao khod)
n=pq=3233: Modun ( cong b6 cong khai)
b=17: S6 mil cong khai

a=2753: S6 mii bi mat
Khoa cong khai 1a cap (b, n). Khoa bi mat 1a a. Ham ma hoa la:
y = x* mod n = y*" mod 3233
vo1 X 1a van ban r6. Ham giai ma la:
X = y* mod n = y*"** mod 3233
v6i Y 1a van ban ma.
Pé ma hoa vin ban co gié tri 123, ta thyc hién phép tinh:
y= 123" mod 3233 = 855
Pé giai ma vin ban c6 gia tri 855, ta thyc hién phép tinh:
x = 855°"° mod 3233 = 123

Ca hai phép tinh trén déu c6 thé dugc thuc hién hiéu qua nho giai thuat binh phuong va
nhan.

Hé mai khoa cong khai RSA duoc goi 1a an toan néu ta chon sé nguyén tb p, q du 16n dé
viéc phan tich phan khoa cong khai n thanh tich 2 thira s6 nguyén t6 1a khé co thé thuc hién

trong thoi gian thye.
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Tuy nhién viéc sinh mot s6 nguyén to dugc coi 1a 16n lai 1a viéc rat kho, van dé nay
thuong duoc giai quyét bang cach sinh ra cac s6 1on (khoang 100 chir s6) sau d6 tim cach

ki€ém tra tinh nguyén t6 cua no.

Mot van dé dit ra 1a phai kiém tra bao nhiéu sé nguyén t6 ngau nhién (véi kich thude
xéac dinh) cho t6i khi tim duoc mot sé nguyén t6. Mot két qua ndi tiéng trong 1y thuyét s6
(Pinh 1y s6 nguyén td) phat biéu rang: “Sb cac sé nguyén td khong 16n hon N xdp xi
bangN/InN”. Vay néu P 1a mot sé nguyén t6 ngu nhién thi sic xuat dé P 1a s nguyén td 1a
1/InP. Néi chung van dé cb 16i cia hé md RSA d6 1a viéc chon duoc sé nguyén té p, q du
16n dé dam bao an toan cho ban ma. Nhu d3 biét néu ké tham ma ma biét dugc sd nguyén

td g, p thi dé dang tinh dugc khoa bi mat (a) tir khoa cong khai (b, n) do d6 ban ma s€ bi 10.

4.H¢ mat ma Elgamma
H¢ mat ma khoa cong khai ElGamal dugc dua ra nam 1978. HE mat ma nay duoc xay dung

dia trén tinh kho giai cuia Bai toan logarit roi rac phan tir sinh o cia tap Z*. Bai toan dit ra:
tim mot s6 nguyén x, 0<x< p-2, sao cho «* = g mod p

Thuat toan: Sinh khoa cho ma hda cong khai Elgamal

1. Sinh ngiu nhién mot s6 nguyén td 16n p va o 14 phan tir sinh cia Z*,
2. Chon ngiu nhién mdt s6 nguyén a, 1 <a < p—2, tinh a® mod p
3. Khoa cong khai la (p, a, o). Khoa bi mat (a)

Thuat todn Ma hoa ElGamal

(1). Lap ma:
a. Lay khoa cong khai (p, o, o) theo thuat toan trén
b. Chon mot ban ma x, trong khoang [0, p—1]
c. Chon ngau nhién mot s6 nguyén k, 1 <k < p-2
d. Tinhy=a“mod p va &=x.(¢)k mod p
e. Nhan dugc ban ma 1a (y, d)

(i1). Giai ma:

a. St dung khoa bi mat (a) va tinh y**?

mod p
b. Laybanrd: x=7""*.d modp
Thuét toan ElGamal ldy dwoc ban rd vi: (v7).5 = (®).x.(6®) = x (mod p).

Vi du:
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Sinh khoa: Pdi tuong A chon mot s6 nguyén p = 2357 va mot phan tir sinh o = 2 cta tip
Z*5357. A chon mot khoa bi mata= 1751

Va tinh: o mod p = 2'"'mod 2357 = 1185.

Khoa cong khai ctia A (p=2357; a=2; 0°=1185).

Lap ma3: M4 héa ban rd x = 2035, B chon mét s6 nguyén k = 1520 va tinh:
vy = 21520 mod 2357 = 1430.

va

0 =2035.11851520 mod 2357 = 697.

B gui y=1430 va 6 =697 cho A.

Giai ma: Dé giai mi A tinh:

yP~'7 = 1430605 mod 2357 = 872.

va lay lai duoc ban 13 khi tinh

X = 872.697 mod 2357 = 2035.
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CHUONG II. CHI KY SO

2.1. Chir ky so.
2.1.1. Giéi thigu ve chirky sd
Trong cudc song hang ngay, ta can dung chir ky d€ x4ac nhan cac van ban tai liéu nao do

va c6 thé dung con dau véi gia tri phap 1y cao hon di kém véi chir ky.

Cung véi sy phat trién nhanh chong ciia cong nghé thong tin, cac van ban tai liéu dudi
dang sb, dé dang duogc sao chép, sira doi. Néu ta sir dung hinh thtc chir ky truyén thong
nhu trén s& rat d& dang bi gia mao chir ky. Vay lam sao dé c¢6 thé ky vao van ban, tai lidu sd
nhu vay ?

Cau tra 161 d6 1a stir dung chit ky dién tu. Chit ky dién t&r di kém véi cac thong tin chu
s& hiru va mot sd thong tin can thiét khac sé trd thanh chimg chi dién tir. Chir ky dién tir
hoat dong dua trén hé théng ma khoé cong khai. H¢ théng ma khoa gém hai khoa: khoa bi
mat va khoa cong khai. M3di chu thé c¢6 mét cdp khoa nhu vay, chu thé do s& gilt khoa bi
mat, con khoa cong khai s& duoc dua ra cong cong dé bat ky ai ciing c6 thé biét. Nguyén
tic ctia hé thong ma khoa cong khai do 13, néu ta ma hoa bang khoa bi mat thi chi khoa
cong khai méi giai ma duoc, va nguoc lai thi néu ma hoa bang khoa cong khai thi khoa bi
mat méi giai ma duge.

2.1.2. Dinh nghia chir ky ) , o

Chir ky so (digital signature) 1a doan dir li¢u ngan dinh kém véi van ban goc dé
chtng thuc tac gia (nguoi ky vin ban) ctia vin ban va gitp ngudi nhan kiém tra tinh todn
ven cua ndi dung vin ban géc.

2.1.3. Cac wu diém cia chir ky so
Vi¢c stir dung chir ky s6 mang lai mét so 1oi diém sau:

Kha nang nhan thue:

Céc hé thong mat ma hoa khoa cong khai cho phép mat ma hoa van ban véi khoa bi
mat ma chi c6 ngudi chu ciia khoa biét. Bé sir dung chit ky s6 thi vin ban khong can phai
dugc ma hoa ma chi can ma héa ham bam cua van ban d6 (thuong c6 do dai ¢ dinh va
ngan hon van ban). Khi can kiém tra, bén nhan giai ma (voi khoa cong khai) dé 1ay lai ham
bam va kiém tra véi ham bam cila van ban nhan dugc. Néu 2 gia tri nay khép nhau thi bén
nhan c6 thé tin twéng ring vin ban xuit phat tir ngudi s& hitu khoa bi mat. T4t nhién 1a
chung ta khong thé dam bao 100% 1a vin ban khong bi gia mao vi hé thdng van co thé bi

phé va&.
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Van dé nhan thuc dic biét quan trong ddi véi céc giao dich tai chinh. Ch?mg han mot
chi nhanh ngan hang giri mot gdi tin vé trung tim dudi dang (a,b), trong d6 a la sb tai
khoan va b 14 s6 tién chuyén vao tai khoan d6. Mot ké Iira dao co thé giri mot sb tién nao do
dé 14y noi dung goi tin va truyén lai géi tin thu dugc nhiéu 1an dé thu loi (tn cong truyén
lai gobi tin).

Tinh toan ven

Ca hai bén tham gia vao qua trinh thong tin déu c6 thé tin tuéng 1a van ban khéng bi
stra doi trong khi truyén vi néu vin ban bi thay doi thi ham bam ciing s& thay d6i va 1ap ttc
bi phat hién. Qua trinh ma hoéa s& an ndi dung cua goi tin dbi voi bén thir 3 nhung khong
ngdn can dugc vi¢c thay ddi noi dung cta n6. Mdot vi du cho truong hop nay la tan cong
dong hinh (homomorphism attack): tiép tuc vi du nhu & trén, mot ké lira dao gui 1.000.000
dong vao tai khoan cua a, chan géi tin (a,b) ma chi nhanh giri vé trung tdm rdi giri goi tin
(a,b®) thay thé dé 1ap turc tré thanh triéu phu!

Tinh khéng thé phii nhan

Trong giao dich, mgt bén cé thé tir chdi nhan mot vin ban nao do6 1a do minh gui. bé
ngan ngira kha ning nay, bén nhan c6 thé yéu cau bén guri phai giri kém chir ky sé voi vin
ban. Khi c¢6 tranh chip, bén nhan s& dung chit ky ndy nhu mét ching cir dé bén tht ba giai
quyét. Tuy nhién, khoa bi mat van c6 thé bi 1o va tinh khong thé phu nhéan ciing khong thé
dat duoc hoan toan.

2.1.4 Tinh trang hi¢n tai - luat phap va thyc té o w ’
Tat ca cac mo hinh chir ky s6 can phai dat dugc mot so6 yéu cau dé€ co thé dugc chap nhan

trong thuc té:

e Chat lugng cua thuat toan: mot s6 thuat toan khong dam bao an toan;

e Chat luong cua phﬁn mém/phén cung thuc hién thuat toan;

e Khoa bi mat phai dugc gilt an toan;

e Qua trinh phan phdi khéa cong cong phai dam bao mdi lién hé giira khéa va thuc thé
so hitu khoa 1a chinh x4c. Viéc nay thuong duoc thyc hién boi ha ting khoa cong
cong (PKI) va mdi lién hé khoa < ngudi so hitu duge ching thuc béi nhitng ngudi
diéu hanh PKI. D6i v6i hé thdng PKI md, noi ma tit ca moi ngudi déu co thé yéu
cau sy chtng thyc trén thi kha ning sai sét 1a rat thip. Tuy nhién cac PKI thuong

mai cling da gdp phai nhiéu van dé c6 thé dan dén nhiing van ban bi ky sai.
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e Nhiing ngudi sir dung (va phan mém) phai thyc hién cac qua trinh ding thu tuc (giao

thire).
Chi khi tit ca cac diéu kién trén duoc théa méan thi chit ky sé méi 1a bang ching xac dinh
ngudi cha (hodc ngudi co thim quyén) ciia vin ban.

Mot sé co quan 1ap phéap, dudi su tac dong cia cac doanh nghiép hy vong thu loi tir
PKI hoic véi mong mudn 1a ngudi di tién phong trong linh viyc méi, dd ban hanh cac diéu
luat cho phép, xac nhan hay khuyén khich viéc str dung chit ky s6. Noi dau tién thuc hién
viéc nay la bang Utah (Hoa ky). Tiép theo sau 1a cac bang Massachusetts va California. Cac
nuée khac ciing thong qua nhitng dao luat va quy dinh va ca Lién hop qudc ciing c¢6 nhitng
du 4n dua ra nhitng b luat mau trong van dé nay. Tuy nhién, cic quy dinh nay lai thay doi
theo tung nudc tuy theo diéu kién vé trinh do khoa hoc (mat ma hoc). Chinh sy khac nhau
nay lam bdi rdi nhitng nguoi st dung tiém nang, gay kho khin cho viéc két ndi giita cac
qudc gia va do d6 1am
cham lai tién trinh pho bién chir ky sb.

2.1.5.Quy trinh tao ra va kiém tra chir ky dién tir:
Quy trinh tao

e Dung giai thuat baim dé thay doi thong diép can truyén dikét qua ta dugc mot
message diget,dung giai thuat md5 ta dugc digest c6 chiéu dai 128 bit,dung giai
thuat sha ta c6 chiéu dai 160bit.

e Su dung khoa private key ctia nguoi dé méd héa message digest thu dugc & bude
1,thong thudng & budb nay ta diung giai thuat RSA két qua thu duoc

Cac buoc kiém tra

e Dung public key ctia nguoi giri (khéa niy duoc thong bao dén moi nguoi) dé giai ma
chir ky s ctia message.

e Dung giai thuat md5 hoac sha bam message dinh kem.

e So sanh két qua thu dugc ¢ cac budc trén.Néu trgiing nhau,ta két luin message nay

khong bi thay d6i trong qua trinh truyén va message nay 1a ctia ngudi guri
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2.2. So' d6 chir ky
2.2.1 Pinh nghia so dé chir ky

Mot so do chit ky s6 14 bd 5 (P, A, K, S, V) thoa man cac diéu kién
sau :
e P:la tap hitu han cac buc dién co thé.
e A:la tap hitu han cac chit ky co thé.
e K: khong gian khoa, 1a tap hitu han cac khoa co thé.
e V&imdi K e K ton tai mot thuat toan ky Sigg € S va mot thuat toan xac minh
Ver, € V.
Mbi Sig,: P->A va Ver,: P ,A -> {TRUE, FALSE} la nhitng ham sao cho mdi birc
dién x thudc P va mdi birc dién y € A thoda man phuong trinh sau day :
TRUE néu y= Sig(x)
Ver(x,y) =
FALSE néu y # Sig(x)

Vi mdi K e K ham Sig va Verg 1a cac ham thoi gian da thirc. Verg s& 1a ham cong
khai con Sigx 13 ham bi mat. Ta goi Alice 1a nguoi giri con Bob 13 nguoi nhan. Khong thé
dé dang tinh toan dé gia mao chit ky ctia Bob trén birc dién x. Nghia 1a véi x cho trudc, chi
c6 Bob méi c6 thé tinh duoc chir ky y dé Ver(x,y) =True. Mot so do chit ki khong thé an
toan vo diéu kién vi mot nguoi to mo nao do co thé kiém tra tat ca cac chir s6 y cO thé trén
btrc dién x nho dung thuit toan Ver cong khai cho dén khi anh ta ¢ thé tim thdy mot chir
ky dung. Vi thé, néu c6 du thoi gian anh ta ludn ludn c6 thé gia mao chit ky cia Bob. Nhu
vay, gidng nhu truong hop hé théng ma hoa cong khai, muc dich cta chung ta 1a tim cac so

do chir ky s an toan vé mat tinh toan.

2.2.2 Chir ky s6 RSA.
Luoc do chir ky RSA dugc dinh nghia nhu sau:

e Tao khéa:

So dd chit ky cho bai bo nam (P,AK,S,V)

Cho n=p.q; véi mdi p,q 1a cac sé nguyén to 16n khac nhau ¢(n) = (p - 1)(q - 1).
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Cho P = A = Z, va dinh nghia:
K 1a tap cac khoa, K=(K’,K"’); vdi K’=a; K’’=(n,b)
a,b €Z,”, thoa man ab = 1mod ¢(n).
Céc gia tri n,b 1a cong khai, cac gia tri p,q,a la cac gia tri bi mat.

o Tao chir ky:
V&i moi K=(n.p,q,a,b) xac dinh:
Sigk-(X)= x* mod n
o Kiém tra chir ky:
Verg-(X,y)= true < x = y* mod n; X, y €Z,.
Gia sir A mudn giri thong béo x, A s& tinh chit ky y bang cach :
y=sigk-(X)= x* mod n (a 12 tham s6 bi mat cia A)
A gti cip (x,y) cho B. Nhan duoc thong bao x, chit ky sd y, B bat dau tién hanh kiém tra
dang thirc
x=y* mod(n) (b 1a khéa cong khai A)
Néu dung, B cong nhan y l1a chit ky trén x ciia A. Nguoc lai, B s& coi x khong phai ctia A giri
cho minh (chit ky khong tin cay).
Nguoi ta c6 thé gia mao chit ky ctia A nhu sau: chon y sau d6 tinh
X= verg-(y), khi d6 y= sigg-(x). Mot cach khic phuc kho khin nay 13 viéc yéu cau x phai co
nghia. Do d6 chit ky gia mao thanh cong véi xac sudt rat nho. Ta c6 thé két hop chit ky véi
ma hoa lam cho d¢ an toan tang thém.

Gia su trén mang truyén tin cong cong, ta cd hai hé mat ma khoa cong khai 6, va hé xac
nhan chir ky 9,. Gia st B ¢6 bd khda mat ma K=(K’,K’”) vé1 K’=(n,e) va K’’=d trong hé 9,
va A ¢ bo khoa chit ky K=(K,”,K,>?) v6i Kg’= a va K;”’=(n,b) trong hé 3,. A ¢6 thé giri dén
B mot thong bao vira bdo mat vira c6 chir ky xadc nhan nhu sau: A tinh chir ky ctia minh la:
y= Siga(x), va sau d6 mi hoa ca x va y bang cach sir dung mat ma cong khai eg cia B, khi d6

A nhan dugc z= eg(X,y), ban ma z s€ dugc gui téi B. khi nhan dugc z viéc trudc tién B phai
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giai ma bang ham dg dé nhan duoc (x,y). Sau d6 B str dung ham kiém tra cong khai cua A dé

kiém tra xem vera(x,y)= true? Ttrc 1a kiém tra xem chit ky d6 c6 dang 1a caa A?.
Vi du:
A dung luge db chit ky s6 RSA véi n=247,(p=13,q=19);
¢o(n) = 12.18 = 216. Khoa cong khai cua A 1a b=7.
= a=7"mod216 = 31.
A cong khai (n,b) = (247,7)
A ky trén thong bao x=100 véi chit ky:
y = x* modn = 100*! mod247 = 74.
A giri cip (x,y) = (100,74) cho B, B kiém tra bang cach st dung khoa cong khai cia A nhu
sau:
x = y* modn = 74" mod247 = 100 = x.

B chap nhan y=74 1a chit ky tin cay.
2.2.3 Chir ky Elgamall.

Lugc d6 chi ky ElGamal dugc gidi thi€u nam 1985 va duge Vién ti€u chuin va Cong
nghé qubc gia My stra d6i thanh chuan chir ky sb. Lugc do chir ky EIGammal khong tat dinh
cling giéng nhu hé ma héa ElGamal. Piéu nay c6 nghia 1a c6 nhiéu chir ky hop 18 cho mot
thong béo bat ky. Thuat toan kiém tra phai c6 kha nang kha nang chap nhan bat ky chir ky
hop 1€ nao khi xac minh.

Lugc dd chir ky ElGamal dugc dinh nghia nhu sau:

e Tao khoa:

Cho p 13 s6 nguyén té sao cho bai toan logarit roi rac trong Z, 1a kho va gia su o
€Z laphén t nguyén thiy
ChoP=2Z7,A=2Z xZ,, vadinh nghia

= K={(p,a, o, B): p=c’modp }.
Cac gia tri p, o, B 1a cong khai, a 1a bi mat.
e Tao chir ky

V6iK = (p, a, a, B) va voi so ngau nhiénk €Z',,
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dinh nghia sig(y, d), trong do:
o =oa“modp vad = (x-ay) k™ mod(p - 1).
o Kiém tra chi ky so

V6ix,y e Z, vad €Zy,, tadinh nghia :

Ver (x, v, 8) = True < B". v° = o modp.

Churng minh:

Néu chir ky duoc thiét 1ap dung thi ham kiém tra s& thanh cong vi:

=p"y° = o«*" a"® modp
= o modp ( Vi ay + 5 = x mod(p - 1)).

A tinh chit ky bang cach dung ca gia tri bi mat a( 1a mot phan cta khoa ) 13n s ngau
nhién bi mat k ( dung dé ky trén x). Viéc kiém tra c6 thé thuc hién duy nhat bang thong tin
cong khai.

Vi du: Gia st p=467, a = 2,a =127
Khi d6: p = o modp = 2*'mod467 = 132
Gia st A c6 théng bao x=100 va A chon ngiu nhién k=213 vi (213,466)=1 va 213"
mod466 = 431, A ky trén x nhu sau:
vy = o modp = 22"*mod467 = 29
Va 8 = (x - ay)k* mod(p -1) = (100 — 127. 29).431 mod466 = 51.
Chir ky cua A trén x= 100 1a (29,51).
Bit ky ngudi ndo d6 ciing c6 thé kiém tra chit ky bang cach:
1327 . 29°" = 189 mod 467
2'% = 189 mod 467
Do do, chir ky 1a tin cay.

2.2.4 Chir ky khong chéi bé. ,
Chir ky khong choi bé dugce cong bd bdi Chaum va Van Antverpen vao nam 1989. N6 c6

mat nét riéng méi la va thi vi. Quan trong nhat trong s6 d6 1a chir ky khong thé kiém tra khi
khong c6 su cOng tac cuia nguodi ky, A(gia sir nguoi ky 1a A).
Su bao vé nay cua A dé phong kha ning chit ky trong tai liéu cta anh ta bj sao chép va

phan b bai thiét bi dién tir ma khong co su ddng ¥ cua anh ta.

Ha Thi Hong Gam 33 Khoa CNTT- PHDLHP



Do dn tot nghiép Chit ky 6 va dich vu chitng thuwc chiv ky s6

Vidu: A c6 mot phén mém va chit ky kém theo dugc tao ra nho thuat toan cua chir ky sb
thong thuong. Nhu vay, s& khong tranh khoi truong hop phan mém dé bi sao chép ma B
khong biét. Ngudi mua sé kiém tra chir ky kém theo nho thuat toan kiém tra cong khai Ver
va cong nhan chit ky d6 13 dung. Vi nhu chung ta di biét ban sao cua chit ky s6 dong nhat
v6i ban gbc. Puong nhién nhu vay A s& bi mat ban quyén. Dé tranh diéu bit tién d6 A da
dung chit ky khong chdi bo. Su kiém tra s& thanh cong khi thyc hién giao thirc hoi - dép.

Luoc dd chit ky chéng chdi bé gom 3 phan: thuat toan ky, giao thic kiém tra, giao thic
chdi bo.

Thuat toan ky:
* Tao khoa:

Cho p,q 14 cac s6 nguyén t6 1& sao cho p=2q+1 va bai toan roi rac trén Z, la kho. Liy o €
Zp* 12 mot phan tir bac q( Néu o 1 phan tir nguyén thuy cia Z, thi
a = 0® Y modp) 14y 1 <a < g-1 va xéac dinh: p = o modp.
Lay G la phan nhém nhan cia Z*p béc q (G bao gém cac thing du bac hai theo modun p).
Lay P=A=G, xac dinh:
K={(p, o a B):p=c"modp}
Céc gid tri p, o, B 1a cong khai, a 1a bi mat.
* Tao chir ky:
Véi K= (p, a, a, B) va X € G, xac dinh chit ky y trén thong bao x:
y = sigk(x) = x* modp

Giao thire kiém tra :

Véix,y € G, su kiém tra duoc tién hanh theo giao thuce sau :
A chon ey,e, ngau nhién, e;, e, € Zp*.
Atinhc=y“ B modp guri né cho B.

B tinh d= ¢* ™ modp va gri né cho A.
A chép nhan chir dung khi va chi khi :

A w0 npoE

d=x“ o> modp. *)

* Vai tro ciia p, q trong luoc do:
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Lugc do nam trong Zy; tuy nhién ching ta can tinh toan trong phan nhém nhan G cta
Zp* ctia bac nguyén td 1é. Dic biét, chiing ta can tinh phan tir nghich déo theo modun |G|,
diéu nay 1y giai tai sao |G| nén 13 nguyén t 16. N6 thuan tién ldy p=2q+1 véi q 1a sb

nguyén t6 1. Trong trudng hop nay, phan nhom G ton tai.

Vi du: gia st ta ldy p = 467, tir 2 1a can nguyén thuy => 2°=4 14 thing du béac hai theo

modun 267 va 4 1a phan tir sinh cia G, 14y o = 4. Gia sir a=101, ta c6:
B = o’modp = 4'** mod467 = 449
A s€ ky thong bao x=119 vai chit ky:
y = x* modp = 119" mod467 = 129
Gia str B mudn kiém tra chit ky y, B chon ngiu nhién e, = 38,e, = 397.
Taco:c=y* B modp = 129% 449*" mod467 = 13
B gtri c=13 cho A va A tinh d theo:
d=c?® ™% modp
— d = 13100 mod3 oa67 (q=(p-1)/2= (467 -1)/2 = 233)
=d=9
B mudn kiém tra chit ky y theo budc 4. Co:
x“ o> modp = 119 4*" mod467 = 9
= d=x"a”modp
=> B chép nhén chit ky 1a dung

Giao thirc chdi bé

Mot van dé dit ra, néu su cong tac cua chu thé ky la can thiét trong vi¢c kiém tra chit
ky thi diéu gi dd ngan can anh ta trong viéc tir chdi chit ky do anh ta tao ra. TAt nhién, anh
ta c6 thé cho rang chir ky ding d6 13 gia mao va tir chéi kiém tra n6 hodc anh ta thuc hién
mot giao thirc ma theo d6 chit ky s& khong duge kiém tra. Vi vay, mot luge dd chir ky
chdng chéi bo duogc két hop chit ché voi mot giao thirc chdi bo va nho didu d6 chu thé ky

c6 thé chirg minh dugc chir ky d6 1a gia mao. (Néu anh ta tir chdi thuc hién 1 phan trong
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giao thire chdi bo, diéu d6 dong nghia véi dau hiéu chimg minh chir ky d6 13 cta anh ta
va anh ta dang c¢b ging tir chdi chit ky ctia minh).
Giao thire chdi bo gom hai tién trinh cua giao thic kiém tra va ¢ cac budc sau:
B choneq, €5 ngﬁu nhién, e, €, € Zq*.
B tinhc=y* B modp va guri né cho A
Atinh d = ¢ ™% modp va giri n6 cho B
B kiém tra d # X o > modp.
B chon fi,f, ngau nhién, f;, f, € Zq*.
B tinh C =y” B modp va giri n6 cho A
Atinh D = ¢“ ™% modp va giri n6 cho B

B kiém tra D # x* o> modp

© o N o o A~ w b BRE

B két luan rang y 1a chit ky gia mao khi va chi khi
(do.™#)% = (Do ™2 ) modp

Vi dy: Lay p=467, o = 4, a = 101, p = 449. Ky trén thong bao x=286 v&i chit ky
y= 83 (1 gia mao). A mudn thuyét phuc B ring chit ky do 1a khong dung. Vay phai thuc

hién nhu sau:

Chon ngau nhién e; = 45, e, = 237. B tinh ¢=305 va A tra 16i v6i d= 109. B tinh
286%. 42" mod467 = 149.

Vi 149 = 109 nén ta phai thyc hién giao thirc chbi bo

B chon tiép f; = 125, f, = 9, ngau nhién, B tinh C=270 va A tra 1di v6i D=68. B tinh:
286'%°.4°mod467 = 25.

Vi 25 # 68 nén B thuc hién tiép bude cudi cung cua giao thuc la thuc hién kiém tra

tinh chinh xac.
Ta co: 109.4%7)1% = 188 mod467
va (68.4°)% = 188 mod467 ; =(do. )% = (Da™2)“ modp

=  Vay B tin chic rang d6 1a chir ky khong dung

Bay gio van dé dat ra la:
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- A ¢6 thuyét phuc duoc B rang chir ky khong dung d6 1a gia mao

- A khong thé 1am cho B bj thuyét phuc rang chi ki d6 ding 13 gia mao ngoai trir xac suét

rat nho.

Ha Thi Hong Gam 37 Khoa CNTT- PHDLHP



Do dn tot nghiép Chit ky 6 va dich vu chitng thuwc chiv ky s6

CHUONG 3: DICH VU CHI’NG THUC CHI KY SO

3.1 T chirc chirng thue 1a gi 2.
T6 chirc ching thyc dién tir(CA) 1a mot bén thir 3 dugce ca hai bén gui va nhan tin cdy

dting ra chirg nhan public key 1a dam bao.

Churc niang cia cta to chie chiung thuc dién tir 13 chimg thuc nhan dang nguoi ky
thong qua hinh thirc cAp chimg chi sé chtra khoa cong khai cua ngudi ky, va duy tri co so
dir liéu vé chimg chi sd.

Khi chig chi s6 duge CA cung cip thi né duoc tin tuong trong khi st dung

Hién nay trén thé gidi c6 nhiéu to chirc chimg thuc dién tir tin cdy nhu VeriSign,
Entrust, CyberTrust...

Con & Viét Nam c6 mot vai to chic ching thuc dién tr nhu VASC, DES...

3.2 Giéi thiéu vé mdt s6 to chirc chirng thue.
Té chirc Entrust -mot trong nhirng hing di dau vé phat trién PKI

Entrust 1a mt to chtrc chimg thuc dién tir tin cdy trén thé gidi dugc cac cong ty thude
linh vuc thuong mai dién tur trén thé gioi tin cay.
Misof ciing 12 nha phan phdi san pham vé hé thong cép phéat ching chi ctia Entrust tai Viét
Nam.

Giai phap cua Entrust khong nhitng dép tng dy du cac yéu cau vé hé théng CA ma con
cung cap thém nhiéu tng dung ciia chimg chi sd, tich hop ching trong cac tng dung khéc
nhu email, ma hoa file thu muc....

Céc san pham cua Entrust cho viéc nhan dang va quan 1y truy cdp tuan theo chuin X509
V3, ngoai ra con tuan theo cac chuan quéc té vé ma hoa nhu PKCS, RFC.

Té chirc chirng thuwe dién tir tai Viét Nam VASC

Cong ty VASC di duoc xay dung thanh cong hé thong quan 1y va cung cap ching chi sb
cua minh tir thang 4/2002 va tir thang 8/2002 da chinh thire phuc vu khach hang.

Chung chi s VASC CA duoc dung trong cac giao dich trén méi truong mang hoic
Internet dé :

e Chimg thuc cac ddi twong st dung.

e Dam bdo an toan va bao mat thong tin

e Cung cap bang chimg phap 1y néu xay ra tranh chap
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VASC-CA hién nay cung cp véi cac giai phap :

e Chimg chi s6 c4 nhan VASC-CA : Gilip mé héa thong tin, bao mat e-mail, sir dung
chir ky dién tir c4 nhan, chung thuc vd1 mot web server thong qua giao thirc bao mat
SSL.

e Chimg chi s6 SSL Server VASC-CA: Gitip bdo mét hoat dong trao ddi thong tin trén
website, xac thuc ngudi dung bang SSL, xac minh tinh chinh théng, chdng gia mao,
cho phép thanh toan bang thé tin dung, ngin chin hacker do mat khau.

e Chung chi s6 nha phat trién phan mém VASC-CA: Cho phép nha phat trién phan
mém kY vao cic chuong trinh applet, script, Java software, ActiveX control, EXE,
CAB va DLL, dam bdo tinh hop phéap cta san pham, cho phép nguoi sir dung nhan
dién dugc nha cung cép, phat hién dugc sy thay ddi cua chuong trinh (do hong, bi
hacker hay virus pha hoai).

Tuong ty nhu vay, sé luong don vi cung cip giai phap tng dung c6 dung CKS & Viét
Nam hién nay ciing chua nhiéu. Cic cong ty nhu Giai Phap Thé Minh Thong
(www.tomica.vn), MI-SOFT(www.misoft.com.vn)... 13 nhiing cong ty cung cap tich hop
giai phéap chit ky s6 HSM (Hardware Security Module) vio thé thong minh va USB Token
vao cac ing dung va giao dich cin bao mat nhu: Internet Banking, Money Tranfer, VPN

hay e-Signing.

3.3 Dich vu chirng thue chir ky so.
Cung cip boi T chirc cung cip dich vu ching thue Chir ky s6 (Certification Authority

- CA) - Nguoi thir ba déng tin cdy bao gom:
e kiém tra, x4c minh mot chu thé
e cip cip khoa
e cap chimg thu sb (chimg minh thu ++)
e bao gom ca khoa cong khai
e duy tri truc tuyén CSDL Chtng thu s6
e khac

Ban chit dich vu

e Tuong tu nhu cip chirng minh thu nhan dan hay céc gidy to tiy than khac

e Ap dung cho méi trudng mang
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Cung cip va sit dung dich vu

Certification Authority
(CA)

yéu cau @

Don vi cap chimg thyc
(A)

Don vi dang ky co so dit lidu
(RA) chimg thue sé
cip o
chtmg thuycsd/khoa Xéc minh

&L-S_____ &

Thong diép dir liu ky so
Thue bao

3.4 Tinh hinh phat trién dich vu chirng thwe chir ky so trén thé giéi va & VIét
Nam.

3.4.1 Tinh hinh trién khai trén thé giéi

bay la dich vu moi, xuat hién vao khoang cudi 1990s. Hién da duoc trién khai & My,

EU, Nhat, Han Qudc, Trung Qudc
VD:Han Qudc: 9 triéu thué bao (20% dan sd)
Puogc ung dung trong céac linh vuc:

o Internet banking (chuyén tién qua mang)

o hanh chinh cong (khai sinh, khai tir, nop thué, cip cac loai gidy t& va ching

chi, ...)

o mua ban, dau thau qua mang

o Yté, gido duc, .....
Pay 1a mot vai vi du vé viéc trién khai dich vu chtng thuc chit ky s trén thé gidi :

“H¢ thdng ndp hd so xin phép xay dung “ — Singapore

Viéc xdy dung cic cong trinh phai c6 y kién ctia rat nhiéu co quan cé tham quyén (>10).
Phé duy¢t nhiéu loai hd so (dé an, du an, ...).Viéc ndp hd so mét rt nhiéu thoi gian, cong
strc (nhiéu cira). Chinh vi vy nén ho di dwa ra mét giai phap k§y thuat 1a:

e Hg¢ thong CORENET e-Submission, tich hgp nhiéu tmg dung phé duyét
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e Ho so ndp co chit ky sd
= Phé chuin dung chit ky sd
Str dung bt budc tir ndm 2002 va d3 mang lai hiéu qua dang ké :
e Tién loi, tiét kiém thoi gian, cong sirc
e (ai cach hanh chinh
" “One stop”
= (6 thé kiém tra trang thai phé chuan online

“Phé chuan cua cha me “ - Han Quoc

e Vin dé:

= Tranh cii giita cha me va doanh nghiép ndi dung vé viéc choi online
game va tai ndi dung thong tin di dong cua tré em

e S¢ cu phap ly:
» Dao luat khai thac va bao vé thong tin
cac doanh nghiép chi duoc cung cdp dich vu cho tré em khi co su phé
chuan ctia bd me

e MIC:
» Cac doanh nghi¢p khong tuan thu s€ bi phat
= 4/2006: 13 cong thong tin va online game website di bi phat 68,000

usD

e @Gidi phap k¥ thuat
= Thong bao co chit ky sd cua cha me

e Hi¢u qua

=  Giam dang ké don tir va tranh ci
* Bao v¢ tré em khoi viéc sir dung cac ndi dung va game khong phu hgp
“Mang chim séc sirc khée va thudc” — Nhiat Ban

e Vande

= chira bénh lau dai, chira bénh tir xa
= Can co so dit liéu vé qua trinh diéu tri, lich sir bénh tat, tinh trang
suc khoe ....,

* Thong tin nhay cam, mang tinh riéng tu
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= Chi truy nhap dugc bdi nhitng ngudi ¢6 trach nhiém va thim quyén,
can xac thue ding ngudi (bac si ?)

e Ddi tuong phuc vu

* bénh vién, trung tdm strc khoe, bac si, hg 1y, dugce si, bénh nhan

= dich vu: cép hd so, ké don thudc, tra tién chira bénh, tra tién thude, ....
e Thoi gian: 1995-2004
e Hi¢u qua

= Hon 80,000 nguoi

= Giam chi phi kham, chita bénh, diéu trj

» Nang cao hiéu qua chira bénh va diéu tri

3.4.2 Chir ky s6 & Viét Nam
Khai niém “ching thyc s6” va “chir ky s6” con twong d61 méi doi1 véi nguoi st dung

tai VN. B¢ hiéu dugc vai trd cta né trong giao dich dién tir, ngudi dung doi hoi phai c6 mot
kién thirc nhat dinh vé CNTT (mi hoa bat ddi xtmg, public key, private key...). Vi vdy mot
phan khach hang van chua huong ung dich vu nay vi “khong tin” vao ching thuc s6 va chir
ky s6. Hién nay da co mot s6 don vi cung cép dich vu phuc vu nhu cu giao dich ndi bod
(ngan hang cong thuong) va mot sb cac don vi dd cung cap thr nghiém cho cong cong:
VASC
Sau thoi gian dai chudn bj soan thao, liy ¥ kién cac chuyén gia va ngudi dan, Nghi dinh

26 vé chir ky sd va dich vu chimg thuc chit ky s6 di duge Tha tudng Chinh phit ban hanh
ngay 15/2/2007, cong nhan chit ky s6 va chiung thuc sd ¢ gia tri phap 1y trong giao dich
dién tir, budc dau thuc dy su phat trién cua thuong mai dién tir tai Viét Nam

Ngay 31/12/2008, B TT-TT ban hanh 6 loai tiéu chuin trong giao dich di¢n tir duoc
quy dinh budc phai ap dung chir ky sé va chimg thuc sb, bao gdm: Chuan bao mét cho
HSM, Chuan m3 hoa, Chuén tao yéu cau va trao ddi ching thu s6, Chuan vé chinh sach va
quy ché chtng thuc chit ky s6, Chuan vé luu trit va truy xuét chimg thu s6 va Chudn vé
kiém tra trang thai chimg thu s6.

Theo Bo TT-TT, danh muc cA4c tiéu chuin nay s€ con dugc dinh ky xem xét cap nhat,
sira d6i, bd sung phu hop véi diéu kién thyc té cuia Viét Nam.

Céc t6 chtrc cung cip dich vu chtng thue chit ky sb qudc gia, t6 chirc cung cip dich vu

chung thuc chir ky sé cong cong, to chirc cung cap dich vu ching thuc chir ky sé chuyén
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ding duoc B Thong tin va Truyén thong cap gidy ching nhan di diéu kién dam bao an
toan cho chit ky s6, td chirc cung cip dich vu chtng thue chit ky sé nuéc ngoai duge Chinh
phu Viét Nam cong nhan sé& dua trén danh muc ban hanh nay dé ap dung chtng thuc.

Ung dung “Chir kY s6” tai Viét Nam

Kha nang tng dung cia CKS kha 16n, do co6 tac dung twong tu nhu chir ky tay, nhung
ding cho méi trudong dién tr. Thuong CKS duoc str dung trong giao dich can an toan qua
mang Internet, nhu giao dich thuwong mai dién tir, tai chinh, ngan hang. Thi 2 1a dung dé ky
1én eMail, vin ban tai liéu Soft-Copy, phin mém... module phin mém va viéc chuyén
chung thong qua Internet hay mang cong cdng. Tuy nhién, st dung hay khong st dung
CKS van con tuy vao sy lua chon cia nguoi dung.

Hién nay nhiéu ngan hang Viét Nam di tng dung CKS trong cac hé thong nhu Internet
Banking, Home Banking hay hé thong bao mat ndi bo. Ngoai ra cac website cila cac ngan
hang, cong ty can bao mat giao dich trén dudng truyén, mang riéng a0 VPN di 4p dung
CKS. C6 thé noi, cang ngay cang nhiéu sy hién dién ctia CKS trong cac hé thong, (mg dung
CNTT bao mat ctia DN, t6 chirc & Viét Nam.

Chir ky s6 dem lai loi ich gi?

Ung dung CKS gitp giai quyét tét hon cac giai phap xac thuc va bao mat. CKS giai
quyét van dé toan ven dit liéu va 1a bang ching chong chbi bo trach nhiém trén ndi dung da
ky, gitup cho céc to chitc, ca nhan yén tdm véi cac giao dich dién tir ciia minh trong moi
truong Internet.

Pbi v6i linh vuc trao doi thong tin, véi sy phd bién hién nay ciia e-mail nhd tinh nhanh
chong linh hoat, viéc sir dung CKS s& gitp cho viéc trao ddi van ban ndi dung trd nén dé
dang va dam bao. Vi du: Hé théng quan 1y vin ban, hop dong s6 s& dugc luu trit, tim kiém
bang hé thong may tinh. Cac giao dich, trao d6i vin ban giita ca nhan - t6 chitc nha nude
(C2G), DN - Nha Nudc(B-G), DN-DN(B2B) hay giita cac to chirc co quan nha nudc véi
nhau s& nhanh chéng va dam bao tinh phép 1y, tiét kiém rat nhiéu thoi gian, chi phi gidy to
va van chuyén, di lai.

Dac biét, tang cuong ung dung CKS s€ thuc déy viéc Ung dung thuong mai dién ti,
chinh phu dién tr, hanh chinh dién tir va kinh doanh dién ttr, déng thoi cling bao vé ban

quyeén cdc tai san so hoa.
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S6 TTTT TP.HCM la don vi di tién phong trong viéc trién khai tmg dung chir ky s6
trong hoat dong giao dich dién tr phuc vu cong tdc quan 1y nha nudc tai dia phuong. Hién
sO ciing di ¢o trung tam Chimg Thuc Chuyén Dung, dugc bd TTTT va Ban Co Yéu chinh
phu (don vi chimg thuc dién tir chuyén dung chinh phu (G-CA), cung cip va quan 1y chimg
chi dién tr phuc vu céc co quan trong hé théng chinh tri thyc hién cac yéu cau xéc thuc
thong tin va bao mat thong tin thuoc pham vi bi mat nha nudce trén cac hé théng tac nghiép,
diéu hanh dién tir) ddng y. Vi trung tAm nay s¢ TTTT d3 va dang trién khai ching thuc
CKS mién phi cho khdi quan 1y d6 thi nhu: So Tai Nguyén Méi Truong, so Kién Tric, sé
Tai Chinh, trung tim Tai Nguyén Méi Trudong va Dang Ky Nha Dat...Trong nim 2009, s&
TTTT TP.HCM s& tiép tuc nang cép trung tdm ndy va mé rong ching thuc cho cac so,
nganh khac. Pau thang 3/2009, s TTTT da c6 budi lam viéc voi 2 co quan thué va hai
quan TP.HCM vé viée ching thuc chir ky s6 cho 2 don vi nay dé tién t6i thuc hién co ché
“mot cira” va ké khai thué qua mang

Ngoai trung tam Chting Thyc Chuyén Dung, s¢ TTTT TP.HCM hién dang chd UBND
TP.HCM phé duyé¢t cho phép thanh lap trung tdm Chirng Thyc Cong Cong. Vo1 trung tdm
nay, so TTTT s& ching thuc cho moi dbi tuong: DN, ngudi dan, to chirc...Trung tim s&

phuc vu theo loai hinh dich vy”.

3.5 Hanh lang phap ly.
Ngay 23/2, Chinh phu di ban hanh Nghi dinh 27/2007/ND-CP vé giao dich dién tur

trong hoat dong tai chinh.

Trude do, ngay 15/2/2007, Chinh phti da ban hanh Nghi dinh 26/2007/ND-CP quy
dinh chi tiét thi hanh Luat Giao dich dién tir vé chit ky s va dich vu chimg thuc chit ky sd.
Theo d6, trong truong hop phéap luat quy dinh vin ban can ¢ chit ky thi yéu cau doi véi
mot thong diép dir lidu dugce xem 1a dép Gng néu thong diép dit liéu d6 duoc ky bang chir
ky s6.

Sau khi nghi dinh ctia Thu tuéng dugc ban hanh, B TT-TT va cac bg, nganh lién quan
cling d4 ra nhiéu van ban lién quan huéng dan thyc hién chir ky s6 va dich vu chimg thuc
chir ky sd.

Ngay 31/12/2008, B TT-TT ban hanh 6 loai tiéu chuin trong giao dich di¢n tir duoc
quy dinh budc phai ap dung chir ky sé va chimg thuc s6, bao gdm: Chuan bao mat cho

HSM, Chuan ma héa, Chuan tao yéu cau va trao doi ching thu s6, Chuan vé chinh sach va
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quy ché chimg thuc chir ky s, Chuan vé luu trir va truy xuit ching thu s6 va chuan vé
kiém tra trang thai chung thu sé.

Theo Bd TT-TT, danh muc c4c tiéu chuin nay s€ con dugc dinh ky xem xét cap nhat,
stra d6i, bo sung phu hop véi diéu kién thuc té ciia Viét Nam.C4c té chic cung cip dich vu
chtng thue chir ky s6 qudc gia, to chic cung cip dich vu chimg thuc chit ky s cong cong,
t6 chtrc cung cip dich vu chimg thuc chit ky s6 chuyén dung duge Bo Thong tin va Truyén
thong cap gidy ching nhin du diéu kién dam bao an toan cho chit ky sd, to chic cung cap
dich vu chtng thuc chir ky s6 nudc ngoai duoc Chinh phii Viét Nam cong nhén s& dua trén

danh muyc ban hanh nay dé ap dung chimg thuc.
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Vi Du: Chirng thwc macro trong Word va Excel bang chiv ky

dién to

Chtrc nang chung thuc bang chir ky dién tir bat dau dugc bo sung tir bd Office 2000, dé ngan
ngura sy xam nhdp cau virut macro.

Pé dung chir ky dién tu:

1.Tool — Macro — Security — Security Lever. Chon kiéu bao vé Hight

ot gam_18.6.09(new) - Microsoft Word

: File Edit Wew Insert Format | Tools | Table ‘Window Help AdobePDF  Acrobat Comments Type a question for help. = X
3 = ] " g
HIR =N " NP = W o7 P Speling and Grammar... F7 ad E : Final Showing Markup v Show~ | ¥} 9% =
{1_4_ Mormal + 13 pt ~ Times New Roma ﬁ: Research... Alt+Click E :g - | - 3 . A - !
s —— lengrions , S
imm=
‘E Word Count... —
B . o 0o o1 . .. (0 ) R R R S T 6 i
%ﬂu 101 ong Gamn &l AdtoSummarize... Ao CINE L= DDl
Speech
Shared Workspace...

I— A [rock Chonges CHRShit

Compare and Merge Documents. ..

Protect Document...

- 3 ., £ v Online Collaboration 13 . . £+ - - ~
Do an tof nghiép = WEKY 50 va dich vu clivng thire clir Ky
— Letters and Mailings > |- -
i g Macro > | » | Macros... Alt+FS
Vi Du: Chung thue 1
= Templates and Add-Ins... @ Record New Macro...
% Clntc nang chiing thy =7 AutoCorrect Options... [ security... 0, de ng
N - - Customize... e 3 2 ¥
ngira s xam llllal) ci 4 ﬂ Yisual Basic Editor Alt+F11 2
- A | Options... 8 Microsoft Script Editor  Alt-+Shift-+F11 o
il Pe dung chir ky dien tu: °
3 T O I e P B e = S T | ¥,
= E::—- 8 < | >
Page 47 Sec 3 47/50 A n REC | [TRK | [E R | G

2. Néu chua co chuong trinh tao chit ky dién tir cia VBA thi ban can cai dat bo sung :
Control Panel — Add/Remove Progams — Microsoft Office 2000 Premium — nhan

Add/Remove — Add or Remove Features

Office Maintenance Mode

Please select one of the following options:

Aa%d;“ SETUP Repair Office 0ME
Prog;aer: Maintenance Mode % g:;;?arlesstlaog Microsoft Office 2000 Premium installation to its 4MB
3MB
Add/Remd
o Add or Remove Features EME
Componer] i Change which features are installed or remove specific
OMB
@ hally
Set Progr. 5 =
Access a cm Remove Office
Default I Delete Microsoft Office 2000 Premium from this computer. bve
P
6MB
qMB |
SMB
[ Help ] [ Cancel ] Back Mext == ME
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Bam dau cong bén canh Office Tool, nhan vao Digital Signature for VBA project va chon
Run from My Computer, xong badm Update now. File Selfcert.exe dd duoc bd xung vao tai

duong dan C:ProgamFile/Microsoft Office/ Office

i Microsoft Office 2000: Update Features

= g8 »| Office Tools -~
#-=d | Clip Gallery
Digital Signature for YBA projects
SETUP 5 = Run from My Computer
~ | &38 Run all from My Computer
Maintenance Mode S
1 Em  Runfrom Metwork
- @ o
Selecting Features 5 @ 8 Run all from Network
Installing Office = Installed on First Use
X Mot Available -
G- wn -
+ &3 ~ | Office Server Extensions Support
=3 ~ | Office Web Components
{5 v | Organization Chart v
Description:
Digital certificate For signing a Visual Basic for Applications project. Allows you to
avoid unnecessary security warnings.
Size: Selected Features: 1280KE Free Disk Space: 23GB
[ Help ] [ Cancel ] [ << Back ] [ Update Now ]

3.Dé tao chir ky, chay file Selfcert.exe, go tén vao hdp Your name — OK

& Create Digital Certificate X

This program creates a self-signed digital certificate that bears the name you type
below. This type of certificate does not verify your identity.

Since a self-signed digital certificate might be a forgery, users will receive a security
warhing when they open a file that contains a macro project with a self-signed
signature.

A self-signed certificate should be used only for personal use. If you need an
authenticated certificate, you might want to contact a certification authority, such as
those listed at

http://officeupdate. microsoft. com/office/redirect /fromOffice3/cert. htm.

Your name;

| 0K I Cancel

Sau do chon macro can bao vé trong ctra s6 Visual Basic Editor,
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il Document1 - Microsoft Word ’L‘@E‘
JEiIe Edit View Insert Format Tools Table Window Help Adobe PDF x|
D@ ! Gy ! (22 & Speling and Grammar...  F7 @2 J TimesNewRoman v 12 v B I U M_ = i= ")I
I T ‘Word Count...
|5 e
B F Online Collaboration "z‘--u---3---|-‘»4-‘-|---5--‘
T
Macro 4 » Macros... Alt+FE
Customize. ., @ Record New Macro...
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&M Microsoft Script Editor ~ Ale+Shift+F11
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Tool — Digital Signature — nhan Choose ri chon chit ky dién tir vira méi duoc tao trong danh
sach Select Certificate.

& Microsoft Visual Basic - Document1

JEiIe Edit Yiew Insert Format Debug Run Tools Add-Ins Window Help

|maE-d| e

Digital Signature
- = The VBA project is currently signed as
= |

[+ g Normal Certificate name: [Mo certificate]
=k g Project (Document1)
=5 Microsoft Word Objects
i - ThisDocument
(] References Sign as

Certificate name: [Mo certificate]

Remove I g_hODSE. " I

Select Certificate

. . Select the certificate you want to use,
Properties - ThisDocument m

ThisDocumenl! Document v |

Alphabetic I Categorized I Issued to Issued by Intended P...  Friendly na... Expiration ...
(Name) | ThisDacument (& C k
False —,_I il Code Signing  Mone

ConsecutiveHyp
DefaultTabStop ¢
EmbedTrueType False
FarEastlineBres )
FarEastlineBres | - wiFartast
GrammarChecke False
g::g:::::z:v::: | OK ” Cancel ] [ View Certificate ]
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Do dn tot nghiép Chit ky 6 va dich vu chitng thuwc chiv ky s6

4.Lan dau tién mé tap tin c6 chtra macro, hop thoai Security Warning xuat hién, yéu cau ban
xac dinh dung 13 macro va chit ky ctia minh khong, néu ding ban ddnh du vao hop kiém
Always trust macro from this source. Macro ctia ban bay gio di dugc ching thuc bang chir ky

dién tir nén chuong trinh s€ khong hoi moéi khi ban chay macro.

Security Warning

C:\Documents and Settings\AdministratoritMy DocumentsiDocl.doc

contains macros by

gamhh Details... I

This publisher has not been authenticated and therefore could be
imitated. Do nat trust these credentials,

Macros may contain viruses, It is always safe to disable macros, but if
the macros are legitimate, you might lose some functionality.

* 4 9 P e e

The security level is set ko High, Therefore, you cannot enable
macros from sources that you do not trust,

‘Blways trust macros from thi'iSiUED

Disable Macros Enable Macros I

More Info

Nhung khi chay mgt macro do ban tao ra ma chua dugc chiing thyc hodc c6 mot virut macro

khoi chay thi chuong trinh 1ap tirc canh bao, khi d6 ban nhan OK dé v6 hiéu héa né.

Microsoft Word m

The document name or path is not valid,
Try one or more of the following:

J'B * Check the path to make sure it was typed correctly,

: * On the File menu, click Open. Search for the file using this dialog box.
{"C:A...\My DocumentsiChao b?n.doc")

oK
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D6 dn tot nghiép Chir ky s6 va dich vu chitng thuc chir ky so

KET LUAN
Viéc nghién ctru va tim hiéu vé chir ky sé va dich vu chimg thuc chit ky
s6 dé dap ung nhu cau xé4c thuc thong tin va nguoi ding hién nay 1a rat can thiét
dac bié¢t 1a trong cac giao dich dién tir. Po an d3 dat duoc nhiing két qua chinh
Sau:

Nghién ctru va tim hiéu trong tai liéu dé hé théng lai cac van dé:
- Céc khai niém veé toan hoc duoc st dung trong mat ma hoc.
- Céc kién thuc chir ky sb.
- Tim hiéu vé dich vu chimg thue chit ky sd.
Vi du : Ching thuc macro trong Word va Excel bang chit ky dién tir.
Mic du ¢6 nhiéu c¢d gang, nhung trong d6 an van c6 mot sé van dé chua
that su hoan thién,chua thuc hién dugec md phong chuong trinh cp ching chi s6
dé ky.
Xin céac thay co gido gop ¥ dé em co thé tiép tuc nghién ctru dé tai nay
dugc tbt hon.
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D6 dn tot nghiép Chir ky s6 va dich vu chitng thuc chir ky so

TAI LIEU THAM KHAO

Ly thuyét mat mi va an toan thong tin_ Phan Dinh Di¢u(NXB DHQG)
An toan tinh toan_Charles P.pheeger(Hoc Vién K§ Thuat Mat Ma)
Béo cao: Vai tro cua chir ky dién tir trong TMDT Lé Thi Ngoc Mo
http://vi.wikipedia.org/wiki/chir_ky_sd.

http://vi.wikipedia.org/wiki/Ham_bam.

o ok w0 DdE

http://www.3c.com.vn/Story/vn/hotrokhachhang/thuongmaidientu/ekienthuccob

an
7. http://www.ddth.com
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http://vi.wikipedia.org/wiki/H�m_b?m
http://www.3c.com.vn/Story/vn/hotrokhachhang/thuongmaidientu/ekienthuccoban/2009/5/54063.html
http://www.3c.com.vn/Story/vn/hotrokhachhang/thuongmaidientu/ekienthuccoban/2009/5/54063.html
http://www.ddth.com/archive/index.php/t-225681.html

