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LOI MO PAU

Cudc cach mang théng tin ki thuat sé di dem lai nhimg thay d6i sau sac trong
x4 hoi va trong cudc séng cua ching ta. Su ra doi nhitng phan mém c6 tinh ning rat
manh, cac thiét bi méi nhu may anh k¥ thuat s6, may quét chat lwong cao, may in,
may ghi am k¥ thuat sd, v.v... da vai toi thé gisi tieu dung rong 16n dé sang tao, xir
Iy va thudong thuc cac dir liéu da phuong tién (multimedia data). Mang Internet toan
cau da bién thanh mot x4 hoi ao noi dién ra qua trinh trao doi théng tin trong moi
linh vuc chinh tri, quan su, quéc phong, kinh té, thuong mai... Va chinh trong moi
trrong Mo va tién nghi nhu thé xuat hién nhirng van nan, tiéu cuc nhu nan an cép
ban quyén, nan xuyén tac théng tin, truy nhap théng tin trai phép v.v... bi tim giai
phap cho nhitng van d& nay khéng chi gilp ta hiéu thém vé cong nghé phac tap
dang phat trién rat nhanh ndy ma con dua ra nhitng co hoi kinh té méi can kham
pha.

O déy ta tim hiéu vé mét k¥ thuat da va dang duoc nghién ciu va ang dung rat
manh mé& & nhiéu nudc trén thé gioi do 1a ky thuat giau tin (data hiding). Pay 1a ky
thuat moi va phuc tap, no dang duoc xem nhu méot cdng nghé chia khoa cho van dé
bao vé ban quyén, chiing thuc thong tin va diéu khién truy cap... tng dung trong an
toan va bao mat thdng tin. Trong db an nay tim hiéu k¥ thuat giau tin trén k bit LSB

cua anh.
N1 dung dugc trinh bay trong 3 chuong:
Chuong 1. Mot s6 khai niém tong quan
Chuong 2. K§ thuat giau tin trén k-LSBs

Chuong 3. Cai dat va thir nghiém



Chuwong 1. MOT SO KHAI NIEM TONG QUAN
1. 1. CAu tric cia anh Bitmap

BMP la mét dinh dang tap tin hinh anh kha phé bién. Cac tap tin 6 hoa luu
dudi dang BMP thuong c6 dudi 1a .BMP hoac .DIB (Device Independent Bitmap).

Cac thugc tinh tiéu biéu caa mot tap tin anh BMP (va file anh n6i chung) la:

-S4 bit trén mdi diém anh (bit per pixel), thuong dwoc Ky hiéu boi n. Mot
anh BMP n-bit ¢6 2" mau. Gi4 tri n cang 16n thi anh cang cé nhiéu mau,
va cang rd nét hon. Gia trj tiéu biéu cua n 12 1 (anh den trang), 4 (anh 16
mau), 8 (anh 256 mau), 16 (anh 65536 mau) va 24 (anh 16 triéu mau).
Anh BMP 24-bit c¢6 chat lugng hinh anh trung thuc nhat.

- Chiéu cao cua anh (height), chiéu rong cua anh (width), diém anh (pixel).

Dic diém ndi bat nhat caa dinh dang BMP 1a tap tin hinh anh thuong khéng
duoc nén bang bat ky thuat toan nao. Khi luu anh, cac diém anh duoc ghi truc tiép
vao tap tin — mot diém anh s& dugc md ta boi mot hay nhiéu byte tiy thudc vao gia

tri n caa anh. Do d6, mot hinh anh luu duéi dang BMP thuong c6 kich ¢ rat 16n.
Anh bitmap duoc chia thanh ba dang: anh nhi phan (anh den tring), anh da
murc Xxam, anh mau.
1.1. 1. Anh den tring
La anh ma mdi diém anh chi thé hién mot
trong hai trang thai 0 va 1 dé biéu dién trang thai

diém anh den hay trang.

I )

Hinh 1.1. Vi du vé anh den trang
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1.1. 2. Anh da cap xam
La anh ma mdi diém anh duoc bicu dién
bai mot gia tri va d6 1a cudng do sang cua diém

anh.

Hinh 1.2. Vi dy vé anh da cip xam

1. 1. 3. Anh mau

La anh ma mdi diém anh dugc biéu dién boi ba dai lugng R, G, B. S6 lugng
mau c6 thé cua loai anh nay 1én t6i 265° mau khac nhau. Nhung sé lugng mau trén
thuc té cla mdt anh nao d6 thuong kha nho.

Vi anh c¢6 s6 mau 16n thi cac diém anh
Khong t6 chirc dudi dang bang mau, khi d6 gia tri
ciia cac diém anh chinh 1a gia tri cia cac thanh
phan mau R, G, B. Tuy theo chit luong anh ma
quyét dinh sb bit dé biéu dién cho mdi mau
thuong 1a 24 bit, hodc 32 bit. V§i anh 24 bit mdi
thanh phan mau duoc biéu dién boi mot byte (8

bit).

Hinh 1.3. Vi du vé anh mau

1. 1. 4. Y nghia ciia c4c phan trong tép anh Bitmap
- Bitmap Header: M6 ta thong tin chung vé tép dinh dang bitmap, do 16n
clia phan nay c6 dinh véi moi tép bitmap.
- Bitmap Infor: M6 ta thong tin vé anh duoc luu trit, 6 16n cta phan nay
c6 dinh.
- Pallete Table: Bang mau cta anh bitmap, d6 10n ciia phan nay cé thé
bang 0 (khéng c6 bang mau) ddi voi anh den tring va anh mau co sb

lugng mau 16n hon 256 mau.



- Data: Théng tin vé timg diém anh, d6 16n ctia phan nay phu thudc vao

Kich thudc anh.
1. 2. Tong quan vé ky thuat giau tin
1. 2. 1. So lwgc vé lich sir gidu tin

Y tuéng vé che gidu thong tin dd c6 tir hang nghin nim vé trudc nhung ki
thuat nay duoc ding cha yéu trong quan ddi va trong cic co quan tinh bao. Mai cho
t6i vai thap nién gan day, gidu théng tin méi nhan duoc sy quan tdm ciaa céc nha
nghién ctu va cac vién cong nghé thdng tin véi rat nhiéu céng trinh nghién ctu.
Cudc cach mang s hda thong tin va su phét trién nhanh chong cia mang truyén
thong 1a nguyén nhan chinh din dén sy thay doi nay. Nhiing phién ban sao chép
hoan hao, cac ki thuat thay thé, sira doi tinh vi cong véi su luu thong trén mang caa
c4c dir liéu da phuong tién da sinh ra rat nhiéu nhitng van dé nhirc nhéi vé nan an
cip ban quyén, phan phdi bat hop phap, xuyén tac trai phép... day 1a lic cong nghé

gidu tin dugc chi y va phat trién.

1. 2. 2. Khai niém giau tin

“Giau tin” 1a mot k¥ thuat nhing (giau) mot luong thong tin sé nao dé vao
trong mot ddi twong dit liéu s6 khéc. Ky thuat gidu tin nham hai muc dich: mot Ia
bao mat cho dir liéu dugc dem gidu, hai 1a bao vé cho chinh dbi tuong mang tin
gidu. Hai muc dich khac nhau nay dan dén hai ky thuat cha yéu cua giau tin. Do 1a
giau tin mat (Steganography) va thay van s6 (Watermarking).

- Ky thuat gidu tin mat (Steganography): Véi muc dich dam bao an toan va
bao mat thong tin duoc gidu. Céc ky thuat gidu tin mat tap trung vao viéc
sao cho théng tin giau duoc nhiéu va nguoi khac kho phat hién ra théng
tin c6 dwoc gidu trong hay khong.

- Ky thuat thay van sé (Watermarking): V&i muc dich bao mat cho chinh
cac ddi twong gidu tin. Dam bao mot s6 cac yéu cau nhu: tinh bén viing,
khang dinh ban quyén so hiru hay phat hién xuyén tac thong tin. ..

NGi chung gidu tin trong da phuong tién 1a tin dung “do du thira” cua

phuong tién gidu dé thuc hién viéc gidu tin ma nguoi ngoai cude “khd” cam nhan

duogc o thong tin giau trong do.



1. 2. 3. Mdi trwdng giau tin

Bao gom giau tin trong anh, trong audio, trong video, trong van ban dang

text... Hién nay, gidu tin trong anh chiém ti 1& 16n nhat hé théng giau tin trong da

phuong tién.

1. 2. 4. M6 hinh k¥ thuat gidu théng tin co ban

Dé thyc hién gidu tin can xay dung duoc cac tha tuc gidu tin. Cac tha tuc nay
s& thyc hién nhiing thong tin can gidu vao mai trudng giau tin. Céc thu tuc giau tin
thuong duoc thuc hién véi mot khoa gidng nhu cac hé mat ma dé tang tinh bao mat.

Sau khi giau tin ta thu dugc d6i tugng chira thong tin giau va cé thé phan phéi doi

tuong do trén kénh thong tin.

Gi4u thong tin vao phuong tién chira va tach lay thong tin la hai qua trinh trai

nguoc nhau va co thé md ta qua so do khéi cua hé thong trong do:

- Théng tin can giau tuy theo muc dich ciia ngudi s dung, nd cé thé la

thong diép (véi cac tin bi mat) hay cac logo, hinh anh ban quyén.

- Phuong tién chta: céc file anh, text, audio... 1a méi truong dé nhang tin.

- Bo nhang thdng tin: 12 nhitng chuong trinh thuc hién viéc giau tin.

- Pau ra: 1a cac phuong tién chira di c6 tin gidu trong do.

Phuong tién chaa

(audio, anh, video)

Phuong tién
chira da

duoc gidu

tin

Khoa
Hinh 1.4. Luoc d6 chung cho qua trinh giau tin

Phan
phdi

Kénh
théng tin




Téch thong tin tir cac phuong tién chira dién ra theo quy trinh nguoc lai véi
dau ra 1 cac thong tin da duoc gidu vao phuong tién chia. Phuong tién chira sau

khi tach Iy thong tin c6 thé duoc st dung, quan Iy theo nhiing yéu cau khac nhau.

Khoa giau tin

Phuong tién chtra
(audio, anh, video)

Phuong ti¢n chua

da duoc giau tin

Théng tin giau

Hinh 1.5. Luoc d6 chung cho qua trinh giai ma

Sau khi nhan duoc d6i tuong phuong tién chaa c6 giau thong tin, qua trinh
giai ma dugc thuc hién théng qua mot bo giai ma tuong tng véi bé nhdng théng tin
cuing véi khoa caia qua trinh nhiing. Két qua thu duoc gom phuong tién chira goc va
thong tin dd gidu. Budc tiép theo thong tin dd gidu s& duoc xir Iy kiém dinh so sanh

V6i thong tin ban dau.

1. 2. 5. Cac phwong phap giau tin

> Cac phuong phap gidu tin trong anh hién nay déu thudc vao mot trong ba
nhom:

- Giau tin trong mién quan sat: Y tuong chinh cua phuwong phap nay 1a lay
tirng bit cua tin mat rai n6 18n anh vé boc, thay doi bit ¢6 trong sb thap caa
anh bang cac bit cua tin mat dé it anh hudng dén chat lwong anh, va mat
ngudi kho cam nhan duoc sy thay d6i cua anh da gidu tin.

- Céac phuong phap dua vao ky thuat bién doi anh, vi du bién doi tir mién
khong gian sang mién tan sb.

- Céac phuong phap st dung mat na che giau.
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> Néu phan chia cac phuong phap theo dinh dang anh thi ¢ hai nhém chinh:
- NhOm phuong phap phu thuoc dinh dang anh.
- Nhém phuong phap doc lap véi dinh dang anh.

Céc phuong phap nhom thir hai ¢6 nhiéu uu diém hon vé tinh bén viing,

nhung luong thdng tin gidu duoc s& it hon va cai dit cling s& phic tap hon.

> Néu phan chia cac phuong phap theo dic diém k¥ thuat co:
- Phuong phép thay thé.
- Phuong phap xt ly tin hiéu.
- Céc phuong phap ma héa: Lugng hoa; Ma hoa sta 16i.
- Céac phuong phap thong ké — kiém thir giai thuyét.

- Phuong phép sinh mat na.

1. 2. 6. Pic trung va tinh chit cia ky thuat giau tin trong anh

Khi giau thong tin trong anh, théng tin s& duoc giau cung véi dir liéu anh
nhung chat lugng anh it thay d6i va gan nhu khi nhin binh thudng vao anh d6 chung
ta khdng thé phat hién ra rang dang sau anh la khéi thong tin duoc an trong d6. Va
mot diac diém cua gidu théng tin trong anh d6 1a thong tin duoc gidu mot cach vo
hinh, n6 1a mot céch truyén thong tin mat cho nhau ma nguoi khac khong thé biét

duogc boi sau khi giau thong tin thi chat luong anh gan nhu khong thay doi.

K3 thuat gidu tin trong anh thuong chl y nhitng dic trung va céc tinh chit co

ban sau day:

> Phuong tién cd chira dir liéu tri giac tinh: Dit liéu gbc & day 1a dit liéu tinh,
du da giau thong tin vao trong anh hay chua thi khi ta xem anh bang thi giac, di liéu
anh khong thay doi theo thoi gian, diéu nay khéac véi dir liéu am thanh va dir ligu
bang hinh vi khi ta nghe hay xem thi dit liéu géc sé& thay doi lién tuc vai tri giac cua
con nguoi theo cac doan, cic bai hay cac canh...

> Ky thuat gidu phu thugc anh: K§ thuat gidu tin khac nhau tly theo cac loai
anh khac nhau (anh den trang, anh xam, anh mau).

> Ky thuat giau tin loi dyung tinh chét hé thng thi giac cia con nguoi: Dir liéu
anh duoc quan sat bang hé thong thi giac ciia con ngudi nén cac ky thuat giau tin

phai dam bao mot yéu cau co ban 1a nhitng thay d6i trén anh phai rat nho sao cho
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bang mat thuong kho nhan thiy duoc sy thay ddi d6 vi ¢ nhu thé thi maéi dam bao
cho duoc d6 an toan cho théng tin giau.

> Gidu tin trong anh tac dong Ién dit liéu anh nhung khong thay doi kich thuéc
anh: Céc thuat toan thuc hién viéc gidu théng tin s& duoc thuc hién trén dit liéu caa
anh. Dit liéu anh bao gdm phan header, bang mau (cd thé c6) va dit liéu anh. Do vy
ma kich thudc anh trudc hay sau khi gidu thong tin 14 nhu nhau.

> Pam bao chat lugng sau khi gidu tin: Pay 1a mot yéu cau quan trong dbi Voi
giau tin trong anh. Sau khi gidu tin bén trong, anh phai dam bao dwoc yéu cau
khdng bi bién doi dé c6 thé bi phat hién dé dang so véi anh gdc.

> Thong tin trong anh s& bi bién d6i néu c6 bat ct bién d6i ndo trén anh: Vi
phuong phap gidu théng tin trong anh duya trén viéc diéu chinh céc gia tri cua cac bit
theo mot quy tic ndo d6 va khi giai ma theo cac gia tri d6 dé tim duoc thong tin
giau. Theo d6, néu mot phép bién d6i nao dé trén anh 1am thay doi gia tri cua céc bit
thi s& 1am cho théng tin giau bi sai léch. Nho dac diém ndy ma giau thong tin trong
anh c6 tac dung nhan biét va phét hién xuyén tac théng tin.

> Vai trd ciia anh gdc khi giai tin: Cac ky thuat giau tin phai xac dinh rd rang

qua trinh loc anh dé lay thong tin giau can dén anh goc hay khong can.

1. 2. 7. M6 hinh k¥ thuat giau tin trong anh co ban

K3 thuat giau tin trong anh bao gdm hai qu4 trinh d6 1a:

> Qué trinh 1: Giau tin vao anh

Thong tin

gidu

Anh géc ;| Thuat toan/ky ,| Anh giau tin

thuat gidu tin
A

Khoéa che

gidu

Hinh 1.6. M0 hinh co ban giiu tin
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Dau vao:
- Théng tin gidu: Tuy theo muc dich cta ngudi st dung ma giau thdng
tin & day co thé 1a thong diép, hinh anh, video, am thanh. ..
- Anh géc: 1a anh duoc chon 1am méi trudng dé giau tin.
Pau ra:
- Anh d3 gidu duoc tin.
> Qua trinh 2: Téch tin tir anh giau tin

Kiém
Thong tin _
dwoc gidu tra
Anh Thuit toan/ky Anh
SX thuat tach tin —> x
giau tin gée
A
Khéa
che
giau

Hinh 1.7. M6 hinh co ban tach tin
DPau vao:
- Anh giau tin.
- Khoa che giau.
Pau ra:
- Théng tin dugc che giau.
- Anh da tach tin.
Qué trinh giai ma dugc thuc hién thong qua thuat toan/ky thuat tach tin
tuong (g voi thuat toan/ky thuat giau tin cung véi khoa che giau cua qua trinh
nhing. Két qua thu dugc gdm anh da tach tin va thong tin da gidu. Thong tin da

gidu duoc kiém tra so sanh véi thong tin ban dau.

13



1. 2. 8. C4c yéu cu ddi véi giau tin trong anh

- Tinh an cua gidu tin duoc chén vao anh: Sy hién dién cua giau tin trong anh
khong 1am anh huéng téi chit lwong cua anh di chén tin.

- Tinh bén cua giau tin: Cho phép céc tin c6 thé ton tai dugc qua cac phép bién
d6i anh, bién dang hinh hoc hay céc hinh thirc tin céng ¢ y khac.

- Tinh an toan: Chi c6 bén nhin duoc cap mot khoa va bang céc ki thuat tach

anh phi hop mai 6 thé lay dugc tin trong anh.

1. 3. Panh gia chit lwong anh sau khi giau tin PSNR
Pé danh gia chat luong cua buc anh (hay khung anh video) ¢ dau ra cia bo
ma hod, nguoi ta thuong st dung hai tham sé: Sai s6 binh phuong trung binh —
MSE (mean square error) va phuong phap dé xuat véi hé sé ty 1¢ tin hiéu/tin hiéu
tap PSNR (Peak Signal to Noise Ratio).

MSE gitra anh g6c va anh khoi phuc dugc tinh nhu sau:

m n
MSE = 1 zz 2
~ (Xij Yij)

i=1 j=1
O day: x; bicu thi gid tri diém anh géc, va y; biéu thj gia tri diém anh da
duoc bién doi, m va n lan luot 1a chiéu rong va chiéu cao cuaa anh.

PSNR, don vi: deciben (dB), thuong duoc sur dung trong nghién ctru xu ly

2552

hinh anh: PSNR = 10*log10( M—SE)

Thong thuong, néu PSNR > 37 dB thi hé théng mat nguoi gan nhu khong
phan biét duoc giita anh goc va anh khéi phuc. PSNR cang cao thi chit luong anh
khoi phuc cang tét. Khi hai hinh anh giéng hét nhau, MSE sé& bang 0 va PSNR di

dén vo han.
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Chuwong 2. KY THUAT GIAU TIN TREN K BIT LSB CUA ANH

2. 1. Bit it quan trong LSB (Least Signification Bit)

Y tudng co ban cua ky thuat nay 1a tién hanh gidu tin vao vi tri cac bit it quan
trong LSB ddi véi mdi phan tu trong bang mau.

Day 1a phuong phép giau tin don gian nhét, théng diép dudi dang nhi phan s&
duoc gidu (nhang) vao cac bit LSB — 12 bit c6 anh hudng it nhat téi viéc quyét dinh
tGi mau sac cua mdi diém anh. Vi vy khi ta thay d6i bit it quan trong ctia mot diém
anh thi mau sac cia mdi diém anh méi sé twong d6i gan véi diém anh cii. Vi du doi
véi anh 16 bit thi 15 bit 1a biéu dién 3 mau RGB cua diém anh con bit cudi ciing
khong dung dén thi ta s& tach bit nay ra & mdi diém anh dé giau tin. ..

Vi du: Tach bit cudi ciing trong 8 bit biéu dién mdi diém anh cua anh 256

10011}0 10[31{:&1 1110{}2'0

Hinh 2.1. Mdi diém anh béu dién bai 8 bit bit cudi cung duoc coi 1a

mau.

bit it quan trong nhat tac 14 bit bén phai nhat
Trong phép tach nay ta coi bit cudi cung 1 bit it quan trong nhat, thay doi gia
tri cua bit nay thi s& thay doi gié tri ciia diém anh Ién hoic xudng ding mot don vi,
Vé6i sy thay ddi nho d6 ta hi vong 1a cip d6 mau cua diém anh s& khong bi thay doi
nhiéu.
Bang 2.1. Vi du giéu chit A (ma ASCII 1a 65 hay 01000001) vao trong 8
byte cua file gbc

8 byte ban déu Byte cén gidu (A) 8 byte sau khi gidu
01001001 0 01001000
11010111 1 11010111
11001100 0 11001100
10110101 0 10110100
00100100 0 00100100
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00100101 0 00100100

00100000 0 00100000

00001010 1 00001011

2. 2. Phwong phap giiu tin trén k-LSBs cé dién

2. 2. 1. M6 ta phwong phap giau tin trén k-LSBs don gian (cé dién)

Vé6i C 1a anh nguyén ban 8-bit mau xam, kich thudc M¢x N diém anh, c6
dang:

C ={x;0<i< M, 05=< N, x;={0, 1,2, ...,255 }}
va M la thong diép dai n bit biéu dién dudi dang;
M={m;| 0<i<n, m;e{0,1}}

Gia st rang n-bit thong diép bi mat M duoc nhung vao K bit LSB ngoai cling
bén phai cua anh gc C. Trude tién, thong diép bi mat M dugc sip xép lai dé tao
thanh mot hinh anh ao k-bit, biéu dién M dudi dang:

M’ = {m{|0 <i<n',m'e{0, 1, ..., 21}}

Véin' = Mg X N.. Viéc anh xa gitra cac n-bit thong diép bi mat M = {m;} va

thong diép nhung M’ = {m;'} c6 thé duoc dinh nghia nhu sau:
K-1

mi = Emi XK+ jx 2Kk-17]
=0

Thur hai, tap hop con n’ diém anh {X1, X5, ..., X, } duoc chon tir anh géc C
trong 1 chudi hanh dong lién tiép nhau. Tién trinh nhing hoan tat biang viéc thay thé
k-LSBs cua x; boi m;’. Theo todn hoc, mét gia tri x; cua diém anh duoc Iwa chon dé

luu trit k-bit thong diép m;” dugc thay d6i khép voi diém anh da gidu tin X' nhu sau:
X'i=X;-X; mod 2k+m'i

Trong tién trinh tach, voi anh d3 gidu tin S, thong diép nhing c6 thé duoc
tach ra ma khong dé cap dén anh gbc. Sir dung cung mét trinh tu nhu trong qué

trinh nhing, tap hop cac diém anh {x';, X5, ... , X', } luu trit cac bit théng diép bi

16



mat duoc lua chon tir anh da giéu tin. K-LSBs cua cac diém anh duge tach ra va ndi
lai dé tai tao lai thong diép bi mat. Trong toan hoc, viéc nhung thong diép bit m; c6

thé duoc khoi phuc bang:
m’i=x’im0d 2k
2. 2. 2. Tién xir ly thuat toan gidu va tach tin LSB co dién

> Dé cd thé thyuc hién tét chuong trinh, trude hét can bd sung mot sé ham thanh
phan véi muc dich cai dat chuong trinh thuan loi:
- Ham chuyén d6i tir chudi ki tu sang s6 nhi phan.
- Ham chuyén d6i tir chudi s nhi phan sang chudi ki tu.
> Tom tat thuat toan thay thé LSB don gian:

2. 2. 2. 1. Thugt toan gidu
Pau vao:

- Anh géc cap xam.
- Thong diép bi mat.
- S bit LSB can ma hda (2 hoic 4 bit).

Pau ra:
- Anh mang tin.
Cac buac thuc hién:

- Budc 1: Biéu dién ma tran diém anh vé dang sé thap phan véi m x n
phan tir, rdi chuyén ma tran anh vé mang 1 chiéu | voi i phan ti,
chuyén cac diém anh vé dang nhi phan.

- Budc 2: Biéu dién thong diép dudi dang s6 nhi phan.

- Budc 3: Cu 8 bit anh tach bo sb bit LSB ngoai cing bén phai va ghép
phan con lai vai 2 bit nhi phan dau cua thong diép, két qua thu duoc
dua vé dang thap phan rdi gan nguoc lai vao 1(i).

- Budc 4: Thuc hién lai budc 3 cho dén khi lay hét cac bit cua chudi nhi
phan thong diép ghép véi cac bit anh. Chuyén dbi anh | tir mang mot

chiéu vé mang 2 chiéu m x n phan tir. Pugc anh moi da giau tin.
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2. 2. 2. 2. Thudt toan tach
Pau vao:
- Anh mang tin.
Pau ra:

- Anh d3 tach tin.

- Thong di¢p mat.
Cac buac thuc hién:

- Budc 1: Biéu dién ma tran diém anh vé dang sé thap phan véi m x n
phan tir. Chuyén d6i ma tran anh m x n phan tir vé mang 1 chiéu | voi
i phan tur.

- Budc 2: Chuyén céc bit anh vé dang nhi phan, c 8 bit anh tach lay 2
bit ngoai cling bén phai. Pem ghép cac két qua nay lai vai nhau.

- Buéc 3: Két qua thu duoc st dung ham chuyén doi tir chudi sb nhi
phan vé chudi ki ty. Sau khi Iap lai qué trinh trén sé 1an bang s lan
duyét, ta thu duoc ndi dung thong di¢p.

X Véi trudng hop gidu trén 4 bit thong diép 1am tuong tu, nhung tach 13y 4 bit
nhi phan dau cua anh ghép véi 4 bit nhi phan thong diép.

N

. 3. Phwong phap giau tin trén k-LSBs nang cao

e Téc gia: Marghny Mohamed, Fadwa Al-Afari va Mohamed Bamatraf.

e Tai liéu su dung: Data Hiding by LSB Substitution Using Genetic Optimal
Key-Permutation (Giau tin bang phuong phap thay thé LSB sir dung khoa
hoan vi di truyén téi uu), Tap chi Quéc té A Réap Dién tir - Cong nghé, Vol.
2,56 1, thang 1 nam 2011.

2. 3. 1. M0 ta phwong phap giau tin trén k-LSBs nang cao (sir dung khéa

hoan vi)

Day la phuong phap t6i wu khi k 14 rat 16n. Nhiing hinh anh C, va thong diép
bi mat M s& dugc sip xép lai hinh thanh céc khéi bit (blk) C" va M" twong tng.

P ={c]0<i<2™1c"ef0, 1,2, ..., 2" 1}}
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M={mi0<i<2™1|mie{0, 1,2 ...,2"1 1}
Theo toan hoc, qua trinh ma khdi s& duoc iy bang cach thuc hién trén
bit XOR diéu hanh mdi khdi C*” va M”’ nhu sau:

if (cipher;=c ;xor m ; 1<i < length(M) in blk ( Myy))
cipher = {cipher|1 <i < length(M ) in blk | cipher={0, 1, 2, ..., 21 }}
cipher;={0, 1,2, ..., 2°*-1}}
I =c";xorm";
end

2. 3. 2. Tién xir ly thuat toan gidu va tach tin LSB nang cao

> Dé co thé thuc hién tét chuong trinh, truéc hét can bé sung mot sé ham thanh
phan véi muc dich cai dat chuong trinh thuan loi:
- Ham ma hoa thong diép.
- Ham giai ma thong diép.
- V6i phuong phép gidu va tach tin ning cao c6 quy doi ta sir dung bang

sau dé quy doi:
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Bang 2.2. Bang quy doi

STT | Kite | Maquyddi | STT | Kite | Maquy doi
1 A a 000001 20 T, t 010100
2 B, b 000010 21 U, u 010101
3 C,c 000011 22 V, v 010110
4 D, d 000100 23 W, w 010111
5 E.e 000101 24 X, X 011000
6 F, f 000110 25 Y,y 011001
7 G, g 000111 26 Z,z 011010
8 H, h 001000 27 0 011011
9 1, i 001001 28 1 011100
10 J] 001010 29 2 011101
11 K, k 001011 30 3 011110
12 L, I 001100 31 4 011111
13 M, m 001101 32 5 100000
14 N, n 001110 33 6 100001
15 0,0 001111 34 7 100010
16 P,p 010000 35 8 100011
17 Q.q 010001 36 9 100100
18 R,T 010010 37 x 100101
19 S,s 010011
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> ToOm tat thuit toan thay thé k bit LSB nang cao:

Truong hop khong quy dbi théng diép:

2. 3. 2. 1. Thugt toan gidu

DAau vao:

Anh géc cap xam.
Thong diép bi mat.
Khoa (8 bit).

S6 bit LSB can ma hoa trén mdi diém anh (2 hoic 4 bit).

Anh mang tin.
Khda.

S6 bit thong diép can ma hoa.

Cac budc thuc hién:

Budc 1: Biéu dién ma tran diém anh vé dang sé thap phan véi m x n
phan tir. Chuyén d6i ma tran anh m x n phan tir vé mang 1 chiéu | voi
i phan tu.

Budc 2: Biéu dién thong tin gidu dudi dang chudi nhi phan.

Budc 3: St dung mot khoa 8 bit bat ky (khda 1a ki tu, chuyén khoa vé
dang mang nhu véi thong diép) dem ma hoa véi chudi thong diép bi
mat bang phép XOR: ctr 8 bit khoa dem XOR voéi 8 bit dau vao caa
thong diép. Thuc hién lai bude nay cho dén khi noi dung thong diép
duoc ma hoa hét.

Budc 4: Thong diép da ma héa dem gidu vao anh twong ty nhu
phuong phép thay thé k bit LSB ¢6 dién: La tach lay 6 bit dau cua bit
anh dem ghép véi 2 bit dau trong thong diép rdi chuyén vé dang thap
phan va gan nguoc lai vao anh.

Budgc 5: Thuc hién bude 4 cho dén khi lay hét céc bit cua chudi nhi
phan thong diép dé ghép véi cac bit anh. Chuyén dbi anh | tr mang

mét chiéu vé mang 2 chiéu m x n phan tir, duoc anh mai da giau tin.
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2. 3. 2. 2. Thugdt toan tach
Pau vao:
- Anh d3 gidu tin.
- Khéa (8 bit).
-S4 lan duyat.

-S4 bit thong diép can ma hoa.

- Anh d3 tach tin.

- Thong diép.
Cac budc thuc hién:

- Budc 1: Biéu dién ma tran diém anh vé dang sé thap phan véi m x n
phan tir. Chuyén d6i ma tran anh m x n phan tir vé mang 1 chiéu | voi
i phan tu.

- Budc 2: Chuyén céc bit anh vé dang nhi phan, c 8 bit anh tach lay 2
bit ngoai ciing bén phai. Pem ghép cac két qua nay lai véi nhau.

- Budc 3: Két qua thu duoc st dung ham chuyén ddi tir chudi s6 nhi
phan vé chudi ki ty. Sau khi lap lai qué trinh trén sé lan bang s lan
duyét, ta thu duoc ndi dung thong diép da ma hoa.

- Budc 4: Sir dung ham giai ma thyc hién giai ma thong diép bang khoa
8 bit, ta thu duoc két qua 1a noi dung gbc cua thong diép.

X Truong hop chuyén d6i thong diép vé bang ma da duoc quy uéc sin: Tuong
ty nhu truong hop chuyén doi ki ty vé ma nhi phan cia nd, nhung & day khi giau tin
ta st dung bang quy d6i cac ki tu va chir s6 theo mot chuan do ngudi 1ap trinh tu

dinh nghia. Pén budc tach ta lai quy doi nguoc lai vé dang ki tu va s6 ban dau.
2. 4. Vidu minh hoa
2. 4. 1. Truong hop giau va tach tin LSB cé dién

2.4.1.1. Gidu tin

Gia sir ta ¢6 4 diém anh diu tién nhu sau;
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123 197 213 255

Chuyén cac diém anh vé dang nhi phan:

01111011 11000101 11010101 11111111

Thong diép bi mat: chit ‘a’ c6 ma ASCII 1a 97, biéu dién duéi dang
nhi phan nhu sau: 01100001

Ctr 8 bit anh, ta lay 6 bit dau cua diém anh (tir vi tri 1o dén Is) ghép véi
2 bit thong diép (tir vi tri apdén a;) s& duoc:
01111001 11000110 11010100 11111101
2.4.1.2. Tachtin
L4y 2 bit ngoai ciing bén phai trong mdi diém anh méi:
011110-01 110001-10 110101-00 111111-01
Ghép lai v&i nhau dugc chudi nhi phan thong diép, chinh la chir ‘a’:

0110001
2. 4. 2. Trwong hop gidu va tach tin LSB nang cao
2.4.2.1. Gidu tin
Gia str ta c6 4 diém anh déau tién nhu sau:

123 197 213 255

Chuyén cac diém anh vé dang nhi phan:

01111011 11000101 11010101 11111111

Thong diép bi mat: chir ‘a’ c6 ma ASCII 1a 97, biéu dién dudi dang nhi phan:
01100001

Nhap khoa, cling 1a 1 ki tu 8 bit, gia sir 1a chir ‘b’, c6 dang nhi phan nhu sau:
01100010

M4 hoéa thong diép chinh la dung phép XOR(a, b) sé duoc:
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00000011
Ctr 8 bit anh, ta lay 6 bit dau cta diém anh ghép voéi 2 bit thong diép da ma

hda sé duoc:

01111000 11000100 11010100 11111111
2.4.2.2. Tach tin
Ly 2 bit ngoai cuing bén phai trong méi diém anh méi:
011110-00 110001-00 110101-00 111111-11
Ghép lai v&i nhau duoc chudi nhi phan thong diép nhung da bi méa hoa:
00000011

Str dung ham ma hoa dé Iy lai thong diép géc M, bang cach XOR(M, b) ta
duoc nhi phan cuaa chir “a’: 01100001

> Truong hop gidu va tach tin LSB nang cao c6 quy doi, twong ty nhu trén

nhung khong chuyén chir ‘a’ vé dang nhi phan ma a =>000001.
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Chuwong 3. CAI PAT VA THU NGHIEM

3. 1. Moi trwong cai dat

» Ngon ngit cai dat, méi truong soan thao va chay chuong trinh dugc thuc hién

trén ngdn ngir 1ap trinh Matlap 2007b.
> Hé diéu hanh Window XP va méi truong Net FrameWork 2.0.

Mot s giao dién cia chuong trinh:

Giautin Tachtin PSNR Exit

DO AN TOT NGHIEP
N K BIT LSB CUA ANH
B ol ST !

GIAU TIN TRE

e

Sinh vien: Nguyen Diem Huong
GVHD: TS.Ho Thi Huong Thom

xxxxxxxxxxxxxxxHai Phong 2012?:3{3#3*3;{3*3*37!3

Hinh 3.1. Giao dién chinh ctia chuong trinh
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<) 'GD_grautin

GIAU TIN LSB CO DIEN
Chan anh: |

Thong dieg: h]

Chion tep: | | l . ]

%o bit thong diep can ma hoa (2 hoac 4): I:l

Thong bao
Thuc hien giau tin ] ’7

Khoa:

Ten anh ra ‘ ‘ Luu anh

[ Latn troi ] [ Dang ]

Hinh 3.2. Giao dién giau tin LSB c6 dién

|-) ‘GO tachtin =1
Giau tin  Tach tin £

TACH TIN LSB CO DIEN

Chon ank; | | [—]

Khoa: | |

So bit can ma hoa (2 hoac 4); I:l
Thong bao
Thuc hien tach tin ’7

— Thang tin tach duoc

e —

Hinh 3.3. Giao dién tach tin LSB c¢6 dién
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> Quy trinh giau tin:

D A A
(_ Chon tép —
GIAU TIN LSB copJ & ms
Chan anh: A TLABT weatkhouse oy .
. cong nghe thang tin ct1201 »~ N61 dung duoc
UG s cong hoa xa hoi chu nghia viet nam I ] N
doe lap tu do hanh phuc Chon hlén thl & j
(] day i
Chon tep: COMATLABT wvorkicrtt MJ‘
So bit thong disp can ma hoa (2 hoac 4); 2 Nhﬁp S0 bit Anh goc
Thiaa can mé hda
Thuc hien giau tin ék Chon
- thuc hién

Khoa:
Ten anh ra

Hinh 3.4. Giao dién trudc khi giau tin

> Trudce khi giau tin: yéu cau nhap nhitng théng tin can thiét

- Chon anh gdc cap xam tir tép anh c6 san.

- Chon vian ban muén giau tin (dang text).

- Nhap s6 bit thong diép can ma hda (o day co 2 trudng hop 2 hoic 4 bit).

+ Néu chon 2 bit: mdi lan thuc hién gidu s& ldy 2 bit cua thong diép ghép véi 6
bit anh.

+ Néu chon 4 bit: mdi lan thyc hién gidu sé& lay 4 bit cta thong diép ghép voi 4
bit anh.

> Sau d6 chon “Theec hién gidu tin” dé chuong trinh tién hanh giau tin.
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_grautin

GIAU TIN LSB CO DIEN

Chon anh: CoMATLABT wyvorkthouse.png D
_— cong nghe thong tin ct1201 ~
Thong dieq: cohg hoa xa hoi chu nghis viet nam
doc lap tu do hanh phuc
(]
Chan tep: CMATLAET twvorkicrtt 1ot D
Sa bit thang diep cah ma hoa (2 hoac 4); 2 Anh goc
Thang bao
Thue: hien giau tin l ’7 Giau tin thanh cong!
Khoa: 336
Ten anh ra house2_1 pha

Nhap tén anh mgi ~ pautin

va chon “Luu anh”

>

>

Hinh 3.5. Két qua thu duoc sau khi thuc hién gidu tin
Sau khi thuc hién giu tin thanh cdng, dau ra s& bao géom:
Thdng bao “Giau tin thanh cong!”.
Khéa.
Anh di giau tin.
Nhap tén anh m¢i da mang tin vao muc “Tén dnh ra” (tén anh c6 phan mo
rong).
Sau d6 chon “Luu anh” d¢ luu lai.
Néu thuc hién gidu khdng thanh cong thi c6 thé do nhiing van dé sau:
Nhap thiéu di lidu dau vao nhu: Tén anh vao, thong diép can giau, sb bit can
mi hoa thong diép. Khi d6 chuong trinh s& thong bao dé ngudi str dung cd
thé khic phuc.
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> Quy trinh tach tin:

[-) "GO tachiin i
Giau tin - Tach tin

el

TACH TIN LSB CO DIEN

Chon ank CMATLABTwvarkihouse2_1 phg D |7

Khoa:
i‘ Nhap théng

356

So bit can ma hoa (2 hoac 4): 2 -
— tin can deé tach
Thuc hien tach tin ’7 | Anh giau tin
— Thong tin tach duoc
(]
(]

Lam mDi

Hinh 3.6. Nhap thong tin trudc khi tach
> Trudc khi thuc hién tach anh da mang tin dé liy duoc thong diép bi mat yéu
cau nhap nhing dix liéu sau:

Chon anh d& mang tin can tach tir vi tri da luu trude do.

Nhép khoa thu dugc tir két qua dau ra trong qua trinh giau.

Nhap s6 bit cin ma hoa thu duoc tir két qua dau ra trong qué trinh giau.
» Chon “Thuc hién tach tin” dé tién hanh tach tin khoi anh.
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) fGD tachtin

Giau bin - Tach tin

TACH TIN LSB CO DIEN

L Gl CMATLABTwrarkihouse2_1 prg D
khoa: 356
Sobit can ma hoa (2 hoac 47 2
Thong bhaa
Thuc hien tach tin ’7 Tach tin thanh cong! |
_ Noi dung
— Thong tin tach duoc théng d‘lép

cong hghe thong tin ct1201
cang hoa xa hoi chu nghia viet nam Sau tach

doc lap tu do hanh phuc

(]

Anh goc

e —

Hinh 3.7. Két qua thu duoc sau khi tach tin

> Sau khi thuc hién tach tin thanh cong, dau ra cia chuwong trinh s& bao gom:
- Nbi dung thong diép bi mat truée khi gidu vao anh.
- Anh sau khi d4 tach thong diép bi mat.

> Néu tach tin khdng thanh cong thi cd thé do nhitng 15i sau:

- Do chon sai anh da mang tin.

Do nhap sai khéa.

Do nhép sai s6 bit cin ma hoa.

Khi d6 phai kiém tra lai nhiing 1y do trén dé thu duoc két qua ding.
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1) [GDLGA

GIAU TIN LSB NANG CAO

Chon anh:

Thaong diep:

Chon tep:

Mhap khoa:

S0 bit de giau (6 hoac 8):

S0 bit ma hoa (2 hoac 4]

1=

Thuc hien giau tin

’7 Thongbag —

Lam mai

S0 lan duyet:

Ten anh ra

=
=
b=

TGD tachin GA

Hinh 3.8. Giao dién giau tin LSB nang cao

TACH TIN NANG CAO

Chan anh:

So bt de gisu (6 hosc 8):

Khoa:

S0 lan duyet:

Sobit ma hoa (2 hoac 47

| Mo anh

i

Thut hien tach tin
’7 Thong bao

Lam moai

Thong tin tach

] IZI

Hinh 3.9. Giao dién tach tin LSB nang cao

31




> Quy trinh giau tin:

) TCO G Sl
Nhapthong | AU TIN LSB NANG CAO
tin giau i
CHOMATLAET wvorkthouse phg D
TIOTT o T, “
cong nghe thong tin ct1 201 IA]
Thong diep: cong hoa xa hai chu nghia viet nam

doc lap tu do hanh phuc

Chan tep: CAMATLABT wrorkizrtt bt D

So bit de giau (6 hoac 8): &

Thu hien giau tin
Mhap khoa:

a

Anh goc

Thong bao
So bit ma hoa (2 hoac 4): 2| ’7
S0 lan duyet:
Tenanhra Luu

Hinh 3.10. Nhap dit liéu can thiét trudc khi giau

> Trudce khi tién hanh gidu tin yéu cau nhap nhitng thong tin sau:

- Chon anh gdc cap xam trong tap anh cé san.

- Chon thong diép can giau tin (c6 dang text).

- Nhap sb bit dé giau (6 hoic 8 bit thong diép).

+ Néu chon 8 bit: mdi ki tu cua thong diép s& dugc chuyén vé dang nhi phan 8
bit.

+ Néu chon 6 bit: mdi ki ty cia thong diép sé dugc quy ddi vé mot chudi 6 bit
do nguoi lap trinh dinh nghia.

- Nhap khoa: gom 1 ki tu (boi nguoi lap trinh da quy uéc).

- Nhap s6 bit mé hoa (2 hoic 4 bit): Tuong tu nhu giau trén k-LSBs co dién.

> Sau d6 4n “Thuc hién gidu tin”.
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GIAU TIN LSB NANG CAO
Chah anh; CMMATLABT wrorkihouse prg E

curig nghie lhorg Linect1201 h]
Thong diefx: cong hoa xa hoi chu nghia viet fam
doc lap tu do hanh phuc

Chon tep: CAMATLABT wvorkiontt txt E

So bit de giau (6 hoac 8 &

Thuc hien gz tin
Mhap khos:

a
Thong kbao
S0 bit ma hoa (2 hoac 4): 2 ’7 Giau tin thanh cong!

Latn rroi

S0 lan duyet: 287 ‘

Ten ahh ra house_&_a_2 prg| \m‘ ~ in
Két qua giau, nhap

tén anh mai

Hinh 3.11. Két qua thu duoc sau khi thuc hién giau tin
> Néu thyc hién gidu thanh cong, dau ra s& thu dugc:
- Anh d3 giau tin rat gidng anh géc néu nhin bang mit thuong.

Thdng bao “Giau tin thanh cong! .

- Sb lan duyat.
> Nhap tén anh ra vao 6 “Tén anh ra” (c6 phan mé rong) va chon “Lueu anh”,
> Néu thyc hién gidu khdng thanh céng cé thé do nhirng yéu té sau:
- Nhap thiéu hoic sai thdng tin can thiét nhu: anh gdc dé gidu tin, théng diép
bi mat dé giau tin, s6 bit ma hda, sb bit gidu, khéa. Khi d6 chuong trinh s&
thong bao 15i dé nguoi sir dung diéu chinh.

- Cai dat thuat toan sai.
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> Quy trinh tach:

) GO tachtin_GA

TACH TIN NANG CAO

Chon anh: CMATLABTwvorkthouss6_2_1 png
5o bit de giau (6 hoac 8): 5
Khoa: a Thuc hien tach tin
o lan duyet: 267
Thanhg hao Anh giau tin
So bit ma hoa (2 hoac 47 2 ’7
Thohi tin tach
(]
(]

Hinh 3.12. Nhap thong tin trude khi tch

> Trudc khi tach can nhap nhiing thong tin sau:
- Chon anh da mang tin.
- Nhap sb bit dé giau tin (6 hoic 8 bit).
- Nhap khda: 1a khoa sir dung khi giau tin.
- Nhap s 1an duyét: 1a két qua sé 1an duyét co dugc khi gidu tin.
- Nhap s bit ma hoa.
+ Vi truong hop 8 bit dé giau c6 2 s lya chon 14 2 hoic 4 bit ma hda.
+ Vi trudng hop 6 bit dé giau chi sy dung 2 bit ma hoa.
> Chon “Thyc hién tach tin” dé tién hanh tach noi dung bi mat trong anh.
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GO tachting GA

TACH TIN NANG CAO

‘GiRE G CMATLABTwarkihouseE_2_1 png
S0 bit de giau (6 hoac 8 5
s a Thuc hien tach tin
S0 lan duyet; 67
Thong bao

Tach thanh !

So bit ma hoa (2 hoac 47 ] ’7 I I 2
Thong tin tach

cong nghe thong tin ct1201 cong hoa xa hoi chu nghia viet nam doc lap tu do Tﬂ
hanh phuc

Anh goc

NG

Két qua

tach

Hinh 3.13. Két qua thu duoc sau khi tach tin

> Néu qua trinh tach tin thanh cong s& thu duoc:
- Anh sau khi tach tin.
- Théng bé&o “Tach thanh céng!”.
- O bang “Théng tin tach ” s& dua ra ndi dung cia thong diép bi mat.
> Néu tach khéng thanh cong thi c6 thé do nhirng Iy do sau:
- Nhap thiéu hoic sai cac thdng tin can thiét nhu: anh da mang tin, s6 bit dé
giau, khoa, sb 1an duyét, sé bit ma hoa.

- Cai dat thuat toan sai.
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,l- )" psnr ;ﬂ'm

PSNR
PSMNR
Anh goe: E
Anh mang tin: E
Arhgoge—————— Anh giau tin
Thong bao
{
Hinh 3.14.Giao dién PSNR
I A A 2
16D Nhap tén anh
PSNR goc va anh mang
PSIR tin. Két qua cho
Anh goc: k3_Tanhcapxamchuamairplane pog E ’e e
_ thay chat lugng
Anh mang tin: rk3_Tibnhgiautintairplane_cd_2 png E
Ket qua: 74 5041 anh mang tin tot.
Anbgog————— Anh giaw tin
g ——

Thong bao
|7 Chat luong anh mang tin tot!

Lam moi

Hinh 3.15. Panh gia chit lwong anh sau khi giau tin PSNR

» Cac budc do do PSNR:
- Chon anh gdc va anh d6 sau khi da duogc giau tin.
- Chon “Tinh” & do d6 PSNR.

» Sau khi thuc hién do:
- Thu duogc két qua & muc “Két qud .

- Thdng bao vé danh gia hién thi & “Thong bdo”.
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3. 2. Thir nghiém va nhan xét

3. 2. 1. Thir nghiém

File Edit View Insert Format Help
hEed Sk # & =8 B

Chuc le hao ve tot nghiep thanh cong tot dep!

Far Help, press F1
—

Hinh 3.16. Thong diép bi mat dung dé giau tin (47 byte)

Tap anh A gdm 9 anh cip xam chuan chua gidu tin kich thudc 512x512.

T [T

O .

elaine.png house.png

e

lena.png peppers.png sailboat.png

Hinh 3.17. Tap anh A
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Tap anh th nghiém B gdm 25 anh chua gidu tin ngau nhién duoc lay tur

mang dung dé giau tin.

hi.jpg

K beeernet kit oli chim
-
. -

hé.jpg h7.ipg h8.jpa h9.jpg h10.jpg

Hinh 3.18. Tap anh B
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Bang 3.1. Bang két qua do PSNR trén tap anh A

Anh géc

LSB cb dién

LSB nang cao

LSB nang cao

STT K khong quy doi c6 quy doi
2 75. 3601 75. 3982 76. 7704
1 lenapng - 63. 8249 63. 9478 i
2 74. 7747 74. 7656 76. 1669
2 house.png 66. 4553 65. 8376 i
2 74,1255 74.5142 76. 5133
3 beer.png 5 67. 3805 67. 2032 i
2 75. 4903 75. 3104 75. 9574
4 | baboonpng 64. 8282 64. 5307 i
2 74. 6841 74. 569 75. 9937
5 | airplanepng 65. 6745 65. 5315 i
2 75. 6962 75. 0044 76. 5955
6 elaine.png 63. 155 62. 9037 i
2 73. 9394 73. 4306 75. 5201
7| PePRELpNg 64. 0563 63. 7178 i
2 75. 1489 75.3079 76. 1688
g | sailboatpng 64. 9278 64. 5978 i
2 75. 7075 75. 5952 76. 3502
9 | fiffany.png 63. 3235 63. 2442 :
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Bang 3.2. Bang két qua do PSNR trén tap anh B

>

g LSBcd | LSBnangcao | LSBnangcao
STT | Anhgoc K dién khéng quy di | €0 quy doi
2 |59.8047 |59.8377 59. 951
1 hLIPY 14 159,373 |[59.3834 i
2 |64.3247 | 64.3247 64. 3247
2 h2JP9 17 T62 7646 |62, 8568 :
2 [64.3412 | 64.3412 64. 3412
3 h3JP9 141630897 |63.5623 :
2 |8L.725 |8L 8305 81. 8305
4 hAJPg 76 7855 | 77.7805 i
2 |66.5774 |66.5774 66. 5774
5 hSJPY 17 T64 1865 |64, 1938 i
2 |59.6326 |59.6326 59. 6773
6 n6.JpY 14 T5g 2885 |58.277 i
| 2 |64.8836 | 64.867 64. 9095
7 NTIPY 1 T63 6549 |64, 056 i
2 |66.5807 |66.5807 66. 7737
8 h8.PY 14 T63.800  |63.813 i
2 |56.4276 | 56.4219 56. 4617
9 h9JPY |4 155.8699 |55, 9668 i
2 |51.0443 |51 0501 51.0348
10 h10JPg 150, 9743 50,9926 i
|2 [63.9759 |63.9905 63. 9905
11 NLP9 14 T63.3443 | 63.6026 i
2 |57.558  |57.5813 57. 5669
12 h12Jp9 11571083 |57.1731 i
2 |73.5526 |73.5526 73. 6166
13 | M3JP9 g 827 |69.5832 i
2 |62.9828 |62.9828 62. 9828
14 | M4P9 165 7936 |62 8181 i
5 | nisjpg |2 | 44.4263 | 44.4264 44. 4261

40




4 | 44.4001 |44 4034 i

2 |74.1525 |74.1525 74,1525
16 | M6JPY 4 Tg6 3101 |67.4175 i

2 |63.6572 | 63.6465 63. 7756
17 | M7IP9 41632805 |63.3375 i

2 |77.6394 | 77.6394 77. 639
18 | M8IP9 7 Tg9 4375 (69, 9947 :

2 |58.483 | 58.483 58. 483
19 h19JP9 11575401 |57, 6838 i

2 |690.5551 | 69.5551 69. 5551
20 | h20dp9 1655148 |66, 9132 i

2 |66.1036 | 66.0476 66. 198
21 | h2Lipg T4 1178 |63 876 :

2 |79.1286 | 79.1286 79. 1286
22 N22JP9 76,7181 | 772041 i

2 |72.8774 |72.8563 72. 8774
23 | h23Jp9 71 4915 |71, 9006 i

2 |62.3506 | 62.3647 62. 38
24 h24JP9 T4 T62. 0216 | 618795 i

2 |73.2457 | 73.2457 73. 2457
25 | N22dP9 5 0031 |72, 4276 i

3. 2. 2. Nhan xét

3. 2. 2. 1. Phwong phdp thay thé Kk bit LSB cé dién

- D@ dang cai dat va thyc hién: Thuat toan don gian, gidu duoc luong
thong tin 16n va nhanh chéng. Tuy nhién lai d& bi tin tic tin cong do

tinh don gian cua thuat toan.
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Bang 3.3. Tinh PSNR trung binh LSB ¢6 dién véi cac truong hop cua K

K
Tap anh 2 4
A 74.992 64. 847
B 65. 401 63. 360

Truong hop K=2 chat luong anh sau khi gidu tét hon K=4, do chi thay
thé 2 bit cudi cua byte anh nén chéat luong anh it bi thay d6i. Céac

phuong phéap khac cling vay.

3.2. 2. 2. Phwong phdp thay thé Kk bit LSB nang cao

Bang 3.4. Tinh PSNR trung binh LSB nang cao vdi cac truong hop cia K

K TH khong quy doi TH c6 quy doi
Tap anh
2 4 2
A 74. 877 65. 405 76. 226
64. 613 63. 644 65. 436

LSB nang cao khong quy doi: Thuat toan twong d6i phic tap do c6 sy
ma hoa thong diép trudc khi giau vao anh, nén thoi gian thuc hién
thuat todn la 16n véi nhitng thong diép co6 kich thudc cang lon. Tuy
nhién khé dé bi tin tic tin cong.

LSB nang cao c6 quy d6i: Tuong tu nhu trén nhung sir dung mot bang
quy doi cac chir cai va chit s6 nén sb bit thong diép dem nhung vao
anh giam dang ké, gilp cai thién chat luong anh. Tuy nhién phuong
phap nay gay han ché do khong nhan biét duoc cac ki tu dic biét, chi

&p dung véi van ban gdm chir cai va chir so.
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KET LUAN

Hién nay giau thong tin trong anh 1a mot bo phan chiém ti & Ién nhat trong
cac chuong trinh tng dung hé théng giau tin trong da phuong tién boi lugng thong
tin duogc trao ddi bang anh 1a rat 16n va hon nira gidu thdng tin trong anh ciing déng
vai trd hét sac quan trong trong hau hét cac tng dung bao vé an toan thong tin.
Chinh vi thé ma van dé nay nhan dugc su quan tdm rat 16n caa cac ca nhan, té chuc,
truong dai hoc va nhiéu vién nghién ciu trén thé gigi. Trong d6 an nay tim hiéu vé
k¥ thuat gidu tin trén k bit LSB caa anh.

Trong thoi gian 1am d6 4n em d nghién ctiru dugc nhiing van dé sau:

- Nghién cau téng quan ki thuat gidu tin trong anh.
- Nghién cau cau tric anh Bitmap.

- Tim hiéu k¥ thuat giau tin trén k bit LSB cua anh.
- Cai dat va thir nghiém bang Matlap 2007b.

K§ thuat gidu tin trén Kk bit LSB c6 thé trién khai tuong ty cho anh mau, anh
PNG, anh JPG... Viéc cai dat thuat toan khong qua phurc tap, lai cho phép trién khai
dé gidu lugng thong tin kha lon. Hon nira, két qua danh gia chat luong anh sau khi

giau tin PSNR cho thay k§ thuat trén c6 dé tin cay cao.

Vi thoi gian nghién cttu ¢6 han, trinh d6 hiéu biét cia ban than em con nhiéu
han ché nén bai bdo cdo cua em khdng tranh khoi nhirng thiéu sét, em rat mong
nhan duoc su gop y quy bau cua tat ca cac thiy co gido dé béo cdo cia em duoc

hoan thién hon.

Em xin chan thanh cam on!
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