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MO PAU

Ngay nay, khi Internet ngay cang phat trién manh mé va dan tré thanh moi
truong thé gi01 a0 duoc sur dung trén toan cau. Cung voi cudc cach mang thong tin
k¥ thuat s6 di dem lai nhitng thay d6i sau sic trong xd hoi va trong cudc song cua
ching ta. Nhitng thuan lgi ma théng tin k¥ thuat s6 mang lai cling sinh ra nhiing
thach thirc va co hoi méi cho qua trinh phat trién. Internet va mang khong day da tro
giip cho viée chuyén phat mot khéi luong thong tin rat 1én qua mang giup cho viée
truyén thong va giao tlep tro nén thuan loi hon. Tuy nhién né ciing lam tang nguy co
su dung trai phep, an cap thong tin, xuyén tac bat hop phap cac thong tin dugc luu
chuyén trén mang, déng thoi viée su dung mot cach binh dang va an toan cac dir liéu
da phuong tién ciing nhu cung cAp mét cach kip thoi thong tin t6i rat nhiéu ngudi
dung cubi va cac thiét bi cudi ciing la mot van dé quan trong va con nhiéu thach
thirc. Hon nira su phat trién cua cac phuong tién k¥ thuat s6 da lam cho viéc luu trir,
sira do0i va sao chép dir liéu ngay cang don gian, tir 46 viéc bao vé ban quyén va
chéng xam pham trai phép cac dir lidu da phwong tién (dm thanh, hinh anh, tai liéu)
cling gap nhiéu khé khan.

Mot cong ngh¢ moi duoc ra doi da giai quyét phan nao mot s6 kho khin trén
1a gidu thong tin trong cac nguodn da phuong tién nhu cac ngudn am thanh, hinh
anh... Xét theo khia canh tong quat thi gidu thong tin ciing 13 mot hé mat ma nham
dam bao tinh an toan thong tin, nhimg phuong phap nay uu dlem & chd giam dugc
kha nang phat hién ra sy ton tai ciia thong tin trong cdc ngudn mang. Khong giéng
nhu ma hoa thong tin 1a dé chéng su truy cip va sira chita mot cach trai phép thong
tin. Gidu va phat hién thong tin 1 k¥ thuat con twong d6i méi va dang phat trién rat
nhanh thu hut dugc su quan tdm cua cd gidi khoa hoc va gidi cong nghi¢p nhung
cling con rat nhiéu thach thirc.

Ban bao cdo nay trinh bay tong quan vé k¥ thuat gidu va phat hién anh c6 gidu
tin. Pong thoi trinh bay mot sd ki thuat phat hién thong tin gidu trén LSB cta anh
sO, tir 46 dua ra cac thuc nghiém va danh gia cho viéc phat hién anh s6 ¢ gidu tin
duoc ap dung.

Céu truc trinh bay cua dé 4n bao gdm :
e Chuong I: Tong quan k¥ thuat gidu tin va phat hién anh c6 giau tin.
e Chuong II: K¥ thuat phat hién anh c6 giau tin trén LSB
e Chuong III: Cai dat va thuc nghiém.



CHUONG 1. TONG QUAN VE KY THUAT GIAU TIN VA PHAT
HIEN ANH CO GIAU TIN

1.1 TONG QUAN VE KY THUAT GIAU TIN
1.1.1 Pinh nghia k§y thuit gidu tin

Gidu thong tin la mot ky thuat nhung (glau) mot luong thong tin sd nao do
vao trong mot doi twong dir lidu sd khac (gidu thong tin chi mang tinh quy udc
khong phai 1a mot hanh dong cu the)

1.1.2 Muc dich cia giau tin
C6 hai muc dich cua gidu tin:
e Trao d6i thong tin mat.

e Bao dam an toan va phat hién xuyén tac thong tin cho chinh cac d6i tuong
chtra dit liéu giau trong do.

C6 thé thdy 2 muyc dich nay hoan toan trai nguoc nhau va dan phat trién thanh
2 linh vuc v6i nhitng yéu ciu va tinh chat khac nhau.

Giu thong tin
|

Giu tin bi mat Thuy van s6
(Steganography) (Watermarking)

Hinh 1.1. Hai linh vyc chinh ciia k¥ thuat gidu thong tin

K¥ thuat gidu thong tin bi mat (Steganography): voi myc dich dam bao an
toan va bao mat thong tin tap trung vao cac ky thuat gidu tin dé c6 thé glau duoc
nhiéu thong tin nhat. Thong tin mat dugc glau mot cach v6 hinh trong mot doi tuong
khac sao cho nguoi khac kho phat hién duoc.

Ky thuat gidu thong tin theo kiéu danh gidu — thuy van (watermarking) véi
muc dich dé bao vé ban quyén Chlnh d6i twong ding dé chua thong tin, thudng tap
trung dam bao mot sb cac yéu cau nhu dam bao tinh bén virng. .. Pay 1a Gmg dung co
ban nhat cta k¥ thuat thuy van sd.

1.1.3 M6 hinh k¥ thuit gidu thong tin co bin

Gidu thong tin vao phuong tién chtra va tach iy thong tin 14 2 qua trinh trai
nguoc nhau va ¢ thé mo ta qua so do khoi cua hé thong nhu hinh 1.2:



Thong tin gidu

N mpae 4
Phuong tién Phan phoi

chira da dwoc |—— >

giau tin

Phuong tién
chtra (audio, anh,
video)

B6 nhung
théng tin

Khoa

Hinh 1.2 Lugc db chung cho qua trinh gidu tin

e Thong tin can gidu tuy theo muc dich cta nguoi st dung, né co thé 1a thdng
tin mat (vdi cac tin bi mat) hay céc logo, hinh 4nh ban quyén.

e Phuong tién chira: cic file anh, text, audio... 1a méi trudng dé nhing tin.
Bo nhung thong tin: 1 nhitng chuong trinh thyc hién viéc gidu tin
Dau ra: 1a cic phuong tién chira di c6 tin gidu trong d6

Tach thong tin tir cac phuong tién chira dién ra theo quy trinh nguogc lai voi
dau ra 1a cac thong tin da dugc giau vao phuong tién chira. Phuong tién chira sau khi
tach lay thong tin c6 thé dugc st dung, quan ly theo nhiing yéu cau khac nhau.

1.1.4 M6 hinh Ky thuat tach thong tin co’ ban

Khda giu tin

Phan phdi

Phuong tién

——> chtra(audio, anh, ———>

video)

Phuong tién
chira da duoc
giau tin

Bo tach
théng tin

Thong tin gidu

Hinh 1.3 Luoc do chung cho qué trinh tach thdng tin

Hinh 1.3 chi ra cac cong viéc giai ma thong tin di gidu. Sau khi nhan duoc
d6i tuong phuong tién chira c6 gidu thong tin, qua trinh giai mi duoc thyc hién
thong qua mdt bo giai ma twong ung vo6i bo nhung thong tin cung voi khoa cia qua
trinh nhing. Két qua thu dugc gom phuong tién chira goc va thong tin da gidu. Buéde
tiép theo thong tin da giau s& duoc xir Iy kiém dinh so sanh v&i thong tin ban dau.



1.1.5 Yéu céu thiét yéu ddi véi mot hé thong gidu tin

C6 3 yéu cau thiét yéu d6i véi mot hé thdng gidu tin:

Tinh vo hinh: 1a mot trong 3 yéu cau cua bat ki 1 hé gidu tin ndo.

Tinh bén viing: 12 yéu ciu thir 2 ciia mot hé giau tin. Tinh bén viing
12 n6i dén kha nang chiu dugc cac thao tac bién dbi nao do trén
phuong tién nhiing va cac cudc tin cong cé chu dich.

Kha nang nhing: 13 yéu cau tht 3 cia mot hé gidu tin. Kha ning
nhung chinh 1a s6 lugng thong tin nhing duoc nhung trong phuong
tién chira.

1.1.6 Mdi truong gidu tin

a. Gidu tin trong danh

Gidu tin trong anh hién dang rat duoc quan tdm. N6 dong vai tro
hét sitc quan trong trong hau hét cac tng dung bio vé an toan
thong tin nhu: nhan thuc thong tin, xac dinh xuyén tac thong tin,
bao vé ban quyén tac gia. ..

Mot dic diém cia gidu thong tin trong anh nita d6 1a thong tin
dugc gidu mot cach vo hinh, né nhu 13 cach truyén thong tin mat
cho nhau ma nguoi khac khong thé biét dugc boi sau khi gidu
thong tin chéat luong anh gan nhu khong thay dbi dic biét dbi voi
anh mau hay anh xam.

b. Gidu tin trong audio

Khac véi ky thuat gidu thong tin trong anh: phu thudc vao hé
théng thi giac cua con nguoi — HSV (Human Vision System), ky
thuat giau thong tin trong audio lai phu thudc vao hé thong thinh
giac HAS (Human Auditory System). Boi vi tai con nguoi rat kém
trong viéc phat hién sy khac biét giita cac giai tan va cong suat, co
nghia la cdc am thanh to, cao tan c6 thé che giéu di duoc cac am
thanh nho, thip mot cach dé dang.

Yéu cau co ban va quan trong nhit cua glau tin trong audio la dam
bao tinh chat an cta thong tin duoc gidu dong thoi khong lam anh
huong dén chit lugng cua dir lidu.

c. Gidu tin trong video

Ciing giéng nhu gidu thong tin trong anh hay trong audio, gidu tin
trong video cling dugc quan tdm va dugc phat trién manh mé cho
nhi€u ung dung nhu dic¢u khién truy cap thong tin, xac thuc thong
tin, ban quyén tac gia...

Mot phuong phap glau tin trong video dugc dua ra boi Cox la

phuong phap phan bo déu. Y tuong co ban cua phuong phap la
phan phdi thong tin gidu dan trai theo tan s6 cua dir lidu goc.

d. Gidu théng tin trong van ban dang text



e Gidu tin trong van ban dang text khé thuc hién hon do ¢ it cac
thong tin du thira, dé 1am duoc didu nay nguoi ta phai khéo 1éo
khai thac cac du thura ty nhién cua ngdén ngtr. Mot cach khac 1a tan
dung cac dinh dang van ban (ma hoa thong tin vao khoang cach
gia cac tir hay cac dong vin ban) => K§ thuat gidu tin dang duoc
ap dung cho nhiéu loai d6i twong chir khong riéng dir liéu da
phuong tién nhu anh, audio, video.

1.1.7 Mt s6 dic diém ciia viéc gidu tin trén anh
1.1.7.1 Tinh v6 hinh cua thong tin

Khai niém nay dya trén ddc diém ciia hé théng thi gidc ciia con ngudi. Thong
tin nhung 14 khong tri gidc duge néu mot ngudi vai thi giac binh thuong khong phan
biét duoc anh moi truong va anh két qua (tirc 1a khong phan biét duoc anh trugc va
sau khi gidu thong tin). Trong khi image hiding (Steganography) yéu cau tinh vo
hinh cta thong tin ¢ mirc d§ cao thi watermarking lai chi yéu cau 0 mot cap d6 nhat
dinh. Chang han nhu nguoi ta 4p dung watermarking cho viéc gan mot biéu tuong
mo vao mot chuong trinh truyén hinh dé bao vé ban quyén.

1.1.7.2 Khd nang nhang tin

Luong thong tin gidu so v6i kich thudc anh méi trudng ciing 1a mot van dé
can quan tAm trong mot thudt toan gidu tin. RS rang 14 co thé chi giau 1 bit thdng tin
vao mdi 4nh ma khong can lo ling vé d6 nhifu cta anh nhung nhu vay sé& rat kém
hiéu qua khi ma théng tin gidu c6 kich thudc bang Kb. Céac thuat toan déu cd ging
dat duoc muc dich lam thé nao gidu duoc nhiéu thong tin nhat ma khong gy ra
nhiéu dang ké.

1.1.7.3 Tinh bdo mdt

Thuét toan nhung tin dugc coi 1a ¢6 tinh biao mat néu thong tin dugc nhung
khong bi tim ra khi bi tan cong mot cach cé chu dich trén co sé ¢ hiéu biét day du
vé thuat todn nhing tin va c6 bd giai ma (trir khoa bi mat), hon nita con ¢ dugc anh
c6 mang thong tin (anh két qua). Pay 13 mot yéu cau rat quan trong dbi véi anh
image hiding.

1.1.7.4 Anh méi trwong doi véi qud trinh giai ma

Yéu cau cudi cung 13 thuat toan phal cho phép lay lai duoc nhitng thong tin
d3 gidu trong anh ma khong c6 anh gbc. Piéu nay 1a mot thuan loi khi anh moi
truong 1 duy nhat nhung lai lam gi6i han kha ning Gmg dung ctia k¥ thuat giau tin.

1.2 TONG QUAN VE KY THUAT PHAT HIEN ANH CO GIAU TIN
1.2.1 Khai niém

Steganalysis 1a k§ thuat phat hién sy ton tai cua thong tin an gidu trong
nguon da phuong tién (multimedia). Giéng nhu tham ma, muc dich cua
Steganalysis l1a phat hién ra anh c6 mang thong tin méat va pha v tinh bi mat cia vat
mang tin an.
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Muc dich cua k§ thuat phat hién 1a dé phan loai mot anh s6 bat ky c6 phai 1a
anh goc (cover image) hay anh c6 giau tin (stego image) hay khong, dé tir d6 c6 thé
dua ra budce xu 1y tiép theo.

1.2.2 Phan tich anh giau tin thuwong dwa vao cac yéu té

- Phan tich dya vao cac ddi trong d3 mang tin.

- Phan tich bang so sanh dic trung: So sanh vat mang tin chwa dugc giu tin
vO1 vat mang tin da dugce giau tin, dua ra sy khac biét gitra chung.

- Phan tich dya vao thong tin mat can gidu dé do tim.

- Phan tich dya vao céac thuit toan gidu tin va cac ddi tuong gidu di biét:
Kiéu phan tich nay phai quyét dinh cac ddc trung cuia do1 tugng giau tin, chi ra cong
cu giau tin (thuat toan) da st dung.

- Phén tich dua vao thuat toan giau tin, d6i twong gbc va doi tuong sau khi
giau tin.

1.2.3 Céc phuwong phap phén tich dnh c6 giau tin

- Phén tich tryc quan: Thuong dua vao quan sat hoac dung bicu d6 tan suat

(histogram) gitra anh goc va anh chua giu tin dé phat hién ra sy khac biét giita hai

anh cin ctr dua ra van dé nghi van. V&i phuong phap phan tich nay thuong khé phat
hién voi anh c6 do nhiéu cao va kich c& 1on.

- Phén tich theo dang anh: Phuong phap nay thuong dua vao cac dang anh
bitmap hay la 4nh nén de doan nhén k¥ thuat gidu hay st dung nhu cac anh bitmap
thuong hay str dung gidu trén mién LSB, anh nén thuong sir dung k¥ thuat gidu trén
cac hé sb bién d6i nhu DCT, DWT, DFT.

- Phén tich theo thong ké: Pay la phuong phap str dung cac ly thuyét thong
ké va thong ké toan sau khi da xac dinh dugc nghi van dic trung. Phuong phap nay
thuong dua ra d6 tin cdy cao hon va dac biét 1a cho tap anh 16n.

1.3 MOT SO ANH PINH DANG BITMAP PHO BIEN
1.3.1 Cau triic znh Bitmap

Anh BMP (Bitmap) duoc phat trién bai Microsoft Corporation, duoc luu trir
du6i dang doc 1ap thiét bi cho phép Windows hién thi dir liéu khong phu thude vao
khung chi dinh mau trén bat ki phén cung nao. Tén file mo rong mac dinh ciia mat
file anh Bitmap 1a “.BMP”. Anh BMP duoc s dung trén Microsoft Windows va
cac ung dung chay trén Windows tir version 3.0 tr¢ 1én.

MQi file anh Bitmap gém 3 phan nhu bang 1.1:
Bang 1.1 Cau tric anh BitMap

Bitmap Header (54 byte)

Color Palette
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Bitmap Data

1.3.1.1 Bitmap Header

Thanh phan bitcount (Bang 1.2) cua ciu tric Bitmap Header cho biét sd bit
danh cho mdi diém anh va s lwong mau 16n nhat cua anh. Bitcount c6 thé nhan cac
gia tri sau:

o 1: Bitmap la anh den trang, mdi bit biéu dién 1 diém anh. Néu bit mang
gia tri “0” thi diém anh 13 diém den, néu bit mang gié tri “1” thi diém anh
1a diém trang.

o 4: Bitmap 12 anh 16 mau, mdi diém anh duogc biéu dién bang 4 bit.
o 8: Bitmap 13 anh 256 mau, mdi diém anh duoc biéu dién bang 8 bit.

o 16: Bitmap la anh High Color, mdi ddy 2 byte lién tiép trong Bitmap biéu
dién cuong do tuwong doi cua mau do, xanh la cdy va xanh lo (RGB) cua
diém anh.

o 24: Bitmap la anh True Color, mdi diy 3 byte lién tiép trong Bitmap biéu
dién cuong do tuong doi cua mau do, xanh la cdy va xanh lo (RGB) cua
diém anh.

Thanh phan Color Used cﬁaqcéuq trac Bitmap Header xac dinh s6 luong mau

cua Palete thuc su duqc st dung dé hién thi Bitmap. Néu thanh phan nay duoc dat
1a 0, Bitmap st dung s6 mau l6n nhat twong (rng véi gia tri cua bitcount.

Bang 1.2 Thong tin vé Bitmap Header

Byte thir Y nghia Gia tri
1-2 Nhan dang file ‘BM’ hay 19778
3-6 | Kich thudc file Kiéu long trong Turbo C
7-10 Dy triv Thuong mang gia tri 0

11-14 | Byte bt dau vung dit liéu | Offset cta byte bat dau ving dir liéu

15-18 | S6 byte cho vung thong tin | 4 byte

19-22 | Chiéu rong anh BMP Tinh bang pixel
23-26 | Chiéu cao anh BMP Tinh bang pixel
27-28 | S Planes mau Co dinh 1a 1

29-30 | S4 bit cho 1 pixel (bitcount) | C6 thé 1a: 1,4,8,16,24 tuy theo loai anh

31-34 | Kiéu nén dit liéu 0: Khong nén
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1: Nén runlength 8bits/pixel
2: Neén runlength 4bits/pixel

35-38 | Kich thudc anh Tinh bang byte
39-42 | B0 phan giai ngang Tinh bang pixel / metter
43-46 | Do phan giai doc Tinh bang pixel / metter

47-50 | S6 mau st dung trong anh

51-54 | SO mau duoc st dung khi
hién thi &nh (Color Used)

1.3.1.2 Palette mau

Bang mau cia anh. Chi nhitng anh nho hon hodc bang 8 bit mdi co bang

mau.
Bang 1.3 Bang mau cua anh BITMAP
Dia chi (Offset) Tén Y nghia
0 RgbBlue Gia tri cho mau xanh blue
1 RgbGreen Gid tri cho mau xanh Green
2 RgbRed Gia tri cho mau do
3 RgbReserved Du tri

1.3.1.3 Bitmap data

Phan nay nam ngay sau phan Palete mau ctia anh BMP. Pay 1a phan chua gia
tri mau cua diém anh trong anh BMP. Cac dong anh dugc luu tir dudi 1én trén, céac
diém anh duoc luu trir tir trai sang phai. Gia tri cia mdi diém anh 1a mot chi sd tro
t6i phan tir mau twong Ung trong Palete mau.

1.3.2 CAu triic inh PNG
1.3.2.1 Lich si va phat trién

bong co thuc déy cho viéc tao ra dinh dang PNG bat dau vao khoang dau
nam 1995, sau khi Unisys cong b6 ho s& ap dung bang sang ché vao thuat toan nén
dir liéu LZW- dugc su dung trong dinh dang GIF. Thuat toan dugc bao vé boi bing
cong nhan doc quyen sang tao 0 My va tat ca cac nudc trén the gioi. Tuy nhién,
cling da c6 mot s6 van dé voi dinh dang GIF khi can c6 mot s6 thay doi trén hinh
anh, nhat gioi han ctia n6 14 256 mau trong thoi diém mdy tinh c¢6 kha ning hién thi
nhidu hon 256 mau dang tr& nén phd bién. Mic du dinh dang GIF c¢6 thé thé hién
cac hinh anh dong, song PNG van dugc quyét dinh 14 dinh dang hinh anh don (chi
c6 mot hinh duy nhat). Mot nguoi "anh em" ctia n6 1a MNG da dugc tao ra dé giai
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quyét vin dé anh dong. PNG lai tang thém su phd bjén cua n6 vao thang 8 nam
1999, sau khi hang Unisys huy bo giay phép cuia ho doi vdi cac 1ap trinh vién phan
mém mién phi, va phi thuong mai.
- Phién ban 1.0 cua dédc ta PNG dugc phat hanh vao ngay 1 thang 7 nam 1996,
va sau d6 xuat hién véi tu cach RFC 2083. N6 dugc t6 chuc W3C khuyén
nghi vao ngay 1 thang 10 nam 1996.
- Phién ban 1.1, v6i mét sé thay d6i nho va thém vao 3 thanh phan méi, duge
phat hanh vao ngay 31 thang 12 nam 1998.
- Phién ban 1.2, thém vao mot thanh phan mé rong, duoc phat hanh vao ngay
11 thang 8 ndm 1999.
- PNG gio dy 1a mot chuan qudc t€ (ISO/IEC 15948:2003), va ciing dugc
cong bo nhu mot khuyén nghi cuia W3C vao ngay 10 thang 11 ndm 2003.
Phién ban hién tai cua PNG chi khac chut it so vo1 phién ban 1.2 va khong co6
thém thanh phan mé1 nao.
1.3.2.2 Théng tin Ky thudt
a. Phan dau cua tdp tin
Mot tép tin PNG bao gdm 8-byte ki hiéu (89 50 4E 47 0D 0A TA) dugc
viet trong h¢ thong c6 co s6 16, chira cac chir "PNG" va hai dau xudng dong, ¢
gitra 1a sap x€p theo sé lugng cua cic thanh phan, moi thanh phan déu chtra
thong tin v€ hinh anh. Cau trac dya trén cac thanh phan duoc thi€t ke cho phép
dinh dang PNG c6 thé tuong thich v61 cac phién ban cii khi st dung.
b. Cdc "thanh phan" trong tdp tin

PNG la c4u tric nhu mot chudi cac thanh phan, mdi thanh phan chua kich
thudc, kiéu, dit li¢u, va ma stra 161 CRC ngay trong no.

Chudi dugc gan tén bang 4 chir cai phan biét chir hoa chir thuong. Su
phan bi¢t nay giup bd gidi ma phat hién ban chat cia chuoi khi n6é khong nhan
dang duoc.

Vi chir céi dau, viét hoa thé hién chudi nay 1a thiét yéu, néu khong thi it
can thlet hon (ancillary). Chudi thiét yéu chira thong tin can thiét dé doc dugc
tép va néu bo giai ma khong nhan dang dugc chudi thiét yéu, viéc doc tép phai
dugc huy.

c. Thanh phan co bdn

Mot bo giai mi (decoder) phai c6 thé thong dich dé doc va hién thi mot
tép PNG.

« ITHDR phai la thanh phan dau tién, né chtra dung header
* PLTE chua dung bang mau (danh sach cac mau)

« IDAT chira dung anh. Anh nay cé thé duoc chia nho chira trong nhiéu
phan IDAT. Pi€u nay lam tang kich c¢& cua té€p 1én mdt it nhung nd 1am cho viéc
phat sinh &nh PNG muot hon (streaming manner).

« IEND danh diu diém két thac cua anh.
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CHUONG 2: KY THUAT PHAT HIEN ANH CO GIAU TIN TREN LSB
2.1 KY THUAT GIAU TIN TREN LSB

2.1.1 Khai niém bit c6 trong so thap (LSB — least significant bit)

Bit 6 trong s6 thap 1a bit c6 anh hudng it nhat toi viée quyét dinh t&i mau cia
m01 diém anh, vi vay khi ta thay d01 bit it quan trong cua mot diém anh thi mau cia
mdi diém anh méi s& twong d01 gan v6i diém anh cil. Nhu vay ky thuat tach bit
trong xu ly anh duoc st dung rat nhiéu trong quy trinh gidu tin. Viéc xac dinh LSB
ciia mdi diém anh trong mét burc anh phy thudc vao dinh dang cua anh va sd bit
mau danh cho mdi diém ctia anh d6. Vi du ddi v4i anh 16 bit thi 15 bit 13 biéu dién
3 mau RGB cua diém anh con bit cudi cung khong dung dén thi ra s& tach bit nay ra
& mdi diém anh dé gidu tin, hodc v6i anh 256 mau thi bit cudi cling trong 8 bit biéu
dién mot diém anh dugc coi 1a bit it quan trong nhat. ..

Vi du: Téach bit cudi ciing trong 8 bit biéu dién mdi diém anh cta anh 256 mau

10011100 10010101 1110001 0

Hinh 2.1: M&i diém anh biéu dién boi 8 bit, bit cudi cling dugc coi 1a bit it
quan trong nhat tirc 1a bit bén phai nhat

Trong phép tach nay ta coi bit cudi cing 1a bit it quan trong nhat, thay doi gia
tri cua bit nay thi s€ thay doi gia tri cua diém anh 1én hodc Xuéng ding mot don vi,
vi du nhu gié tri diém anh 1a 234 thi khi thay ddi bit cudi cing né cé thé mang gia
tri méi 1a 235 néu doi bit cudi cung tir 0 thanh 1. Vi sy thay d6i nho d6 ta hi vong
la cap d6 mau cta diém anh s& khong bi thay d6i nhiéu

2.1.2 Thuit toan gidu mot chudi thong tin mat trén LSB

2.1.2.1 Y twong thudt todn

+ Cho thong tin mat nhing W, W ¢6 thé 1a:
- Mot chubi bit thong tin mat (vd: W=[00110101111001]).
- Mot chudi cac ki tu (vd: W = HPU = phai d6i W sang hé nhi phan).

+ DO6i W ra hé nhi phan, tinh d6 dai cta thong tin mat W sau d6 thuc hién thay thé
cac bit thong tin mat W can giau vao cac bit ¢6 gia tri thap (LSB) cua anh cho
dén khi bit thong tin mat can giau khong con nira thi ngirng.

+ Anh thu dugc 1 4nh c6 gidu thong tin vao tat ca cac bit LSB ctia anh lan luot tir
trai qua phai, tr trén xudng dudi.

2.1.2.2 Thudt todn gidu
Dau vao:
Anh cover va thong tin mat can nhung.

Pau ra:
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Anh c6 giu tin.
Cac budc thuc hién:
B1: Chuyén dit liéu anh sang mang 2 chiéu
B2: D6i thong tin mat sang chudi nhi phan (bit)

B3: Thay thé cac bit thong tin mét vao cdc bit co gia tri thip (LSB) cua anh
dén khi cac bit thong tin mat khong con nira thi ngung.

2.1.3 Thuit toan gidu thong tin mat theo ty 1¢ trén LSB
2.1.3.1 Y twéng thudt todn

+ Cho ty 1& p% (so v&i kich ¢& cua anh) thong tin mét can gidu, tao mot ma tran
ngau nhién céic bit nhi phan c6 kich thudc bang p% anh can giau.

+ Thuyc hién thay thé céc bit thdng tin mat trong ma tran ngau nhién vao cac bit c6
gia tri thap (LSB) cua anh cho dén khi bit thong tin mat trong ma tran khéng con
nira thi ngung.

+ Anh thu duoc 1 anh cé gidu p% thdng tin cua anh vao tit ca cac bit LSB cua
anh lan lugt tir trai qua phai, tir trén xudng dudi.

2.1.3.2 Thudt todn giiu
Dau vao :
Anh cover va ty 1& p% thong tin mat can nhung.
Paura :
Anh c6 gidu tin.
Cac budc thuc hién :
B1: Chuyén di liéu anh sang mang 2 chiéu M*N
B2: Tinh kich thudc ma trdn ngau nhién can tao ra:
L=p*M*N/100
B3: Tao mdt ma tran cac bit nhi phan ngau nhién c6 s6 hang M va s6 cot
R=L/M
B4: Thay thé 1an luot cac bit thong tin mat trong ma tran ngau nhién vao cac
bit co gia tri thap (LSB) ctia anh theo quy tac tir trai sang phai tir trén xudng cho dén
khi cac bit thong tin mat trong ma tran ngau nhién khéng con thi dung.

2.2 KY THUAT PHAT HIEN ANH CO GIAU TIN TREN LSB

2.2.1 Phuong phap phan tich cip mau gin nhau (CCP - close colour pair)
2.2.1.1 Téng quan vé thudt todn

Trong anh tu nhién 24-bit, moi diém anh duoc dai dién boi ba kénh mau
(Red, Green va Blue), moi kénh rong 1a 8 bit. Hau hét cac phuong phap che giau
thong tin trong mot anh tu nhién l1a dya vao vi¢c thay thé cac LSB cua czic kénh mau
bang cac bit thong tin. Nhu vay, trung binh mot nira LSB dugc thay do6i va n6 gia
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dinh rang nhung thdng tin theo cach nay s& khong anh huong cac thong tin cua danh
cover. Gia dinh na‘l}{ la ding néu va chi néu so lugng mau dic biét trong anh cover
c6 thé so sanh vé1 tong s6 diém anh trong anh.

Tuy nhién quan sat cho thdy, trong mot anh ty nhién, ty 1é cia sb lugng mau
dac biét voi tong sO diém anh 1a khoang 01:06. Do do6 sau khi nhing LSB, mo hinh
LSB ngau nhién sé& tang 1én. Diéu nay tuong duong voi viée so lugng cac cap mau
dac biét tang 1én, va duoc st dung lam dau hiéu dé phan biét cac loai anh.

Cap mau gan nhau (P) va cip mau dic biét (U) dugc dinh nghia nhu sau:

- Hai mau (R1, G1, B1) va (R2, G2, B2) 1a gan nhau néu:

R1-R2|=1,|G1-G2|=1va|Bl1-B2/=1
Hoac
(R1-R2)*+ (G1- G2)*+ (B1-B2)*<=3 (2.2.1.1)

- Hai mau (R3, G3, B3) va (R4, G4, B3) la dic biét néu bat ky mot trong

nhirng di€u sau day la dung su that :
|IR1 - R2| =1 hoac |G1 - G2| =1 hoac |IB1 -B2|=1 (2.2.1.2)

Ty 1é R 1a mot ¥ tudng vé s luong twong d6i clia cac cip mau gan nhau véi
mau dac biét:

R=P/U (2.2.1.3)

Quan sat cho thiy rang, ddi véi mot hinh anh khong co bat ky thdng tin
nhung, gia tri cua R 1a 16n hon so v6i mot hinh anh trong d6 c6 thong tin déa dugc
nhing trong no6. Dicu nay xay ra khi nhing thong tin, lam tang so lugng cua cap
mau dac biét (U).

Sau khi thtr nghiém véi cac loai anh kh&c nhau, quan st nhitng gia tri thir
nghiém cho phép chung ta phan biét mot anh gia mao tr mot anh khong gia mao.
D6 1a, néu c6 mot anh thir nghiém da duoc nhung thong tin, tiep tuc nhing thém cac
bit théng tin gia tri R thay doi khong dang ké. Cach khac, néu mot anh thir nghiém
la khong gia mao, ty 1¢ R giam dang ke khi tiép tuc nhliing thém cac bit thdng tin.
Ching ta tao dnh thir nghi¢ém thong qua mét phan mém nhing tin trén LSB. Neu U’
va P’ 1a s0 lugng cac cap mau dac biét va cac cap mau gan nhau twong tng sau do.

Ty I¢ R’ thu duoc:

R’=P’/U’ (2.2.1.4)

Néu anh di c6 mot thong tin mat 16n an trong no, hai ty 1¢ nay s& le‘l,gﬁn nhu
bang nhau R =R’. Nhung néu dnh khong cé nhiing thong tin mat thi du kién R’>R.
Su thay doi trong ty 1€ dugc do bang m, trong d6 m 1a ty 1€ phan tram thay doéi trong
R duoc duara :

m=((R-R*)*100)/R (2.2.1.5)

m c6 thé dugc coi 1a ngudng dé phan biét mot anh.
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2.2.1.2 Thudt todn phdt hi¢n dnh c6 gidu tin CCP
Dau vao:
Anh mau 24-bit C.
Pau ra:
Phan loai 4nh C Ia anh stego hay cover.
Cac budc thuc hién:
B1: Tao ra mét anh stego C’ bang cach nhung thong tin vao anh C bang k¥
thuat nhing trén LSB vai ty 1€ thong tin nhang la 20% so véi kich ¢& cia
anh C.
B2: Tinh tong sd cac cip mau dic biét U va cac cip mau gan nhau P trong
anh C theo phuong trinh (2.2.1.1) va (2.2.1.2).
B3: Tinh ty 1€ R = P/U.
B4: Tinh tong s6 cac mau dic biét U’ va cip mau gan nhau P’ trong anh C’
theo phuong trinh (2.2.1.1) va (2.2.1.2).
B5: Tinh ty 1€ R” =P’/U".
B6: Tinh gia tri m =(R-R’)*100/R.
B7: Tinh ty I¢ p =R/R’.
B8: Néu (B<1) hodc (m< &) “Anh la Stego” Nguoc lai “Anh 1a Cover”.
2.2.2 Phwong phap phén tich cip mau ( SPA - sample pair analysis )
2.2.2.1 Tong quan vé thudt todn
Bai viét thuc hién phén tich nhing thong tin trén LSB mét cach t6t hon thuce
hién b(”yiv Wu [4] va ti€p tuc cai thién boi Lu [3]. Y tudng cuia phuong phap nay la dé
phat trién mot bién phap bao vé cac anh ty nhién va phat hién cac hinh anh stego
dugc tao ra boi cac thuat toan giau LSB. Di€u nay dugce thuc hién bang cach phan
tich cac gid tri trén cap di€m anh.
~ Chung ta bit dau bang cach chia anh thanh tung cap diém anh lan can va
biéu dién bang cap (u, v) P, trong do P 1a tap hop cua tat ca cac cap diém anh trong
hinh anh. Kich thuéc cua P thiét 1ap 1a n/2, trong d6 n 1a s6 luong diém anh. Tiép
theo, chung ta chia P thanh ba tap con P = XwYuZ.
a0, 11

LN

11. 01 01, 10
a0, 10 , \ [, 11
< A 11, 01 V W 01, 10 zZ )

Ny

o0, 10

Hinh 2.2 So d6 phén tich sy chuyén ddi cta céc cip diém anh
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dua trén dinh nghia ta c6 :
(U, v) € X < (u<v vavlalé) hoic (u>v vavlachan)
(U, V) €Y < (u<v vavlachin) hoic (u>v vavlalé)
(uv) EZ<=u=v (2.2.2.1)
va tiép tuc phan chia tap Y = V uW, trong d6 :
(u,v) € W < (u,Vv) = (2k, 2k + 1) hodc (u, v) = (2k +1, 2Kk)
(uv) EV < (uv)#WwW (2.2.2.2)

Maic du dinh nghia c6 vé phtic tap, cac tap co tinh chat quan trong dugc
ching minh bang cach str dung hinh 2.2. Trong hinh nay, so dd qua trinh chuyén
d6i c6 thé duoc giai thich theo cach sau. Cac cip diém anh (u,v) =X co thé thay d6i
tap, néu mo hinh LSB thay d6i 13 11, hodc 01 (ca hai diém anh hodc chi c6 diém anh
thir hai duoc thay d6i). Gia st mo hinh 11 tir dinh nghia cta tip X ching ta c6 thé
thay rang v 1a 1¢ hodc v 1a chin. Khi v 1é (u > V), sau d6 bang cach dao LSB cua sd
1¢, chung ta nhan dugc s6 nho hon 14 s6 chan va béng cach dao LSB cua u, ching ta
6 thé c6 dugc v + 1, do d6 bat dang thirc U > v van gilr va chuyen d6i (u,v) thudc
W. St dung mot phurong phap tiép can tuong tu, ching ta ¢ thé ching minh so dd
chuyen d6i hoan toan. Mot khia canh quan trong ma ching ta ¢ thé nhin thay tir
biéu d6, d6 1a bo XV vad WuZ dé nhung LSB tly V.

Pé thé hién do dai tin nhan twong ddi a str dung cho mdt anh stego, ching ta
su dung X, Y, V, W, Z dé biéu thi cac b duoc dinh nghia tir &nh cover va X, Y, 1",
W’, Z’ dé biéu thi cac b tinh toan tir anh stego. Muc tiéu cua chung ta la chinh xéc
a trong bd nguyén td, bai vi cac bd nay co thé duge tinh toan. Khi chung ta nhiing
thdng tin ngau nhién, mdi diém anh truy cap duogc thay doi trong qua trinh nhung,
do d6 kha ning thiy cac mé hinh thay dbi 11 va 00 trong cac anh stego la (a/2)?, (1-
a/2)? twong tmg. St dung két qua nay va so d6 chuyén ddi tir hinh 2.2, chling ta c6
thé tinh kich thude du kién ctia bo X, V', W’

X' = IX|(1 - o/2) + |V| a2 (2.2.2.3)
V= V(1 - a/2) + |X| a/2 (2.2.2.4)
W’ = W|(1 = a + a?2) + |Z| o (1 - a/2) (2.2.2.5)

Déi véi anh ty nhién, khong c6 1y do tai sao kich thudc ctia bd X va Y khac
nhau. Do dé, ching ta c6 :

IX| = Y] = [X] = V] + W] (2.2.2.6)
trir phuong trinh (2.2.2.3) va (2.2.2.4) chiing ta c6 dugc :
X°1-171= (X] - V(A - a) (2.2.2.7)

Khi ching ta thay thé phuong trinh (2.2.2.6), chiing ta co thé viét lai phuong
trinh cuoi cung :

X-1771= W1 - a) (22.2.8)

O day, chiing ta phai tim mot phuong trinh cho |W|. Str dung (2.2.2.5), ta ¢6
thé viét:



19

W = W|(1 = & + &*12) + |Z| a(1- al2)
= W|1 = a + a®2) + (y - W|) a(1 — a/2)
= W|(1 - a)?+ ya(l — al2)

Trong do y = |W|+|Z] = |W’|+|Z’| 1a mét gia tri da biét. Cubi cung, bing
cach thay thé (2.2.2. 8) vao phuong trinh cudi cing, chung ta c6 dugce phuong trinh
sau day tinh twong dbi chiéu dai tin nhén a.

12 yo? + (21X - [PDa + Y] - IX| = (2.2.2.9)

Tat ca cac hé s6 co thé duoc tinh toan tir cac hinh anh stego. bé ¢6 duge ude
tinh chinh x&c cta a tham so, chiung ta da lay mot phan nho thyuc su tir phuong trinh
(2.2.2.9).

2.2.2.2 Thudt todn phdt hi¢n dnh gidu tin SPA
Pau vao: 1 anh cdp xam can kiém tra.
Déu ra: Chinh xéc chiéu dai tin nhn o.
Cac budc thuc hién:
B1: Tinh tong s6 cdp mau trong anh P = (M*N/2)
B2: Tinh kich thuéc ctia mdi bo ciip mau X, Y, W, Z theo (2.2.2.1) va (2.2.2.2).
B3: Giai phuong trinh (2.2.2.9).
pl=(-2*X+P+sqrt((2*X-P)"2-2*(W+Z)*(Y-X)))/(W+Z)
p2=(-2*X+P-sqrt((2*X-P)"2-2*(W+2)*(Y-X)))/(W+2Z)
B4: Chinh x4c d6 dai tin nhin o
a=max(0,min(p1,p2))
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CHUONG 3: CAI PAT VA THUC NGHIEM
3.1 MOI TRUONG CAI BPAT

» Ngon ngir cai dat, moi truong soan thao va chay chuong trinh duoc thuc hién
trén ngon ngir 1ap trinh Matlab 7.8.0 (R2009a).

> Hé diéu hanh Window XP va méi trudng NetFarme Work 2.0

> Yéu cau cdu hinh:

3.2 GIAO DIEN CHUONG TRINH

e (iao dién chinh :

FoX

Thoat  Giautin LSE  Phat hien anh co giau tin ~ Sinh vien thuc hien

DO AN TOT NGHIEP
PHAT HIEN ANH CO GIAU TIN TREN LSB

Sinh Vien: Trinh Van Thanh
GVHD: ThS.Ho Thi Huong Thom
================ Haj Phong 2010 ===============

e Giao dién gidu theo ty 18 anh :

| ) Nhungthongtin_theotile

NHUNG THONG DIEP SINH NGAU NHIEN

THEO TY LE
FUIBIRAL ‘ Browser...
Nhap ti le nhung : 20 {TyLe:1~100)
Anh ket qua : Browser...
Trang thai : Da Nhung Xong. | Giau tin [ [ Thoat l

Anh truoc khi giau tin Anh sau khi giau tin
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e Giao dién gidu chudi ky tu :

) F_nhungchuoi

NHUNG CHUOI THONG DIEP DUOC NHAP VAO

TU BAN PHIM
I Anh nhung : ’ £ 1 Settingsit My Diocumentsiiv ‘ Browser... l
Nhap chuoi can nhung : ’ HPU CT1101
Anh ket qua : ‘ : ! n 1 W1/ ‘ Browser... |
Trang Thai

Da giau tin xong!

l Thoat I

Giau tin

Anh truoc khi giau tin Anh sau khi giau tin

e (Giao di¢n gidu t€p van ban :

J F_giau_thong_diep

1 GIAU TIN TU MOT FILE TEXT BAT KY

Ten anh goc : I nd Settingsthanhit ‘

T

Browser

—J

Ten tep nhung : ii scuments and S L My DocumentsMATLAE | Browser
Ten anh can luu : ‘[ oy ngsithanhih s , ‘ Erowssr
Trang Thai : Da giau xong!

Anh truoc khi giau tin Anh sau khi giau tin
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Giao dién phat hién (CCP) :

J F_phathien_LSB

Anh kiem tra :

Trang thai:

Phat hien ti le giau tin:

R: 0.145411 R': 0.145716
m: 0.20962 B: 0.997908
Anh Stego!

K|emtra

CLOSE COLOUR PAIR ANALYSIS

’C:\Documents and Settingsithanhivly Documents\MATLAl} Browser...

Da kiem tra xong.

Anh Can Kiem Tra

Giao dién phat hién (SPA) :

Alpha

Mhap anh : CADocuments and Settingsithanhiihvy Browser. .

Trang thai : Da kiem tra

p1=  1.02309
p2=  0.132176

Phat hien ty le giau ;

SAMPLE PAIR ANALYSIS

= 0

Kiem tra ‘ Thoat ‘

Ank Can Kiem Tra
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3.3 DPANH GIA KY THUAT PHAT HIEN THEO F-MEASURE

Trong nhitng thir nghiém nay, em st dung cac do do danh gia la: precision,
recall va f-measure thuong dugc ap dung trong phan loai dir liéu. Precision la d6 do
tinh chinh xac va ding dén cua viéc phan loai. Recall 1a @6 do tinh toan ven cua
viéc phan 16p.

Cu thé cho bai toan phan loai anh co6 gidu tin va anh chua gidu tin, gia su ta
c6 mot tap anh dau vao E (gém ca anh nhung tin va anh chua nhung tin) can phan
thanh 2 tap con E; (anh khdng nhing tin) va E, (anh c6 nhing tin). Sau khi thuc
hién phan 16p ching ta dugc bang sau:

Két qua phan 16p dung
E, B
fp
. - (false
K qu (true positive) positive)
phan tn
16p dat fn (true
duoc = (false negative) negative)

Khi do precision va recall dugc tinh toan theo cong thirc sau:

Precision = tp/(tp + fp) (3.3.1)
Recall = tp/(tp + fn) (3.3.2)

Mic du precsion va recall 1a nhitng d6 do duoc ding rong rii va phd bién
nhat, nhung chung lai gdy kho khan khi phai danh gia cc bai toan phéan loai vi hai
do do trén lai khong tang/giam twong Gng véi nhau. Bai toan danh gia c6 recall cao
c6 thé c6 precision thip va nguoc lai. Hon nira, viéc so sanh ma chi dua trén mot
minh precision va recall khong phdi la mot ¥ hay. V6i myc tiéu nay, do do F-
measure dugc st dung dé danh gia téng quat cac bai toan phan loai. F-measure la
trung binh diéu hoa c6 trong s6 cua precision va recall va ¢ cong thic:

~ precision*recall
F, =g+ p2 PRI

~02 %

B°* precision+ recall
trong d6 B 12 mot tham sb c6 gia tri nam giira 0 va 1. Néu p = 1, F-measure bang
vé&i precision va néu 3 = 0, F-measure bang vai recall. Gitra doan do, gia tri B cang
cao, do quan trong cua precision cang cao so voi recall. Ta st dung gia tri thuong
duogc dung 1a = 0.5, nghia la:

5 precision*recall
precision+recall

F=

(3.3.3)
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3.4 KET QUA THU NGHIEM

3.4.1 Két qua thir nghiém phwong phap cip mau gian nhau (CCP)
3.4.1.1 Tap anh thir nghié¢m
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34.jpg 35.jpg 36.jpg 37.jpg
3.4.1.2 Thir nghiém va dinh gid két qud

Bang 3.1 két qua thir nghiém ctia 31 hinh anh va cac hinh anh duoc nhung trén
LSB véi ty 1€ tuong tmg 20% va 50%.

Tén anh R R’ m=(R-| B=R/R’ Loai anh
(*.jpg) R1)/R*100
1 0.2079 | 0.1453 30.1168 1.4310 Cover
201 0.1458 | 0.1446 0.8241 1.0083 Stego
50_1 0.1002 | 0.1003 -0.0539 0.9995 Stego
2 0.3794 | 0.2819 25.6903 1.3457 Cover
20 2 0.2819 | 0.2830 -0.3836 0.9962 Stego
50_2 0.1868 | 0.1877 -0.4777 0.9952 Stego
3 0.2479 | 0.1984 19.9794 1.2497 Cover
20_3 0.1980 | 0.1989 -0.4645 0.9954 Stego
50_3 0.1517 | 0.1515 0.1362 1.0014 Stego
4 0.3112 | 0.2245 27.8547 1.3861 Cover
20 4 0.2239 | 0.2246 -0.3312 0.9967 Stego
50_4 0.1559 | 0.1562 -0.1745 0.9983 Stego
5 0.3515 | 0.2661 24.2817 1.3207 Cover
20_5 0.2661 | 0.2653 0.3244 1.0033 Stego
50_5 0.1686 | 0.1688 -0.1519 0.9985 Stego
6 0.1781 | 0.1406 21.0918 1.2673 Cover
20_6 0.1408 | 0.1408 0.0405 1.0004 Stego
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50 6 0.0906 |0.0900 | 0.6041 1.0061 Stego
7 03351 |0.2301 |31.3222 |1.4561 Cover
20 7 0.2288 |0.2300 |0.2300 |0.9950 Stego
50 7 0.1362 |0.1374 |-0.8882 | 0.9912 Stego
8 02920 |0.2041 |30.0944 | 1.4305 Cover
20 8 02033 |02042 |-04138 |0.9959 Stego
50 8 0.1327 |0.1316 |0.8057 1.0081 Stego
9 02187 |0.1661 |24.0634 | 1.3169 Cover
20 9 0.1675 |0.1652 | 1.4020 1.0142 Stego
50 9 0.1361 |0.1357 |0.2805 1.0028 Stego
10 0.3544 | 02360 |33.4171 |1.5019 Cover
20 10 02363 |0.2362 |0.0680 | 0.0680 Stego
50_10 0.1361 |0.1367 |-04510 |0.9955 Stego
11 0.2905 |0.2505 |13.7706 |1.1597 Cover
20 11 0.2501 | 02499 | 0.0607 1.0006 Stego
50 11 0.1871 |0.1877 |-0.3298 | 0.9967 Stego
12 0.1296 |0.1149 |113032 |1.1274 Cover
20 12 0.1144 |0.1147 |-0.2225 |0.9978 Stego
50_12 0.0913 |0.0913 | 0.0901 1.0009 Stego
13 0.1702 |0.1298 |23.7247 | 1.3110 Cover
20 13 0.1279 |0.1290 |-0.8400 |0.9917 Stego
50 13 0.0977 |0.0968 | 0.9036 1.0091 Stego
14 0.1767 |0.1510 |145771 |1.1706 Cover
20 14 0.1503 |0.1506 |-0.2106 | 0.9979 Stego
50_14 0.1216 |0.1206 |0.8321 1.0084 Stego
15 0.3655 |0.2667 |27.0360 | 1.3705 Cover
20 15 0.2662 |0.2653 | 0.3365 1.0034 Stego
50 15 0.1469 | 0.1467 | 0.0893 1.0009 Stego
16 0.7919 |0.4450 |43.8059 |1.7795 Cover
20 16 04462 | 04472 |-0.2283 |0.9977 Stego
50 16 02491 |0.2483 |0.3303 1.0033 Stego
17 0.3673 | 02634 |282951 |1.3946 Cover
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20 17 0.2634 |0.2643 |-0.3351 | 0.9967 Stego
50 _17 0.1768 |0.1770 |-0.1222 | 0.9988 Stego
18 0.6194 |0.4103 |33.7608 | 1.5097 Cover
20 18 0.4118 |0.4098 | 0.4829 1.0049 Stego
50_18 0.2349 | 02347 |0.0799 1.0008 Stego
19 0.8479 | 05675 |33.0710 |1.4941 Cover
20 19 05678 |0.5683 |-0.0763 | 0.9992 Stego
50_19 0.3628 |0.3622 | 0.1654 1.0017 Stego
20 0.6833 | 05540 |189188 |1.2333 Cover
20 20 05542 | 05527 |0.2781 1.0028 Stego
50_20 0.3399 |0.3397 |0.0658 1.0007 Stego
21 02214 |0.1689 |23.7275 |1.3111 Cover
20 21 0.1695 |0.1693 |0.1418 1.0014 Stego
50 21 0.1222 |0.1219 |0.2738 1.0027 Stego
22 02127 |0.1941 |8.7380 1.0957 Cover
20 22 0.1947 |0.1935 |0.6111 1.0061 Stego
50 22 0.1628 |0.1630 |-0.1455 |0.9985 Stego
23 0.2625 |0.2085 |20.5575 | 1.2588 Cover
20 23 02072 |0.2078 |-0.2834 | 0.9972 Stego
50 23 0.1477 | 0.1473 | 0.2444 1.0025 Stego
24 0.6176 |0.3325 |46.1676 |1.8576 Cover
20 24 03303 |03311 |-0.2596 |0.9974 Stego
50 24 02200 |0.2182 |0.8200 1.0083 Stego
25 0.7126 |0.3901 | 452556 | 1.8267 Cover
20 25 0.3906 |0.3909 |-0.0690 | 0.9993 Stego
50 25 0.1696 |0.1693 | 0.1900 1.0019 Stego
26 0.6128 |0.3448 |43.7352 | 1.7773 Cover
20 26 0.3461 |0.3453 | 0.2244 1.0022 Stego
50_26 0.1939 |0.1949 |-04781 | 0.9952 Stego
27 04246 | 04246 | 38.6453 | 1.6299 Cover
20 27 02599 |0.2605 |-0.2486 | 0.9975 Stego
50 27 0.1268 |0.1277 |-0.7405 | 0.9926 Stego
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28 0.4749 |0.2343 50.6658 2.0270 Cover
20_28 0.2349 | 0.2351 -0.1160 0.9988 Stego
50_28 0.1268 | 0.1277 -0.7405 0.9926 Stego
29 0.5552 | 0.3067 44,7570 1.8102 Cover
20_29 0.3072 | 0.3059 0.4117 1.0041 Stego
50_29 0.2321 |0.2339 -0.7676 0.9924 Stego
30 0.4651 |0.3779 18.7332 1.2305 Cover
20_30 0.3777 | 0.3771 0.1564 1.0016 Stego
50_30 0.2237 | 0.2240 -0.1563 0.9984 Stego
31 0.3204 | 0.2313 27.8195 1.3854 Cover
20_31 0.2319 |0.2313 0.2730 1.0027 Stego
50 31 0.1617 |0.1629 -0.7403 0.9927 Stego
32 0.4146 | 0.2603 37.2231 1.5929 Cover
20_32 0.2605 |0.2621 -0.6300 0.9937 Stego
50_32 0.1784 |0.1778 0.3065 1.0031 Stego
33 0.4048 | 0.1896 53.1626 2.1350 Cover
20_33 0.1925 |0.1925 0.1925 0.1925 Stego
50_33 0.1275 |0.1270 0.3451 1.0035 Stego
34 0.5714 | 0.3313 42.0227 1.7248 Cover
20_34 0.3306 | 0.3320 -0.4140 0.9959 Stego
50_34 0.2898 | 0.2896 0.0702 1.0007 Stego

Thuat toan thtr nghiém véi 31 hinh anh cover theo bang 3.1 cho thdy su
thay ddi giita gia tri R va R’ (khi nhiing 20% tin nhan thtr nghiém) 1a rat 16n, cho
nén gia tri cua ngudng m dé so sanh duoc tinh cho anh cover ciing 16n. Bdi voi
anh stego 20% va stego 50% thi sy thay doi cua gia tri R va R’ 1a khong dang
ké c6 khi R”>R. Qua d6 chiing ta thay thuat toan ap dung cho anh c6 gidu tin véi

ty 1¢ cang 16m thi cang dé phat hién.
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3.4.2 Két qua thir nghiém phwong phap cip miu (SPA)
3.4.2.1 Tap danh thir nghiém
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3.4.2.2 Két qua thir nghigm va danh gid
Bang 3.2 Két qua thir nghiém cho 21 anh xdm vé&i anh nhing LSB ty 18 20% va

50%

Tén anh (*.png) (p1,p2) Ty 1€ nhing o Loai anh
1 (1.0474,-0.0452) 0 Cover

20 1 (1.0690,0.2593) 0. 2593 Stego_20%
50_1 (1.0463,0.6592) 0. 6592 Stego_50%
2 (1.0231,-0.1322) 0 Cover

20 2 (0.9974,0.1253) 0. 1253 Stego_20%
50 2 (0.9365,0.4453) 0. 4453 Stego_50%
3 (1.0876,-0.0049) 0 Cover

20 3 (1.0961,0.1402) 0. 1402 Stego_20%
50 3 (1.1358,0.4012) 0. 4012 Stego_50%
4 (1.1396,-0.0114) 0 Cover

20 4 (1.1532,0.1797) 0.1797 Stego_20%
50 4 (1.1132,0.5503) 0. 5503 Stego_50%
5 (1.9857,0.0280) 0. 0280 Cover

20 5 (1.8573,0.1522) 0. 1522 Stego_20%
50 5 (1.6965,0.3207) 0. 3207 Stego_50%
6 (0.9988,0.0105) 0. 0105 Cover

20 6 (1.0339,0.2006) 0. 2006 Stego_20%
50_6 (0.9442,0.4993) 0. 4993 Stego_50%
7 (1.0912,-0.1505) 0 Cover

20 7 (1.0747,0.1139) 0.1139 Stego_20%
50 7 (1.0467,0.2894) 0. 2894 Stego_50%
8 (1.0779,0.0078) 0. 0078 Cover

20 8 (1.0769,0.2368) 0. 2368 Stego_20%
50 8 (1.0197,0.4645) 0. 4645 Stego_50%
9 (1.0988,0.1558) 0. 1558 Cover

20 9 (1.1156,0.1845) 0. 1845 Stego_20%
50 9 (1.0416,0.6875) 0. 6875 Stego_50%
10 (1.0762,0.1392) 0. 1392 Cover
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20_10 (1.0947,0.2744) 0.2744 Stego_20%
50_10 (1.0479,0.4577) 0. 4577 Stego_50%
11 (1.0368,-0.0807) 0 Cover
20 11 (1.0139,0.1123) 0.1123 Stego_20%
50_11 (1.0360,0.4661) 0. 4661 Stego_50%
12 (1.0572,0.0488) 0. 0488 Cover
20 12 (1.0663,0.1621) 0.1621 Stego_20%
50 12 (1.0747,0.3100) 0. 3100 Stego_50%
13 (1.1572,-0.0067) 0 Cover
20 13 (1.1562,0.1643) 0.1643 Stego_20%
50 13 (1.1564,0.4157) 0. 4157 Stego_50%
14 (0.9955,0.0750) 0. 0750 Cover
20 14 (0.9910,0.3120) 0.3120 Stego_20%
50 14 (1.0156,0.5127) 0. 5127 Stego_50%
15 (1.0525,0.0425) 0. 0425 Cover
20_15 (1.0387,0.1983) 0.1983 Stego_20%
50_15 (1.0555,0.5161) 0.5161 Stego_50%
16 (1.0473,-0.2122) 0 Cover
20 16 (1.0612,0.0916) 0. 0916 Stego_20%
50_16 (1.0444,0.4139) 0.4139 Stego_50%
17 (1.0385,-0.1147) 0 Cover
20 17 (1.0433,0.0524) 0. 0524 Stego_20%
50_17 (1.0822,0.4061) 0. 4061 Stego_50%
18 (0.9913,0.0098) 0. 0098 Cover
20 18 (1.0059,0.2655) 0. 2655 Stego_20%
50 18 (1.0000,0.3578) 0. 3578 Stego_50%
19 (1.0487,-0.0286) 0 Cover
20 19 (1.0348,0.0961) 0. 0961 Stego_20%
50_19 (1.0515,0.3905) 0. 3905 Stego_50%
20 (1.0622,-0.0015) 0 Cover
20 20 (1.0702,0.3354) 0. 3354 Stego_20%
50_20 (1.0183,0.5873) 0.5873 Stego_50%
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21 (1.0021,-0.1091) |0 Cover
20 21 (1.0047,0.2136) | 0. 2136 Stego_20%
50 21 (0.9574,0.5381) | 0.5381 Stego_50%

banh gia ky thuat phat hién theo F-measure. Sau khi thuc hién phan lop trén
hai tap thur nghiém E_20% va E_50% ta dugc két qua nhu bang 3.3 va bang 3.4.

Bang 3.3 Tong hop két qua tir bang 3.2 cua tap thir nghiém E_20%

Két qua phan 16p dung
E1 E2
. 3
Két qua| E1 19
phan
16p dat
dugc | E2 1 20

Ap dung cong thirc (3.3.1) va (3.3.2) va (3.3.3) ta co:

Precision=

9 _ 0.90
+3
19
9+1
x
F-measure=2* 0.970.95 =0.92
0.9+0.95
Bang 3.4 Tong hop két qua tir bang 3.2 ctia tip thir nghiém E_50%

Recall = =0.95

Két qua phan 16p dung
D2

D1

. 3
Két qua D1 19

phan
16p dat
duoc | D2 0 21
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Ap dung cong thirc (3.3.1), (3.3.2) va (3.3.3) ta co:

Precision= =
9+3
Recall = _29 =
29+0
0.9*1
F-measure=2*—"—"—-—=0.95
0.9+1
Bang 3.5 Bang thir nghiém trén hai tap anh E_20% va E_50%
Do do Recall | F-measure
i eca -
Ky thud Precision
K¥ thuat phat hién cho 0.92
luong gidu 20% 0% | 09
K¥ thuét phé}t hién cho 0.90 1 0.95
luong giau 50% '

Thong qua thir nghiém va thuat toan danh gia F-measure cho phuong phap
phan tich cip mau. Ta thdy phuong phap phat hién nay duoc danh gia rat cao, véi
anh c6 ty 16 thong tin nhung cang 16n thi cang dé phat hién. Phuong phap nay co thé
dua ra u6e luong chinh xac ty 1é thong tin nhiing trong anh nén c6 thé dp dung cho
viéc phat hién nhiing anh c6 ty 1¢ nhung rat nho. Theo tai liéu [1] thong diép nho
nhat co the phat hién mét cach dang tin cay bang cach s dung phuong phap phan
tich cap _ mau 1a khoang o = 0,05 cho hinh anh goc va tham chi con nho6 hon dbi véi
cac ngudn anh khac. Qua d6 ta thay rang két qua cua thuét toan phat hién anh c6
gidu tin trén LSB nay 14 rt cao va ching ta khong nén tranh sir dung phuong phap
nay.
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KET LUAN

Phat hién thong tin mat an gidu trong dit liéu da phuong tién, dic biét 1a
trong anh s6 1a mot van dé dang duoc quan tdm hién nay trong nhiéu linh vuc. Pé
phat hién va phan biét mot anh sb nao d6 c6 mang tin mat hay khong doi hoi rat
nhiéu yéu t6 va k§y thudt phuec tap.

Trong dd 4n nay da dua ra mot cai nhin tong quan vé giu tin trén mién LSB
va phat hién anh c6 giau tin st dung k¥ thuat giau LSB.

Trong thoi gian lam d6 4n em da nghién ctru dugc nhiing van dé sau:

Nghién ctru tong quan k¥ thuat gidu tin trong anh.
Nghién ciru cau trac anh BITMAP va PNG.

Tim hiéu chi tiét k¥ thuat gidu tin trén mién LSB cta anh.
Nghién ctru k¥ thuat phat hién anh c6 giau tin trén LSB.
Cai dat va thir nghiém bang matlab 7.8.0(R2009a).

Trong qué trinh 1am d6 an, do kién thirc con thiéu sot, han ché vé thoi gian
nén viéc nghién ciru dé tai khong thé tranh khoi nhimng thiéu sét. Rat mong nhéan
dugc su dong gop ¥ kién cua cac thiy, co va toan thé cic ban ddng mon dé bao cdo
cua em duoc hoan thién hon.

Em xin chan thanh cam on!
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