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LOI CAM ON!

Truéc hét em xin bay t6 10ng biét on sau sac nhat téi co gido hudng dan Tién
si HO Thi Huong Thom d3 tan tinh gitp d& em rat nhiéu trong sudt qua trinh tim
hiéu nghién ctu va hoan thanh béo céo tt nghiép.

Em xin chan thanh cam on cac thay cd trong bo mén tin hoc — truong DHDL
Hai Phong ciing nhu cac thiy co trong trudng da trang bi cho em nhitng kién thic
co ban can thiét ¢é em c6 thé hoan thanh béao céo.

Xin giri 101 cam on dén ban bé nhitng nguoi luén bén em di dong vién va tao
diéu kién thuan loi cho em, tan tinh giup d& chi bao em nhing gi em con thiéu sét
trong qué trinh 1am béo céo tot nghiép.

Cubi cuing em xin bay to 10ng biét on sau sac toi nhitng ngudi than trong gia
dinh da gianh cho em su quan tam dac biét va luén dong vién em.

Vi thoi gian ¢d han, trinh do hiéu biét caa ban than con nhiéu han ché.Cho
nén trong do an khong tranh khoi nhiing thiéu sot, em rat mong nhan dugc su dong
gop y kién cua tat ca cac thay co gido cling nhu cic ban bé dé d6 an cua em duogc
hoan thién hon.

Em xin chan thanh cam on!

Hai phong, ngay... thang...nam 2013

Sinh vién thuc hién
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LOI MO PAU
MBoi truong mang Internet phat trién rong rai cing véi sy hd trg cla cac
phuong tién da truyén thong da dem lai nhiéu thuan loi va co hoi cho con ngudi trén
moi linh vuc doi sdng, kinh doanh, hop tac... Nhung dong thoi ciing dat ra nhiéu
thach thirc trong viéc dam bao tinh an toan cho thong tin dugc truyén giao qua céac
phuong tién truyén théng nhu: nguy co sir dung trai phép, xuyén tac bat hop phap

thong tin luu chuyén trén mang.

Hon nira, su phét trién manh m& cua cac phuong tién k¥ thuat s6 da lam cho
viée luu trir, stra ddi va sao chép dir lidu ngay cang don gian, tir d6 viéc bao vé ban
quyén va chdng xdm pham trai phép cac dit liéu da phuong tién ciing gap nhiéu khoé
khan. Mot cong nghé mai da duoc ra doi da giai quyét dugc phan nao khé khan trén
do6 1a gidu thong tin trong cac ngudn da phuong tién nhu 4m thanh, hinh anh.Muc
tiéu cua gidu thong tin 1a lam cho thong tin trd 1én vo hinh, tir d6 khién ta khong thé

thay duoc ddi tuong.

Trong nhitng nam gan ddy, gidu thong tin trong anh 12 mot chwong trinh
chiém ti 1 16n nhét trong cac chuong trinh tng dung, cac phdn mém, hé théng gidu
tin trong da phuong tién boi luong théng tin trao dbi bang anh 1a rat 16n. N6 dong
vai trd quan trong trong hau hét cac ung dung bao vé an toan thong tin nhu: xac
nhén thong tin, xac dinh xuyén tac thong tin, bao vé ban quyén cia tac gia...Thong
tin s& dugc gidu cung véi dir lidu trong anh nhung chét luong anh it thay doi va
khéng ai biét ding sau né mang nhitng thong tin ¢6 nghia. Ngay nay khi anh sb da
duge sir dung rat phd bién thi gidu thong tin trong anh di dem lai nhiéu ing dung to
I6m trén linh vuc doi sdng. Trong ddan nay tim hiéu vé téng quan giau tin trong anh,
k¥ thuat giau tin trong anh di ma héa. Noi dung ciia bao cdo duoc trinh bay trong 3
chuong:

e Chuong 1: Trinh bay tong quan vé giau tin, cau tric anh bitmap va danh
gia chat lugng anh bién ddi bang PSNR.

e Chuong 2: Trinh bay k¥ thuat giau tin trong anh d& ma hoa.

e Chuong 3: Cai dat va thir nghiém cho k¥ thuat giat tin trong anh di ma
hoa.
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CHUONG 1. MOT SO KHAI NIEM

1.1 GIAU THONG TIN
1. 1. 1 Gidi thiéu

Cho téi nay, ma hoa thong tin va gidu thong tin 1a hai phuong phap duoc sir
dung phd bién nhat trong vin d& bao mat théng tin.Trong phwong phap ma hoa
thong tin, théng tin s& duoc chuyén tir dang “co nghia” thanh dang “v6 nghia”, do
do6 chi nhitng nguoi hodac may tinh c¢6 “chia khéa” (key) mai giai ma duoc nhirng
théng tin nay. Tuy nhién, chinh nhirng thong tin “v6 nghia” d6 lai gay su chi y cta
tin tac, dan dén viéc thong tin c6 thé bi tan cong. B4i voi phuong phap gidu thong
tin, théng tin mat s& dugc giau trong cac dit liéu khac (nhu anh s, tap tin phim anh,
am thanh, ...), diéu nay l1am cho tin tic khdng nhan ra duoc sy ton tai cua thong tin
mat. Thay Vi truyén tai thong tin duoc ma hoa, ta s& truyén tai nhing dir liéu “c6
nghia” c6 “chira” thong tin mat bén trong, diéu nay tranh dugc su nghi ngo cua tin
tac.

Gidu thong tin 14 thuat ngit dung chung dé chi cac phuong phéap hay ki thuat
che gidu va gan thong tin vao cac phuong tién chtra nhu hinh anh, sach bao, tap tin
phim anh hay cé4c tap tin 4m thanh...Thong tin dugc giau rat da dang: no co thé 1a
mot con sd, mot chudi cac ki tw, mot doan van ban hay méot anh sd. Gidu thong tin
c6 thé duoc chia thanh hai hudng chinh 1a steganography va watermarking (theo
mo hinh phan loai cia B. Pflizmann). Muc dich cua steganography | giau thong tin
quan trong vao trong mot phuong tién chira nham bao vé thong tin mat do, trong khi
d6 muc dich caa watermarking 1a bao vé chinh ddi tugng dugc giau thong tin.
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Information
Hiding
1 1
|ngU|s Ic nlca
Robust Frag|le
InV|5|bIe V|5|bIe
Watermarking Watermarking

Hinh 1.1 So d6 phan loai giau tin

Thong tin mat

Déi tugng chu thé Déi tugng da nhing

—»l‘ Thuat toan nhang \l >

A
Khoa mat

A\ 4

‘ Thuét toan rat trich \

A

Kénh truyén tai

Thong tin mat

Déi twgng goc

Hinh 1.2 Mé hinh giau thang tin tong quat

1. 1. 2 Gidu tin mdt (Steganography)
Steganography 13 ki thuat che gidu, gidu thong tin nham bao vé théng tin d6
khong bi phat hién.Thuat ngir “steganography” c6 ngudn géc tir hai chix Hy Lap la
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“steganos” va “graphein”, c6 nghia “che gidu” va “ban ghi chép”. Mic du thuét ngit
“steaganography” mdi xuat hién vao cudi thé ki 15, nhung ciing nhu mat ma hoc,
nhitng ung dung dau tién cua steganography da co tir hang ngan nam trudc.Trong
thoi ki Hy Lap ¢d dai (nam 440 trugc COng nguyén), thong diép duoc gidu trong
nhitng ban ghi bang sép (bang céach ghi truc tiép thdng tin 1&n gd rdi phi sép ong
I&n), hay dugc xam 1én da dau cua nd 1&. Vé sau, trong thoi ki chién tranh thé giai |
va Il, ciing nhu trong cac hoat dong gian diép, khung bd, ...nhing ki thuat tién tién
hon duoc sir dung nhu myc v hinh, vi anh, vi phim, danh dau ki ty...

1. 1. 2. 1 Phan logi steaganography

Theo B. Pflizmann, ta c6 cac huéng phat trién cua steaganography nhu sau:

Steganography

Technical Linguistic
Steganography Steganography
1 1
Open Codes
1 1
1 1 1 1
Visual Text Jargon Covered
Semagrams Semagrams Code Ciphers
1 ! 1
Null Grille
Ciphers Ciphers

Hinh 1.3 Phan loai Steaganography theo B. Pflizmann

Semagrams

Phan tich:

- Technical steganography
e Technical steganography lién quan toi viéc st dung cac phuong
phap vat Ii hay héa hoc dé che dau théng tin mat. Vi du phuong
phap st dung muc vO6 hinh, phuong phap vi anh. Cac phuong phap
xuat hién tir rat 1au va hién nay hau nhu khong con dugc st dung.
- Linguistics steganography

e Cac phuong phap thudc loai visual semagrams thuwong s dung cac
thuc thé vat Ii, noi dung thong diép mat thuong duoc thé hién
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quanh nghia cua cac déi twong nay. Vi du st dung vi tri cua cac
quan cd trén ban cd hoic v& mot con ngudi trong cac tu thé khac
nhau va mdi tu thé @ng véi mot ¥ nghia riéng.

e Trong khi d6, cac phuong phap trong nhém text semagrams ndi
dung thdng tin mat duoc an chira thdng qua cach hién thi cia vin
ban. Mot s6 ki thuét loai nay c6 thé ap dung cho ca van ban viét
tay va van ban in. Vi du thay d6i khoang cach giira cac ki tu.

e Ngoai ra cac phuong phap thuéc nhoém jorgon code thuong nhing
noi dung théng diép vao trong nhitng tin hiéu ¢ cong suat 16n, va
nhu thé thong tin an s& khdng bi phat hién.

1. 1. 2. 2 Ung dung cua steganography

Dung trong truyén thdng bi mat nhu trong cac hoat dong phi phéap, gian lan
tai chinh, gian diép cong nghiép, tinh bao, ...

Dung dé dinh kém thong tin bo sung cho mot ddi tugng nao dé. Vi dy nhu
trong mot album anh s6, mdi anh c6 thé kém thém théng tin vé ngay, thang, nim,
noi dung anh, tén nguoi chup, ...

1. 1. 2. 3 C4c yéu cau cua mét thudt toangidu thong tin

Tinh bén virng: Thé hién & kha nang it thay do6i truéc cac tan cong bén
ngoai nhu: thay doi tinh chat (thay doi bién do, thay doi tan sb ldy mau ...) d6i Voi
tin hiéu &m thanh, cac phép bién doi affine (phép quay, ti Ié ...), thay doi chat luong
anh ddi véi tin hiéu anh, chuyén do6i dinh dang dix liéu (JPG — BMP, WAV — MP3,
...). Hién nay chua c6 phuong phap nao cé thé dam bao tinh chat ndy mot céch
tuyét d6i.Véi ting tng dung cu thé, mic d6 yéu cau tinh chat nay s& khac nhau (yéu
cau cao hon dbi voi watermarking).

Kha ning khong bi phat hién: Tinh chat nay thé hién & kha ning khé bi
phét hién, nghia 1a kho xac dinh mot ddi twong c6 chia théng tin mat hay khéng.
Dé nang cao kha niang nay, hau hét cac phuong phap an dir ligu dya trén dic diém
cua hai hé tri giac nguoi la hé thi gidc (HVS — Human Visual System) va h¢ thinh
giac (HAS — Human Auditory System). Pay 1a hai co quan chil yéu duoc dung dé
danh gia chat luong ctia mot tin hiéu.

Kha nang khong bi phat hién phu thudc vao hai yéu tb sau:
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Ki thuét giau tin: dit liéu dwoc nhdng phai phu hop véi ddi teong chta va
thuat toan nhung. Vi du nhu mét théng tin mat s€ kho bi phat hién khi nhung vao
d6i twong A nhung lai rat d& thiy khi nhung vao dbi twong B.

Kinh nghiém cua ké tan cong: néu ké tn cong cd nhiéu kinh nghiém thi kha
nang phat hién ra mot dbi twong c6 chaa thdng tin mat 1a khéng qua kho.

Kha ning lwu trit: Kha ning nay thé hién ¢ lugng thong tin c¢d thé nhing
trong d6i trong chu thé. Do yéu cau bao mat nén kha ning lwu trit ludn bi han ché.
Do d6 trong truong hop mudn an mot thong tin co kich thuéc 16n, ta thudng chia
nho thong tin ra va nhiing vao cac d6i twong khac nhau.

Tinh chic chian: Tinh chat nay khac quan trong trong ching nhan ban
quyén, xac thuc ... Trong thyuc té tiéu chi ndy dwoc dat nang trong ki thuat gan nhan

thoi gian.

Tinh bao mat: C6 nhiéu cip d6 bao mat khac nhau, nhung nhin chung c6 2
cap do chinh:

. Nguoi dung hoan toan khdng biét c6 su ton tai cua thdng tin mat.

. Nguoi dung biét su ton tai cua thdng tin mat, nhung phai c6 khoa khi
truy cap.

o Bang so sanh sau day cho ta thay nhiing diém khac biét co ban giita

mat ma hoc va giau théng tin.

Bang 1. 1 So sanh giira mat ma hoc va gidu thong tin

Mat ma hoc Giau thong tin

Thong tin duoc ma hoa. Thong tin dugc giau di.

Ki thuat méi, van con tiép tuc phét

Ki thuét phd bién. i’
trien.

Dua vao d6 phirc tap cua thuat toan | Dwa vao phuong tién chira dé che
dé bao vé théng tin ma hoa. giau su ton tai cua thong tin mat.

1. 1. 3 Thuy van sé (Watermarking)

Watermarking 1a ki thuat nhing thong tin x4c nhan hay ban quyén so hitu
vao cac dbi tugng nhu hinh anh, tai liéu, tap tin phim anh va am thanh.Véi ki thuat
watermarking sé cac tac gia s& cd thé ki chir ki trén tdc pham cta minh trudc khi
phan phdi, chia sé trén Internet, ma khong lam anh huéng nhiéu dén chat luong tac
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pham.Viéc 1am nay thuc su hiéu qua, gilp bao vé va 1am giam thiéu sy tranh chap
vé van dé ban quyén so hitu tri tué sb, von dang 1a van dé néng hién nay.

Phan loai watermarking: Dya vao cac tinh chit khac nhau, ta c6 thé chia ki thuét

watermarking thanh cdc nhém nhu sau:

Watermarking
|

|
Robust Watermarking Fragile Watermarking
Invisible Visible
Watermarking Watermarking

Hinh 1.4Phan logi Watermarking theo B. Pflizmann

Thily van dugc nhung theo phuong phap robust watermarking rat kho bi phéa
huy. Thong thuong robust watermarking duoc sur dung trong truong hgp théng tin
mat 12 thdng tin rat quan trong khong duoc tiét 16, chi cé tac gia mai biét chinh xac
thong tin gi duoc gidu trong tdc pham cua ho. Dang tng dung nay thuong thiy
trong cac truong hop bao vé ban quyén s& hiru tri tug.

Déi vai cac tng dung duoc xép vao loai thuy van hién rd (Visible) thi nguoi
ding c6 kha ning nhin thdy thong tin mat.Thong thuong cac ang dung loai nay sir
dung mot logo lam théng tin mat nham muc dich chéng gia mao (Hinh 1. 5).

Hinh 1.5 Nhdng logo vao tién gidy
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Vai cac tng dung theo hudng Watermarking vo hinh (Invisible), thi nguoi
dung khdng thé biét duoc bat ctr thong tin nao duoc nhiing. Cac ¢ng dung loai nay
thuong 12 bao vé quyén tac gia, bao vé quyén s hiru tri tué. Thong tin duoc nhing

thuong 1a logo hay doan van ban.

Thuy van dé v& (Fragile Watermarking) thuong duoc sir dung trong cac ung
dung bao vé noi dung.Bat cir su thay dbi nho nao ciing dan t6i su phé hiy hoan toan
watermark.Ngoai muc dich xac thuc noi dung thi mét ing dung mai trong fragile
watermarking 1a phét hién I8i trong qué trinh truyén nham danh gia hiéu qua truyén
tai dir liéu. Giéng nhu thudt toan gidu théng tin tong quat, mot thuat toan
watermarking ciing phai dam bao cé&c yéu cau.

e Tinh bén viing.

e Kha nang khdng bi phét hién.
e Kha nang luu trir.

e Kbha nang vo hinh.

e Tinh chic chan.

e Tinh bao mat.

Ngoai ra con c6 thém mot sé yéu cau khac do nhitng tinh chat riéng cua
watermarking.

Ung dung ciia watermarking: Bao vé ban quyén, bao vé sao chép, kiém tra
tinh xac thuc cua dir liéu truyén thong. ..

1. 1. 4 Mét s6 thudt ngit co ban

Thong diép (Message): |a thuat ngir dung dé chi cac thong tin duoc giau
trong cac phuong tién chira dé chuyén di. Thong diép c6 thé c6 nhiéu dang nhu
dang van ban hoac hinh anh. . .

Phwong tién chira goc: 1a phuong tién dé chira thong diép mat. Péi tuong
nay duoc goi la Cover — <datatype>.Tuy thuoc vao loai dix liéu ma né cé cac tén
khac nhau.Vi du: cover image, cover audio, cover text, ...

Phwong ti¢gn chira sau khi @i giau tin: 13 phuong tién sau khi nhtng théng
tin mat, con dugc goi 1a Stego — <datatype>. Vi du néu ddi twong bao tin 1a cover

image thi ddi twong da nhiing 14 stego image.
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Khoéa mat: la khoa tham gia vao qua trinh nhdng, Tuy vao tirng thuat toan
ma ta co sir dung khoa nay hay khong. Khoa nay con cé tén goi la stego key.
1. 2 KHAI NIEM VE ANH SO
1. 2. 1 Khéi ni¢m

DPiém anh (pixel) 1a thanh phan co ban cdu tao nén anh sé (digital
image).Anh nhi phan 1a anh don gian nhit trong d6 mdi diém anh dugc cau tao bai
mét bit. Chi cé hai trang thai (0, den hodc 1, tring) cho mdi diém anh.Ddi véi anh
xam (gray-scale image), mdi diém anh duoc biéu dién nhiéu hon mét bit. Mot anh
xam trong d6 mdi diém anh gom 8 bit s& c6 256 mic xam. Mic do xam caa moi
diém anh thuong cé gid tri tir 0 dén 255 (28 mutc d6).Gia tri 0 tng v6i mau den va
nguoc lai 255 biéu dién mau trang (do &p dung quy tic &nh sang tring la su két hop
ctia cac song mau tao thanh nén chon 255 13 mau trang). Anh mau (duoc biéu dién
bang 24 bit) 1a mot ma tran kich thuéc M xN x3, gdm ba kénh mau: do, xanh 14,
va xanh duong (RGB). Mdi kénh mau cia danh mau duge xem nhu mot anh xam
kich thuéc M x N véi cac gia tri diém anh trén kénh mau do6 tir 0 dén 255.Gia tri
thue cua mdi diém trén anh mau duoc tong hop tir nhitng diém anh twong tng trén
tirng kénh do, xanh 14, va xanh duong.

1. 2. 2 C4u tric anh BMP

Pé thyc hién viéc giau tin trong anh, trugc hét ta phai nghién ctu cau tric
cua anh va cd kha nang xur Iy duoc anh tic 1a phai s6 hoa anh. Qua trinh sé hoa cac
dang anh khac nhau va khéng nhu nhau.C6 nhiéu loai anh di dugc chuan hoa nhu:
JPEG, PCX, BMP... Sau day la cau trac anh *. BMP

Moi file anh BMP gom 3 phan:

v BitmapHeader (54 byte)
v’ Palette mau (bang mau)
v BitmapData (thong tin anh)
CAu trc cuy thé cua anh:
- Palette mau (bang mau): bang mau cua anh, chi nhirng anh l16n hon hoac
bang 8 bit mau mai c6 Palette mau.

- BitmapData (thong tin anh): phan nay nim ngay sau phan palette mau cua
anh BMP. Pay 1a phan chta gia tri mau cua diém anh trong anh BMP, cac dong anh
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dugc luu tir dudi 18n trén, cac diém anh dwoc luu tir trai sang phai. Gia tri cia moi
diém anh 1a mot chi sb tré ti phan tir mau twong ng cua palette mau.

Bang 1.2 BitmapHeader (54 byte)

Byte Pit tén Y nghia Gia tri
1-2 ID Nhan dang file ‘BMP’ hay 19778
3-6 File_Size Kich thudéc File Kiéu Long trong turbo C
7-10 Reserved Danh riéng Mang gia tri 0
11-14 | OffsetBit Byte bat dau ving dir | Offset cua byte bat dau
liéu vung di liéu
15-18 | Isize S6 byte cho ving info | 40 byte
19-22 | Width Chiéu rong cua anh | Tinh bang diém anh
BMP
23-26 | Height Chieu cao cua anh | Tinh bang diém anh
BMP
27 —28 | Planes S6 planes mau Codinhlal
29 —30 | bitCount S6 bit cho mot pixel Cothélal, 4,6, 16, 24
31-34 Compression Kiéu nén dix liéu 0: Khdng nén
1: Nén runlength8bits/ diém
anh
2: Nén runlength 4bits/diém
anh
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35-38 | ImageSize Kich thuéc anh Tinh bang byte

39 —42 | XpelsPerMeter | Do phan giai ngang Tinh bang diém anh/metr

43— 46 | YpelsPerMeter | Do phan giai doc Tinh bang diém anh/metr
47 -50 | ColorsUsed S6 mau sir dung trong
anh

51 —54 | Colorslmportant | S6 mau dugc st dung
khi hién anh

- Thanh phan BitCount cua cau tric BitmapHeader cho biét sé bit danh cho
mdi diém anh va sb lwgng mau Ién nhét caa anh. BitCount c6 thé nhan céc gia tri
sau:

1: Bitmap 1 anh den trang, mdi bit biéu dién 1 diém anh. Néu bit mang gia
tri 0 thi diém anh 1a den, bit mang gié tri 1 diém anh 1a diém trang.

4: Bitmap 1a anh 16 mau, mdi diém anh duoc biéu dién boi 4 bit

8: Bitmap la anh 256 mau, mdi diém anh biéu dién boi 1 byte

16: Bitmap la anh highcolor, mdi ddy 2 byte lién tiép trong bitmap biéu dién
cudng d6 twong ddi ciia mau do, xanh 14 cy, xanh lo cia mot diém anh

24: Bitmap 1 anh true color (22 mau), mdi day 3 byte lién tiép trong bitmap
biéu dién cuong do twong d6i cua mau do, xanh la cay, xanh lo (RGB) ctia mot
diém anh

- Thanh phan ColorUsed cua ciu trac BitmapHeader xac dinh sé lwong mau
cua palette mau thyuc su duoc str dung dé hién thi bitmap. Néu thanh phan nay duoc
dit 12 0, bitmap sir dung s6 mau 16n nhat tuong Gng véi gia tri cua BitCount.
1. 3PANH GIA CHAT LUQNG ANH

Dé danh gia chat luong cua bic anh ta thuong sir dung hai cach: Sai s6 binh
phuong trung binh — MSE (mean square error) va ti s6 tin hiéu trén nhiéu dinh —
PSNR (pesak to signal to noise ratio). MSE giita anh géc va anh khéi phuc duoc

tinh nhu sau:

MSE = of = % (), k] - glj, kD)’ (L.1)
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Trong d6 tong iy theoj, k tinh cho téng tat ca cac diém anh trong anh vaN Ia
sb diém anh trong anh.Con PSNR giita hai anh (b bit cho mdi diém anh, RMSE la
can bac 2 cua MSE) dudc tinh theo céng thirc dB nhu sau:

PSNR = —20logyo —5—— (1.2)

Théng thudng, néu PSNR > 40dB thi hé théng mét nguoi gan nhu khong
phan biét dugc giira anh gbc va anh khdi phuc.
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Chuwong 2. KI THUAT GIAU TIN THUAN NGHICH TRONG ANH

2. 1Khai niém giau tin thuan nghich
2. 1. 1 Khai ni¢m

Dya vao muc dich gidu tin va sau khi khdi phuc théng diép nguoi ta c6 thé
phan loai ki thuat gidu thanh hai nhom ki thuat gidu co ban sau:

- Ki thuat giau thuan nghich: 1a ki thuat giau sau khi khdi phuc thong diép ta
c6 thé khdi phuc xap xi anh goc. Nhiing ki thuat nay dugc phuc vu trong céc
linh vuc nhu: y hoc, khoa hoc ki thuat, quan su, vé tinh...Pay la nhitng linh
vuc can luu lai anh gdc sau khi tach tin dé dam bao an toan cho thong tin da
gidu nguoi ta ¢d thé huy vat mang tin.

- Ki thuat giau khéng thuan nghich: 1a ki thuat giau sau khi tach tin khéng thé
khoi phuc anh goc. Nhiing ki thuat nay phuc vu trong linh vuc trao d6i thdng
tin mat trong truong hop can thiét ngudi ta co thé huy vat mang tin ma khong
can luu trix

2. 1. 2Mét s ki thudt gidgu thu@n nghich dién hinh

2. 1. 2. 1 Phwong phdp gidu NSAS
Giéi thiéu: Ky thuat histogram duge Ni va cac cong su dé xuit nam 2006.
So v6i nghién ctru cta Titan dugce dé xuat 2003 ky thuat Ni va cong su phu hop véi

cong viéc doi hoi chat lugng hinh anh [1].

Y twéng: Dé xuat caa Ni véi cong sy (2004) nhing dit lidu bang cach dich
chuyén cac biéu d6 tan suat. Phuong phap nay lan dau tién xay dyng mot biéu do
anh cua anh goc dé co duoc mot diém cuc dai va mot diém cuc tiéu sau d6 cac dir
licu nhiing bang céach di chuyén cac biéu d6 tan suat dwa vao diém cuc dai va cuc

tiéu nay.
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2. 1. 2. 2Thugt toan cdi tién NSAS

Gioi thiéu: Thuat toan NSAS duoc J.H. Hwang, J. W. Kim, and J. U. Choi
cai tién va dé& xuit nam 2010 [2].

Y twéng: Thay vi dich chuyén tat ca cac diém anh gitra diém cuc dai va
diém cuec tiéu trudc khi nhang, ta két hop su dich chuyén va cac qué trinh nhang véi
nhau dé chi ra s6 lugng diém anh dich chuyén cho 1 kich thuéc dir liéu nhing nhat
dinh. Vi vay khdng c6 thém khoang tréng giira cac diém anh dé dich chuyén so voi

phuong phap Ni va cac cong su (2006).
2. 1. 2. 3 Phuongphdp gidu tin trén mién bién déi wavelet
Gi6i thiéu: Thuat toan Difference duoc Jun Tian dé xuit vao nam 2002[6].

Y twéng:Tach waveletduoc cac dai LL, LH. Dir liéu gidu trén dai LH. Lay 2
diém anh gan nhau tinh gia tri trung binh ciia 2 diém anh nay, tinh hiéu 2 diém anh

va lan luot nhing dir liéu
2. 2 Mt s6 khai niém
2. 2. 1 K7 Thudt gidu tin trén LSB

Bit cd trong sé bé nhat (LSB- Least significant bit): Trong mot chudi bit
B, bit c6 trong sé bé nhat (LSB) cua B dugc dinh nghia 1a bit dau tién tir phai sang
trong biéu dién nhi phan caa B, déng thoi ciing 13 bit don vi ciia B. Bit nay cho ta
biét tinh chin Ié cua B va khi n6 bi thay doi s& khong lam anh huong nhiéu dén gia
tri cua B. Nguoc lai bit c6 trong s6 1on nhat 1a bit dau tién tir trai sang trong biéu
dién nhi phan caa B. Khi ta thay d6i bit nay s& anh huong rat 16n dén gia tri caa B.

Vi du: Vi B = “10011100” (156 trong hé thap phan), cac bit c6 trong sé bé
nhat va bit c¢d trong s6 16n nhat nhu sau:

10011100

_/ N

Bit c6 trong sb bé nhat

Bit c6 trong s 16n nhat

Hinh 2. 1 Minh hoa phwong phdp gidu dimg LSB
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Khi thay dbi bit c6 trong sé bé nhat tir 0 thanh 1, gié tri cia B 1a “10011101”
(157 trong hé thap phan). Khi thay d6i bit c6 trong s6 16n nhat tir 1 thanh 0, gia tri
ciia B 12 “00011100” (28 trong hé thap phan).

Giu tin dung LSB: 13 ki thuat gidu don gian nhat, ta nhing truc tiép cac bit
cua thong diép can gui vao céc bit c6 trong sé bé nhat cia anh chu thé. Su thay doi
c4c bit c6 trong s6 bé nhét s& khdng tao ra su khac biét ma mat nguoi ¢ thé nhan
ra, nguyén nhén 1a do bién d6 cua su thay ddi nho.

Uu diém cua phuong phap LSB 1a d& dang thuc hién va dugc sir dung trong
nhiéu ki thuat khac. Tuy nhién, hiéu qua caa phuong phap nay ti 1é nghich véi sé bit
thay thé trong mdi diém anh va chi c6 thé ding lai trong khoang ba bit, nén luong
thong tin nhing s& khong dwoc nhiéu (chi khoang 20% dung luong so véi anh cha
thé).

2. 2.2 Mé& héa danh
M4 hoa anh 1a phuong phap ma hoa cac pixel anh thanh dang kho hiéu.Vi du
minh hoa hinh 2.2. Trong d6 hinh 2. 2 a) 1a anh ban dau trudc khi ma hda, hinh 2.2

b) la anh sau khi mé hoa.

) i)

Hinh 2.2 Anh truéc va sau khi ma hoa, a) anh ban dau, b) anh sau khi ma hoa

Phwong phap mi héa anh pho bién

Trong [3] sir dung phuwong phap mi héa bing phép XOR (ma hoda vong)
chophép ma hoa timg diém anh véi mot gié tri trén ting bit cu thé nhu sau:

Gia sir anh ban dau véi kich thuéc Ny x N, khong nén dinh dang va mdi diém
anh c6 gia tri mau xam thugc [0, 255]. Ky hiéu cac thong tin ciia mot diém anh 13 b;,
500 Dijay e 57 VOE ISE <N, 1< j <Ny, gid trimau xam 12 p; ;, va s6 diém anh
la N (N=N; x N,). Piéu d6 c6 nghia:
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bju = |2 mod2, u=10,12..,7 2. 1)

Jhu T 2u
Va
Pij = 2u=oDiju 2" (2.2)

Trong giai doan ma hoa, két qua phép toan xor (exclusive_or) giita bit thong
tin ban dau vai bit gia dinh ngau nhién dugc tinh theo cong thuc:

Bi,j,u = bi,j,u ®ri' (2 3)

Vi r; j yduoc xac dinh la mot khoa ma hoa (sir dung mét thuat toan mat ma
tiéu chuan dong). Sau do, B;j. , dwoc néi cd trat tu nhu dit ligu duge ma hoa.
2. 3 Ki thuit giau tin trén anh di mi héa
2. 3.1 Gigi thigu

Pay la phuwong phéap gidu tin trén LSB cuia anh da ma hoa do XiNpeng Zhang
dé xuat nam 2002 [3]. Phuong phéap nay 1a ki thuat gidu thuan nghich.Dau tién, anh
goc (anh chua nén)dugc ma héa bang mot khoa nao d6.Sau do ngudi giau thong tin
c6 thé nén cac bit LSB cua anh di ma hoa bang mot khda ma hda tao ra khong gian
phl hop dé chén dix lidu. V&i anh da ma hoa bao gom théng tin giau néu nguoi nhan
c6 1 khoa giau tin ho c6 thé tach ra thong tin di gidu ma khdng biét noi dung that
ctia anh.Néu ngudi nhan c¢d khda ma hda anh ho c6 thé giai ma dé nhan biét noi
dung cua anh nhung khong thé tach dugc thong tin di gidu. Néu nguoi nhan ¢ ca
khoa ma hoa va khda giau tin ho cd thé vira tach duoc thong tin da giau va khoi
phuc anh ma khong c6 bat ki I18i nao lién quan dén chét luong anh khi lwong théng
tin khdng qué Ion. Minh hoa theo hinh 2. 3.

Case 1
Data-hiding ke » -
eEe | Data extraction [—— Additional data
Encrypted image o - | Case 3
containing i -| Data extraction & [—— Additional data
embedded data ; image recovery » Recovered image
_ Case 2
. "| Image decryption | Pirectly decrypted
Encryption key > image

Hinh 2.3 Minh hoa ba truong hgp ctia nguoi nhan khi ¢6 khoa tach thong tin [3]
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2. 3. 2 Thuat toan giau tin va tach tin
2. 3. 2. 1Thudt toan gidu tin

Trong giai doan nhing thdng tin, mot sé thong sé dwoc gan vao mot luong
nho ciia cac diém anh di mi héa va LSB cua diémanh duoc nén dé tao ra mot
khdng gian chira théng tin va cac dir liéu ban dau boi cac tham sb. Céc thu tuc chi

tiét nhu sau.

Theo khoa giau tin, ngudi giau chon mot cach gia ngau nhién N, diém anh da
ma héa d& mang cac thdng s cho giau thong tin.O day, N, 1a mot s6 nguyén duong
nho, vi du: Ny= 20. Cac diém anh ma hoa (N — N,) khac hoan vi mot cach gia ngiu
nhién va chia thanh tirng nhém, méi nhdém trong sé d6 chaa L diém anh.Cach hoén
vi ndy ciing dugc xac dinh bang khoa gidu tin.M&i nhém diém anh, tap hop it nhat
M bit théng tin it quan trong nhat (LSB) cua L diém anh, va biéu thi ching la B(k,
1), B(k, 2), ..., B(k, M*L) trong d6 k 1a mét chi s6 nam trong nhdm [1, (N — Ny)/L]
va M 1a s6 nguyén duong nho hon 5. Nguoi an dit liéu cling tao ra mot ma tran G
kich thugc (M*L —S) x M*L, bao gom hai phan:

G = [IM,L—SQ] (2. 4)

Trong khi phan bén trai 1a mot (M*L — S) x (M*L — S) ma tran nhan dang,
phan bén phai Q c6 kich thuéc (M*L — S) x S 1a mot ma tran dwgc nhj phan gia
dinh ngau nhién c6 ngudn gbc tir khda gidu tin.O day, S 13 mot sé nguyén duong
nho.Sau d6, gan céc gia tri cua cac tham s6Np vao cac diém anh d3 ma hoa LSB da
chon.

Vi du: N, = 20, ngudi giau tin c6 lay cac gia tri caa M, L 1a 2, 14 va 4 bit
thong tin, twong Gng, va thay thé cac diém anh ma hoa LSB di chon voi 20 bit
théng tin. Tiép theo, tong (N — N,) * S/L bit thong tin tao thanh tuN, cac LSB ban
du da chon va (N — Np) * S/L — N, bit théng tin thém vao s& duoc gin vao cac
nhom diém anh. Vi mdi nhém, tinh toan

B'(k, 1) B(k, 1)
Bk2) |_g|Bk2) (2.5)
B'(k, ML — S) B(k, ML)

Trong d6 phép toan sb hoc 1a phép chia du cho 2.Nhu (2. 5), B(k, 1), B (k,
2), ..., B (k, M*L) dugc nén nhu (M*L — S) bit, va mot khong gian tréng c6 san cho
viéc luu gitr thong tin. Pat [B' (k, M*L — S + 1), B’ (k, M*L - S + 2) ,..., B' (K,
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M*L) ctia mdi nhom 1a cac LSB ban dau diém anh di md hoa di chon va dir liéu
can gidu. Sau do, thay thé [B(k, 1), B(k, 2), ..., B(k, M*L)] véi [B'(k, 1), B'(k, 2),
..., B'(k, M*L)]méi, va dit ching vao vi tri ban dau caa chiing bing mot phép hoén
vi nghich dao. Tai cing thoi diém, (8-M) bit quan trong nhat (MSB) cua diém anh
d3 ma hoa duoc gitr khong thay d6i.Keé tir khi S bit dugc gan vao timg nhom diém
anh, tat ca(N —N,) - S/L bit c6 thé duoc b tri trong tat ca cac nhém. R rang, ti I¢
nhang, ty 1¢ gitra sé luong di liéu giau va tong sb diém anh gdc, 1a

_ (N-Np). T-Np) _

R = =
N

=lwn

(2. 6)

Tir d6 ta co thé tom luoc lai thuat toan gidu tin nhu sau:
Thudt toan gidu tin

PAiu vao: cho 1 anh cap xam 8 bit, chudi théng diép

Pau ra: anh da giau tin

Cac budc thuc hién:

Bwéc 1: (M4 hoa anh) Gia st anh ban dau c6 kich thuéc NixN,. Mdi diém
anh véi gia tri mau xam thuoc [0, 255]. Chuyén cac diém anh sang nhi phan va thuc
hién ma hoa cac diém anh nay véi r;( r 12 khda ma hoa c6 kich ¢ bang N; x Ny, gia
tri sinh ngau nhién) theo cong thuc (2. 1), (2. 2) va (2. 3) duoc ma tran anh da ma
hoa B.

Budéc 2: Sir dung khoa giau tin 1a cac tham sb M (s6 bit LSB s tach ra tir céc
diém anh), L (kich ¢& caa nhém chia), S (s6 bit duoc gidu trong tirng nhém). Chon
gia ngau nhién Np bit LSB dé giau cac tham sé vao anh. Chon (N-Np) diém anh con
lai dé gidu tin.

Buéc 3: Chia (N-Np) nay thanh cac nhom G; mdi nhom kich ¢ L pixel.

Buwéc 4: M3i nhdm Githuc hién gidu tin nhu sau: mdi pixel cua nhém duoc
tach ra M bit LSB duoc chudi bit ky hicu 1a B(k, 1), B(k, 2), ..., B(k, M*L) trong
d6 k 1a mot chi s6 nam trong nhom [1, (N — Np)/L] va M 1a s6 nguyén duong nho
hon 5, sau d6 trong chudi bit nay gidu S bit théng diép bang cach thay thé bit thong
diép vao chudi bit mot cach gia ngau nhién.

Bwéc 5: Qua trinh I3p lai cho dén khi giau hét chudi bit thong diép

Buéc 6: thay thé lai cc bit cia cac chudi vao cac pixel tuong @ng cua tung
nhom (theo céch ta tach ra) ta dwoc anh ma hoa di giau tin.
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2. 3. 2. 2 Thugt toan tach tin va khdi phuc dnh gac

Trong qua trinh nay, ching ta sé xem xét ba truong hop: nguoi nhan cé chi
khoa gidu di liéu, chi c6 khoa ma hoa, va ca khda giau dit liéu va khda ma hoa.

Véi mot anh d3 ma héa chira dir liéu gan vao, néu ngudi nhan chi co khéa
gidu dir liéu, dau tién ta c6 thé nhan cac gia tri cua cac tham sé6 M, L va S tir LSB
cac diém anh méd hoa duoc lya chon.Sau do, doi trat tw va phan chia (N — Np) diém
anh khéc vao cac nhom (N — Np)/L va tach ra S bit duoc gan vao tir M bit LSB cua
tirng nhom. Khi ¢6 tat ca (N — Np) - S/L bit duoc tach, ngudi nhan c6 thé chia ching
vao thanh Npcac diém anh ma héa LSB ban dau da chonva (N — Np) S/L — Npbit
thong tin da gidu. Luu ¥ rang vi cac diém anh duoc lya chon gia ngau nhién va hoan
vi, bat ky ké tan cdng ma khéng cé khoa giau tin khdng thé co dugc gié tri caa tham
s6 va cac nhom diém anh, do d6 khong thé tach céc dir liéu duoc gan vao. Hon nita,
mac di nguoi nhan cé khoa giau tin c6 thé tach thanh cong dit lidu duoc gan vao
nhung khong thé c6 dugc bat ki thong tin nao cia ndi dung anh ban dau.

Xem xét trudng hop nguoi nhan chi cd khda ma hoa, nhung khong biét khoa
giau tin.RG rang, khong thé co6 duogc gia tri ciia tham s6 M, L, S va khéng thé tach
duoc dir liéu di gidu. Tuy nhién, noi dung hinh anh ban dau c6 thé dugc phuc
hoi.Biéu thi cac don vi thong tin ciia diém anh trong anh duoc dé ma hoa chira di
ligu gidu vao 1A B';  0,B'; j 1, ..., By 72(1 < T <Njva 1< j<N,) nguoi nhan cd thé
giai ma di liéu nhan dugc

b’i,j,u = B,i.j.u®ri.j.u (2.7)
trong d6 T; j y c6 duoc tir khod ma hoa. CAc gi tri mau xam cla cac diem
anh dugc giai mé la:
p,i,j = Y=o b,i.j.u .24 (2.8)

Hoat dong gidu tin khong 1am thay ddi bat ky MSB cua hinh anh dugc ma
hoa, MSB phai dugc giai ma gidng nhu MSB ban dau. Vi vy, noi dung cua hinh
anh duoc giai ma twong tu nhu hinh anh ban dau.Theo (2. 5), néuB(k, M *L — S +
1) = B(k, M *L — S +2) = ...=B(k, M *L) = 0, thi:

B'(kk.v) = B(kv), v=1,2,..,ML-S (2.9)

X&c suat cua truong hop nay 1a 1/2S, va, trong trudng hop nay, (M*L — S)
bit gdc trong M LSB c6 thé duoc tach tin mot cach chinh xé&c.Tir S nho hon M*L,
chdng ta bo qua cac bién dang khac cua S bit duoc giai ma. Néu c6 céc bit khac
Otrong B(k, M*L -S+1),B(k, M *L — S +2), ..., B(k, M *L), cac dir liéu duoc
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ma hoa trong M bit LSB di duoc thay doi bai viéc gidu tin, do d6 dit liéu tach ra
trong cac LSB khéc so véi cac dit liéu ban dau. Gia st ring sy phan bd ban dau cua
cac dir liéu trong M bit LSB — 1a dong nhat, bién dang niang lwong cho mdi diém
anh tach tin la:
— M_ M_
Dp = 27M¥25"0  Xiso (a—B)? (2. 10)
Bai Vi X&c suét cua truong hop nay 1a( 2S — 1)/2S, niang lwong trung binh cua
su bién dang 1a:

25-1 _ — M_
Ap == . 27M 3201y (a — B)? (2.11)

2s

O day, sy bién dang ¢ cac diém anh Np di chon ciing bi bo qua tir khi s cua
n6 nho hon so véi kich thude N cua hinh anh.Vi vay, gié tri caa PSNR trong anh
giaima truc tiép la:

PSNR = 10.log,o(Ag) 2.12)

Néu ngudoi nhan coca khoa giau tin va khoa giai ma, anh ta c6 thé 1a giai ma
c4c dir lidu dugc gan vao va phuc hoi hinh anh ban dau. Theo khoa giau tin, cac gia
tri cia M, L va S, LSB ban dau cia cac diém anh Np dugc ma hoa da chon, va (N —
Np)-S/L — Npbit b6 sungcd thé dugc tach ra tir anh duoc ma hoa chira dir liéu gan
vao. Bang cach dat Np LSB vao vi tri ban dau cta nd, cac dir liéu ¢ ma hoa cta Np
diém anh da chon duoc khoi phuc, cac gi tri mau xam ban dau cua né cé thé duoc
giai chinh xé&c bang cach sir dung khéa ma hoéa. Trong phan sau day, ching ta s&
khoi phuc lai cic gia tri mau xam ban dau cua (N — Np) diém anh khac. Mot nhém
diém anh, bai vi B'(k, 1), B'(k, 2), ..., B'(k, M*L - S) trong (2.5) dugc dua ra [B'(k,
1), B'(k, 2), ..., B'(k, M *L)] phai la mot trong s6 cac vecto ¢6 mat

v = [B'(k, 1)B’(k.2) ... B'(k, ML — $)00...0]T + a.H (2.13)

Trong do6 a 1a mot vector nhi phan co kich ¢co 1 x S, va H la mot ma tran kich
c& S x ML duoc tao ra tir viéc dao chd cua Q va mot ma tran nhan dang S x S

H = [QI] (2. 14)

NGi cach khac, véi nhiing han ché cua (2.5), c6 thé cd 2° giai phép la [B(k,
1), Bk, 2) , ..., B(k, M *L)]T. Vé&i mdi vecto, ching ta c6 gang dé dat cac yéu td
trong d6 vi tri ban dau dé c6 dugc mot nhom diém anh dugc ma hoa va sau do giai
mi nhém diém anh bang cach sir dung khoa mat ma. Biéu thi nhom diém anh duoc
giai ma 1a Gy va cAc gia tri mau xam trong né nhu 1a t; ;, tinh toan tat ca sy khac biét
gitra giai ma va udce lugng gia tri mau xam trong nhom
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D = X ) ectij — Pij (2. 15)

Trong d6 cac gia tri mau xam udc luong dwgc tao ra tir nhitng diém 1an can
cua anh duoc giai mé tryc tiép, theo (2. 16), duoc hién thi ¢ dudi cung cua trang. RS
rang, cac gia tri mau xam udc tinh trong (2. 16) chi phu thuéc vao MSB cua cac
diém anh 1an can. Vi vay, ching ta c6 2° sai phan D twong ¢ng véi 2°cua nhém
diém anh G, dugc giai ma.Trong sé 2° nhom diém anh dugc giai ma, mot trong sb
d6 phai la nhitng gia tri mau xam ban dau va s& hitu mot D thap theo méi tuong
quan khong gian trong anh tu nhién. Vi vay, ching ta tim thiy D nho nhét va coi
vecto v tuong ung nhu [B(k, 1), B(k, 2), ..., B(k, M *L)]T va gidi ma t; j nhu ndi
dung duoc phuc hoéi. Mién 1a s6 lugng cac diém anh trong mot nhom 1a dua 16n, va
khong c6 qua nhiéu sb bit gan vao mdéi nhém, noi dung ban dau co thé duoc khoi
phuc hoan toan bing cac tiéu chi twong quan khong gian. Tur 2° sai phan D phai
duoc tinh trong mdi nhdm, do phuc tap trong tinh toan caa khoi phuc noi dung phuc
hdi 14 O (N. 2°).Mat khac, néu nhiéu diém anh 1an can va mét phuong phap du doan
thong minh hon duoc sir dung dé udc tinh cac gia tri mau xam, hiéu suat caa khoi
phuc noi dung s& tét hon, nhung phic tap tinh toan 13 cao hon. Pé giit cho do phirc
tap tinh toan thap, ching ta cho S nhé hon 10 va chi sir dung bén diém anh 1an can
dé tinh toan gia tri wdc lugng nhu (2. 16).

i P P e
M M M M
Pij = 2 : 4 : — 2t 2 (2.16)

Tur mo ta qua trinh tach tin trén ching ta dua ra dugc thuat toan tach tin cho
trurong hop o ca khoa tach tin va khoa giai mé sau:

Thugt toan tach tin
PAau vao: Anh da dugc giau tin
PAu ra: Chudi thong diép da giau vaanh goc khoi phuc

Bwéc 1: Sir dung khoa giau tin 1a cac tham s6 M (s6 bit LSB sé& tach ra tir cac
diém anh), L (kich c& cua nhém chia), S (s bit dugc gidu trong tirng nhém). Téch
raNp bit LSB da gidu cac tham sé trong anh. Chon (N—Np) diém anh con lai dé tach
tin.

Buéc 2: Chia (N-Np) nay thanh cac nhom G; mdi nhom kich ¢ L pixel.

Budc 3: Moi nhom G; thyc hién tach tin nhu sau: mdi pixel cia nhom dugc
tach ra M bit LSB duoc chudi bit ky hiéu 1a B(k, 1), B(k, 2), ..., B(k, M*L) trong
d6 k 1a mot chi s6 nam trong nhém [1, ( N — Np)/L] va M 1a s6 nguyén duong nho
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hon 5, sau d6 trong chudi bit ndy tach ra S bit thong diép dd gidu dua theo thuat
toan giau.
Buwéc 4: Qua trinh Iip lai cho dén khi tach hét s bit thong diép da gidu.
Buwéc 5: (Giai ma anh) thuc hién giai ma cac diém anh vai ri(r 1a khoa dd ma
hoa c6 kich ¢& biang Ny x N, ) theo cong thuc (2. 1), (2. 2) va (2. 3) duoc ma tran
anh da giai ma B. Khdi phuc lai anh ban dau theo cong thuc (2. 16).

2.3.3 Vi du minh hea

Pau vao gdm mot anh 6x6 va chudi thong diép “TH”.Ky hiéu ma tran diém
anh la C.

155 | 165 | 166 | 153 | 154 | 166
165 | 155 | 162 | 153 | 152 | 154
163 | 163 | 163 | 154 | 155 | 156
155 | 163 | 145 | 167 | 155 | 159
155 | 165 | 136 | 165 | 165 | 162
165 | 163 | 137 | 161 | 161 | 160

Buéc 1: Ma hoa anh véi khéa ma hda r (r 1a ma tran sinh ngau nhién c6 kich
c& bang 6x6) nhu sau:

41 |67 |58 |20 |209 110
203 | 167 | 233 | 113 | 222 | 233
79 176139 (27 |21 |46
135|191 | 211 | 246 | 102 | 67
42 (115|137 |1 66 |37
154 |21 | 255|198 | 204 | 34

Khi d6 anh sau khi ma hoa ta duoc:

B=C Xorr=
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178
110
236
28
177
63

230
60

156
75
19 | 132
28 | 66
214 | 1

182 | 118

141
232
129
81

164
103

75
70
142
253
231
109

200
115
178
220
135
130

Budrc 2:
Chuyén chudi théng tin “TH” sang nhi phan ta dugc:0101010001001000

Chuyén ma tran anh da ma hoa sang ma tran nhij phan

10110010

11100110

10011100

10001101

01001011

11001000

01100101

00111100

01001011

11101000

01000110

01110011

11101100

00010011

10000100

10000001

10001110

10110010

00011100

00011100

01000010

01010001

11111101

11011100

10110001

11010110

00000001

10100100

11100111

10000111

01111111

10110110

01110110

01100111

01101101

10000010

Thuc hién giau tin vai cac tham séNp = 12, M=2, L=6, S= 4.
Chuyén cé4c gia tri sang nhi phan

M =2 =(0010),

L =6 = (0110),

S = 4 = (0100),

Ghép céac chudi nay ta duoc chudi P= 0010 0110 0100

Theo Np =12ta thuc hién chon 12 bit LSB cua 12 pixel trong anh da ma hoa
dé giau chudi nhi phan P cua tham s6 M, L, S. DPé don gian ta chon 12 bit LSB cua
2 dong pixel dau tién cua anh d¢a ma hoa.

10110010

11100110

10011101

10001100

01001010

11001001

01100101

00111100

01001010

11101001

01000110

01110010

11101100

00010011

10000100

10000001

10001110

10110010

00011100

00011100

01000010

01010001

11111101

11011100

10110001

11010110

00000001

10100100

11100111

10000111

01111111

10110110

01110110

01100111

01101101

10000010

Thuc hién giau tin vao 36 - Np =24 pixel con lai. Chia 24 pixel thanh 24/L =

4 nhém (mdi nhém L=6pixel) ta dugc 4 nhom sau:

Nhom 1:236 19 132 129 142 178
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Nhom 2:28 28 66 81 253 220

Nhom 3:177 214 1 164 231 135

Nhom 4:63 182 118 103 109 130

Budc 3:

Téach ra mdi pixel ctia nhém M bit LSB ta dugc 4 chudi nhi phan
Chubi 1: 001100011010

Chui 2: 000010010100

Chudi 3: 011001001111

Chubi 4: 111010110110

Budrc 4:

Véi chudi 1 ta thuc hién giau tin bang cach thay thé4bit théng diép0101(vi
S= 4) vao 4 bit cua chudi. Bé don gian ta thay thé vao cac vi tri 1¢ cua chudi tir bén
trai sang. Ta dugc chudi mai:

001100111010
Buwérc 5:

Lap lai budc 4 cho céc chudi 2, 3, 4 dé giau cac chudi nhi phan 0100, 0100,
1000.Ta duoc cac chudi mai.

Chudi 2: 001000010100
Chudi 3: 011001001111
Chudi 4: 110000010110
Buéc 6:

Thay thé lai cac bit cua cac chudi vao cac pixel twong ¢ng cua ting nhém
(theo cach ta tach ra) ta duoc:

Nhom 1:236 19 132 129 142 178
Nhom 2:28 2964 81 253 220

Nhom 3:177 214 1 164 231 135
Nhom 4:63 180 116 101 190 130

Cubi cung ta dugc anh ma héa da giau tin ¢6 ndi dung nhu sau:
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178 | 230 | 157 | 140 | 74 | 201
110 ({60 |74 |233|70 |114
236 |19 | 132|129 | 142|178
28 |29 |64 |81 |253|220
177 {214 |1 164 | 231 | 135
63 | 180 | 116 | 101 | 109 | 130

Thuec hién tach tin theo thu ty ngwoc lai nhuw sau:

Bu6c 1: Anh mé hoa di gidu théng tin

178 | 230 | 157 | 140 | 74 | 201
11060 |74 |[233|70 |114
236 |19 | 132|129 |142|178
28 |29 |64 |81 |253|220
177 1214 | 1 164 | 231 | 135
63 | 180|116 | 101 | 109 | 130
Chuyén anh da giau théng tin sang dang nhi phan

10110010 | 11100110 |10011101 10001100 | 01001010 |11001001
01100101 | 00111100 01001010 |11101001 |01000110 |0O1110010
11101100 | 00010011 | 10000100 | 10000001 10001110 10110010
00011100 | 00011110 | 01000000 |01010000 11111101 11011100
10110001 11010110 | 00000001 10100100 11100111 10000111
01111111 10110100 | 01110100 |01100101 01101101 10000010

Véi Np = 12 ¢6 thé lay duoc gia tri cua L, M, S
Buwoc 2:

Thuc hién tach tin vao 36-N, =24 pixel con lai. Chia 24 pixel thanh 24/L = 4
nhom (Mdi nhom L=6 pixel) ta dugc 4 nhom sau:

Nhom 1: 236 19 132 129 142 178

Nhom 2:

28 29 64 81 253 220

Nhom 3: 177 214 1 164 231 135
Nhom 4: 63 180 116 101 190 130

Bwoc 3:
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Téch ra 2 bit LSB ctia mdi pixel trong nhoém ta duoc 4 chudi bit sau:
Chudi 1:001100111010
Chudi 2: 001000010100
Chudi 3: 011001001111
Chudi 4: 110000010110

Thuc hién tach tin tai vi tri 1é cua 4 chudi, mdi chudi S ky tu ta dugc théng
tin can tach M= 4 ta duoc cac chudi nhi phan 0101 0100 0100 1000

Bworc 4:

Khoi phuc lai anh (giai ma) dia vao khoa r ta dugc ma tran anh:

155 | 165 | 166 | 153 | 154 | 166
165 | 155 | 162 | 153 | 152 | 154
163 | 163 | 163 | 154 | 155 | 156
155 | 163 | 145 | 167 | 155 | 159
155 | 165 | 136 | 165 | 165 | 162
165 | 163 | 137 | 161 | 161 | 160
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CHUONG 3. CAI PAT VA THU NGHIEM

3. 1 Méi trwong thir nghiém
-Ngbn ngtr cai dat: Ngon ngir lap trinh Matlab phién ban 7. 7
-Moi truong soan thao: Matlab phién ban 7. 7
-Moéi truong chay chuong trinh: Mo6i treong giao dién Matlab phién ban 7. 7
-C4u hinh tdi thiéu dé cai dat Matlap:
+Intel hoac AMD x86 processor supporting SSE2
+Windows XP SP2 x64, SP3, ...
+Dung luong 6 cing tir 1GB téi 5GB
+ Bo nhé RAM tdi thiéu 1GB
3. 2 Giao dién chwong trinh

3. 2.1 Giao di¢n chinh ciia chwong trinh
- giaodienchinh @M

Giautin tachtin PSNR ~
CHUONG TRINH GIAU TIN TRONG ANH
THUAN NGHICH DA MA HOA

; A Ve \ e

Sinh vien thuc hien: Ngo Van Hiep
Lop: CT1201

Giao vien huong dan: TS.Ho Thi Huong Thom

Hinh 3.1 Giao dién chinh cua chuong trinh

Pay 14 giao dién khi khai dong, tir ddy ta s& goi dén céc giao dién khéac thong
qua menu.
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3. 2. 2 Giao dién chwong trinh gidu tin

Tir giao dién chinh cia chuong trinh kich vao giao dién giau tin, cira s6
chuong trinh gidu tin s& duoc hién ra

-
B gdien_giautin =0

Chuong trinh giau tin

Mhap anh goc s |

MNhap thong diep

MNhap ten khoa can luu
(khoa sinh ngau nhien) M

khoa giau tin
M (O, o 5) L 5
Mhap ten anh giau tin luu anh da ma hoa |
Thuc hien giau tin Thoat |
anh goc anh da ma hoa va giau tin

Hinh 3.2 Giao dién giau tin

Dé nhap anh gdc can giau thong tin ta kich vao nat nhap anh cira s6 thu muc
chtra anh goc sé xuat hién ta chon anh bat ki d¢ giau thong tin.

-
n Moi chon anh

Look in: I |, Image_std
- -
i
Recent Places -
k. (45 . : ‘
Desktop > .

2 q_J airplane.png baboon.png beer.png elaine.png
W=

>

-~ -

m

house.png lena.png sailboat.png

File name: I l.l Open

Files of type: I {*jpg. "bmp, “.png) l.l Cancel

Hinh 3.3 Thu muc chtra anh gdc
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Sau khi nhap anh gdc ta kich vao nut lwu khoa, nhap tén khéa ma hoa
anh.Khoa nay sinh ngau nhién bang véi kich thudc cua anh.

u cho biet ten luu khoa @
Save in: | ; khoa j L] |‘=_"'F Ef~
= Name - * | Date modified Type
ohe Lo . i , :
Recent Places Ej air_khoa 6/21/2013 4:13 PM Microsoft
Desktop
w=n}!
Libraries
A
Computer
= )
w
Network
] 1 b
File name: |bab00n_khoa j Save |
Save as type: |MAT-fiIes (" mat) ﬂ Cancel

Hinh 3.4 Chon khoa dé ma hoa anh

Nhap khoa giau tin M, L, S vao cac 9, trong d6 khéa M nam trong cac gia tri
tor 1 nho hons.

khoa giau tin
M (O, D) L =

Hinh 3.5 Nhap khoa giau tin M, L, S

Nhap tén anh sau khi dd ma hoa va giau théng tin ta chon nuat luu anh da ma
hoa.
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F ™
n Mei chon anh ﬁ

Savein: | , anh da giau tin j L] cf B

I
<
Recent Places

-
Desktop
Libraries
LY
Computer
-
w

MNetwork

airplane.png

File name: |hab00n.png j Save |
j Cancel

Save as type: | {*ipg. “bmp, ~png)

Hinh 3.6 Nhap tén anh da ma hoéa chira théng tin

Sau khi nhap xong khéa can gidu tin ta bat dau thuc hién gidu tin kich vao
nGt “thuc hién giau tin”, qué trinh m& hda va giau thong tin s& dugc bat dau.

[ i [= = |

Chuong trinh giau tin

MNhap anh goc
= g Crserswaio\Desktopichuongtrinhimage_s Mhap anh

Mhap thong diep

bo bom

MNhap ten khoa can luu

(khoa =sinh ngau nhlen) IC Wserswaio\Desktop\chuongtrinhkhoalrn |I uu khoa |
= o]
khoa =
M (0 dang thuc hien ma hoa anh ...
| ]
a
MNhap ten af : — T |
Thuc hien giau tin ‘ Thoat

anh goc anh da ma hoa va giau tins

Hinh 3.7 Chuong trinh ma hoa va giau chudi théng tin vao anh

Khi quéa trinh ma hoa va giau théng tin thuc hién xong sé& xuat hién thong béo
“da gidu tin xong” ta dugc anh ma hda va giau thong tin trong hop “da ma hoa anh
va gidu tin”.
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B gdien_giautin

=

Mhap anh goc

Mhap thong diep

ko bom

MNhap ten khoa can luu
(khoa sinh ngau nhien)

khoa giau tin

Chuong trinh giau tin

C:Wserswaio\Desktop\chuongtrinhimage_s

Cserswaio\Desktop\chuongtrinhkhoaln

MNhap anh

e |

= [P =)
Da giau tin <ong

(0, .. 5)

4

Mhap ten anh giau tin

(C3

= 1
luu anh da ma hoa |

Thuc hien giau tin ‘

anh goc

anh da ma hoa wva giau tin—

Thoat

Hinh 3.8 Chuong trinh sau khi d thyc hién giau tin

3. 2.3 Giao dién tach tin

3. 2. 3. 1 Giao di¢n gidu tin chi c6 khoa gidi ma

Giao dién chirc nang nay chi c6 thé khdi phuc anh gdc, khong tach duoc

thdng tin.

u Giaodien_tachtin_giaima

GIAlI MA ANH

Ten anh giau tin

khoa gial ma

Ten anh can khoi

Thuc hien tach tin

anh giau tin ranh goc

Chon anh

Chon khoa giai ma
Luu anh

Hinh 3.9 Giao dién chi c6 khéa giai ma

3. 2. 3. 2 Giao di¢n chi c6 khoa tach tin
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Giao dién nay chi tach chudi thong diép gidu trong anh ma khéng khoi phuc
duoc anh géc.

-
u Giaodien_tachtin_tachtin = —Z3

TACH TIN

Ten anh giau tin Chan anh

khoa tach tin
’7 % L S

Thuc hien tach tin Thoat

anh giau tin

Hinh 3.10 Giao dién tach tin chi c6 khoéa tach tin
3. 2. 3. 3 Giao dién tach tin c6 ca khda méa hoa va khéa tach tin

Sau khi thuc hién gidu tin xong, ta quay lai giao dién chinh chon vao nut tach
tin. Lua chon menu thu muc (c6 du khdéa ma héa va khoéa tach tin), giao dién tach
Xuat hién.

r
u Giaodien_tachtin

GIAO DIEN TACH TIN

1

Ten anh giau tin Chon anh
khoa giai ma Chon khoa giai ma
Ten anh can khoi Luu anh
Thuc hien tach tin Thoat
anh giau tin————— anh goc

Hinh 3.11 Giao dién tach tin c6 khéa giai ma va khoa tach tin
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Véi giao dién tach tin ¢ ca khoa giai ma va khoa tach tin ta c6 thé tach dugc
chudi thong diép va khoi phuc lai anh goc. Kich vao ndt “chon anh” sau d6 Iya chon

anh can tach tin.

-
B Moi chon anh

]

Loak in:
L =
-\E‘l‘)n
Recent Flaces

Desktop

Libraries
¥
Computer

@

Networlc

File name:

Files of type:

|, anh da giau tin

S airplane.png

~| « @y E

baboon.pn

Ibaboon png j Open
=l

| (“ipg. "bmp. “png)

[ o= |
Cancel L

Hinh 3.12 Thu myc chua anh da giau tin

Kich vao nit chon khoa giai ma s& xuat hién thu muc moi chon khoa giai
m4, ta chon khéa giai ma cua dang anh can tach tin.

-
n Mei chon khoa giai ma

e

Look in: I .. khoa

L MName

s
ﬁ:‘gams [@Hair_khoa

~| « &e¥Er
Date modified
6/21/2013 413 PM

Type
Microsoft

i1]baboon_khoa

6/21/2013 11:44 PM  Microsoft

-
Desktop
Libraries
LY
Computer
=
@

Networlk

Type: Microsoft Office Access Table Shortcut
Size: 256 KB
Date modified: 6/21,/2013 11:44 PM

1

L

File name:

Files of type:

|
Ibaboon_khoa.mat j Open
=l

F
%= |
Cancel |
|

| MATiles (mat)

Hinh 3.13Thu muc chirakhda ma hda anh
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Sau khi chon khéa xong ta kich vao phan “luu anh” nhap tén anh can duoc
khoi phuc.

u Moi chon anh M

Savein: | |, anhkhoi phuc

i
i
Recent Places

AL

baboon.png beer_khoiphuc.... elaine_kp.png

File name: Ihouse_kp png _vJ Save I
Save as type: I (*jpg. “bmp, “png) _v_J Cancel |

Hinh 3.14 Thu muc chira anh khéi phuc sau khi tach tin

Sau khi d4 lya chon xong dau vao va dau ra cho chuong trinh, ching ta chon
nat “thyc hién tach tin”.Chuong trinh s& thyc hién va dua ra két qua anh da giau tin
ngay trén giao dién ctia chuong trinh

n Giaodien_tachtin | = 23 J

GIAO DIEN TACH TIN

Ten anh giau tin Z:WsersiwaioDesktopichuangtrinhianh da gis Chon anh

khoa giai ma D giai ma xong Chon khoa giai ma

Ten anh can khoi

hom nay co gi moi
Thue hien tach tin

anh giau tin anh goc

Luu anh

Hinh 3.15 Anh gdc xuét hién sau khi thuc hién tach tin
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3. 3 Két qua thwc nghiém va nhan xét
3. 3. 1 Két qud thec nghigm
Thue nghiém cho ta thay két qua giau tin thuan nghich cho anh da ma héa

Bang 3.1 danh gia chét luong trung binh PSNR véi gi4 tri M, S khac nhau trén 3
anh lena.png, baboon.png, house.png (véi L=10, cho cung théng diép co do dai
bang 2168 bit nhu hinh 3. 16)

S

1 71.2927 62.2795 62.3994 62.3411

N

56.3465 54.4783 55.3479 54.6745

3 50.2560 52.4036 53.9487 48.8480

| thengdiep.txt - Notepad EI@
File Edit Format Wiew Help
But it was the candor and body Tanguage during our interview sessjon -- and the steely resolve of bothk .

I asked President Putin if the so-called Geneva ITI talks could take place in a climate where Russia cc
"If the united states and the sState Department recognize that one of the key opposition organizations
putin added: "we believe that our position is well gounded ... we believe only the syrian people thems
The German Chancellor jumped in off the back of her Russian counterpart to say after tough and at time
see also: so what did the G& meetings accomplish?

Germany has been often been criticized for putting economic competitiveness above all else and for shy
I asked why she has made a move to block EU accession talks for Turkey, coming on the heels of intense
To which t%e Chancellor replied: "The walues we share in Europe are essential, crucial to us and I thi
she added: "Mext week there will be a discussion and I don't want to pre-empt the German position, but
Merkel underlined this also has to do with the so-called ankara protocol, which covers the negotiatior
It was clear, despite having not seen eye-to-eye on many issues in the past, that the president and tF
Having been accused of raising his voice during talks with his European counterparts, President Putin

4 1 3

Hinh 3.16 Noi dung thdng tin can gidu vao 3 anh lena.png, baboon.png, house.png

Bang 3.2 Bang danh gia chat lugng PSNR gitra anh gbc va anh sau khi khoi phuc
trén 9 anh vai

Tén anh Giatri PSNR
Ari plane.png 100dB

baboon.png 78.3728 dB
Beer.png 100dB

Elaine.png 82.5023 dB
House.png 79.8007 dB
Lena.png 82.1915dB
Peppers.png 76.4047 dB
Sailboat.png 72.9433 dB
Tiffny.png 83.9911 dB
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Anh cip xam 8 bit truéc khi mé hoa

beer.png elaine.png

7 peppers.png sailboat.png

A
tiffany.png

Hinh 3.17 Tapanh gdc trude khi chua ma hoa

Anh sau khi tach thdng tin va khoi phuc

.. .

air_plane.png baboon.png beer_khoiphuc.p house_kp.png lena_kp.png

ng
-~
! "
A
X \
e e i N J» .
peppers_kp.png sailboat_kp.png tiffany_kp.png elaine_kp.png

Hinh 3.18 Tapanh sau khi da tach tin va khéi phuc

3. 3. 2 Nhdn xét

Dénh gia PSNR(ti s6 tin hiéu trén nhiéu dinh) néu do nhiu cua anh PSNR >
40dBthi hé thong mat ngudi gan nhu khong phan biét dugc gita anh goc va anh
khoi phuc.

Thoi gian xu ly gidu tin phu thuoc 16n vao dit lidu dau vao nhu kich thudc

anh géc, thong diép giau Ion hay nho.
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Do an toan cua ky thuat cao, phu thuoc vao gia trima tran ma hoaanh r va
khoa gidu tin LSB.

Qua thir nghiém em nhan thiy k¥ thuat giau tin thuan nghich trong anh da
m4 hoac6 nhiing wu nhuge diém sau

Uu diém:

+ Kha ning bao mat cao do khoéa mava khoa gidu théng tin LSB do ngudi
nhan va ngudi giri biét véi nhau. Phai cd dayda khéa ma hoa va khoa giai ma méi
thue hién duoc tach tin va khoi phucanh géc.

Nhuocdiém:

+ Qua trinh gidu va tach tin cham mat nhiéu thoi gian

+ Khong c6 budc tinh toan khéa giau tin LSB va dé ting thém d6 an toan

cho dur liéu.
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KET LUAN

Ky thuat gidu thong tin trong anh 1a hudng nghién ctu chinh cua thuat toan
giau thong tin hién nay va da dat duoc nhitng két qua kha quan.bé 4an di trinh bay
mot s khéi niém lién quan dén viéc che gidu thdng tin trong anh sé ciing nhu trinh
bay k¥ thuat gidu tin anhdd ma hoa.

Véi ki thuat gidu tin trén anhdd ma hda thi tinh vo hinh cua théng tin sau khi
gidu duoc dam bao, thong qua viéc s dung mot ma tran ma héa va mot khda ma
hoa LSB trong qua trinh gidu va tach thdng tin. Dung phuong phap danh gia PSNR
dé danh gia chat luong anh trude va sau khi khdi phuc két qua PSNR dat duoc 12
kha cao.

Tuy nhién, giau tin mat 1a vin d& phac tap, cong voi kha ning va kinh
nghiém con han ché nén em con gap mot sé khé khin trong viéc tim hiéu nghién
ctru ky thuat giau tin thuan nghich trén anhda ma hoa.

Vi vay em rat mong nhan duoc su dong gop ¥ kién quy bau cua cac thay co

gido ciling nhu ban bé dé b4o ciia em dwoc hoan thién hon.

Em xin chan thanh cam on!
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